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PEFMAMEHT OKA3AHUA YCNYT

1. OBNNIACTb NPUMEHEHUA
Hactoswun PernameHT onpegensiet nopsgok okasaHust OnepatopoM ABOHEHTY Ycnyr, nopsaok
ncnonb3oBaHusa Ycnyr AGOHEHTOM, NOPSOoK B3aumogencTeusa mexagy Onepatopom u AGOHEHTOM,
a Takke MHble BOMPOCHI, SBHO HE OroBopeHHble B [loroBope 06 okasaHnuu ycnyr LLOL (manee -
Oorosop).
MepedveHb Ycnyr, okasbiBaembix OnepaTtopom no [JoroBopy, HO HE OrpaHUYMBasCh:
pasmMeLleHne obopyaoBaHus;
apeHaa o6opyaoBaHus;
apeHpa yctporictea IP-KBM-Joctyna;
MOHWUTOPWUHI COCTOSIHMSA 000pYAOBaHUS U CEPBUCOB;
apeHga nporpammHoro obecneyeHms Microsoft;
xpaHeHue 3T n ycnyra “YpaneHHble pyku”;
opraHm3aums NpMBaTHbIX YaCTHbIX CETEN;
MapLupyTu3aums aBTOHOMHbIX cuctem u IP ceTen;
3awmTa ot DDoS aTak.
OnepaTop okasbiBaeT ABOHeHTY Ycnyru, onpegeneHHble [oroBopoM, ¢ y4eTOM OCOOEHHOCTEN,
YCTaHOBIEHHbIX HacTosWwum PernameHToMm.
ABoHeHT 1 OnepaTop MMEKT B3auMHble MpaBa M 00s13aTenbCTBa, OFOBOPEHHbIE [1OroBOpOM M
HacToAWmMM PernameHToM.

2. TEPMMUHONOIrnA
"OnepaTop" - O6LLECTBO C OrpaHN4YEHHON OTBETCTBEHHOCTLIO "Cunctema-Cepsuc'.
"Yenyru" - ycrniyrm u HepaspbiBHO CBfi3aHHble C HUMWU [JONONHUTENbHbIE YCMyry, OKa3blBaeMble
OnepaTtopom AGOHeHTy no [oroBopy. AGOHEHT CaMOCTOATENbHO 3aka3biBaeT cebe Habop ycnyr
OnepaTtopa nytem peructpauunm Ha Cante Onepatopa W BbINOMIHEHNUST COOTBETCTBYHOLLIMX
WHCTPYKUWIA, pasMmelleHHbIX Ha Yyka3aHHom Cawnte Onepatopa. Kpome Toro, AGOHEHT wnmeeT
BO3MOXHOCTb OCYLLECTBUTb 3aka3 Ycnyr no tenedoHy.

"DNS-cepBep"” - cepBep [OOMEHHbIX WMEH, cogepXawun KOHUrypaumoHHoele dannbl
3aperncTpupoBaHHOro OMeHa.
"Ycnyra Pa3smeweHusa obopypnoBaHus, Colocation" — ycnyra, cocrtodwas B pasmeLLeHuu

Onepatopom obopynoBaHuss ADGOHEHTa Ha CBOEWN TeppuTopunM B gaTaueHTpe. B coctaB gaHHoM
YCINyrn Takke BXOOUT:

® opraHu3auusi yaaneHHoro JocTyna Kk 000opyLoBaHuio;

pe3epBHOE 3NEKTPONUTAHNE;

obecneyeHne KNMMaTU4eCcKoro pexmmva;

du3myeckas oxpaHa YacTHbIM OXPaHHbIM MpPeanpuUATUEM;

npocTenLme ycnyru no obenyxmeaHuto obopynoBaHus (nepesarpy3nTb, BCTaBUTb UCK U T. M.).
"OononHutenbHble ycnyru" - ycnyra “YganeHnHole Pykn”, Apenga yctpowctea IP-KBM goctyna,
3awmTa uHpopmaumm n apyrue ycrnyru, ykasaHHole OnepaTtopom Ha COOTBETCTBYHOLLUX CTPaHULAx
Canta Onepatopa oka3sbiBaeMble OnepaTopom no [1oroBopy He BKMOYEHHbIE B COCTaB YCNyr.
“ObopypmoBaHue” - annapatHoe obecnedyeHne A6oHeHTa wnn AnnapatHoe obecneyeHune
Onepatopa, k koTopomy Yy ABOHEHTa ecTb JOCTYyN B paMkax Ycnyr okasbiBaeMbix OnepaTtopom Ha
OocHoBaHuM [loroBopa u HacTosiwero PernameHTa.

"OaTtaueHTp, LOO" - nomeweHusa OnepaTopa, npegHasHayeHHble U 00OopyaoOBaHHbIE AN
pasMeLleHNsT CEePBEPHOro, TENEKOMMYHMUKALMOHHOIO, a TakkKe [OOMOSTHUTENbHOrO WU UHOro
ObopynoBaHusa B uensix okasaHuss Onepatopom Ycnyr no [Jorosopy.

"YctaHoBka OGopypoBaHma" - (YcTaHoBKka) - BbinofniHeHMe OnepaTtopoM pabdoT MO MOHTaxy
O6opynoBaHMs Ha MeCTO €ero pasMmelleHuMs B partaueHTpe, kommyTtauum O6opypoBaHus B
nokanbHyto ceTb OnepaTtopa, NOAKITHYEHNIO ANEKTPONUTAHMS.

"TexHu4yeckaa nopggepkka ycnyr" - TexHudeckne meponpustus Onepatopa no obecneyeHuto
DecnepeboNHOro  3NEKTPOMUTAHUSA, KOHTPOMKO COOMAEHUS KNMMMaTUYECKMX napameTpoB B
JaTaueHTpe, obecneyeHno CeTeBON CBA3HOCTU fnokanbHom cetn Onepartopa ¢ ceTbio MHTepHET, a
Takke BbINOMHEHNE 3asiBOK ADOHeHTa Ha nepesarpy3ky OGopydoBaHWs U BbIMONIHEHWE MPOCTbIX
onepauui ¢ NOAKMOYEHNEM KOHCOMM, YKadaHHbIX AGOHEHTOM.



"Ycnyra ApeHpa ob6opypoBaHusi, Dedicated" - ycnyra xoctmHra no apeHge ABOHEHTOM
BblgeneHHoro cepeepa OnepaTtopa, pasMeLlleHHOro B [JaTaueHTpe C  rapaHTUPOBaHHbLIM
anekTponuTaHvem u JononHUTENbHBIMU yCryramu.

"AQMUHUCTpauUuAa, AgQMUHUCTpaTop” - ynpaensawowmi nepcoHan Onepartopa, BbICTynawLwmi oT
€ro MMEeHU N HageNeHHbI COOTBETCTBYIOLLMMMN NMOFTHOMOYMSMMN.

"AGOHeHT" - nuuo, 3aknoumBliee [oroBop (ero npeacraButesnb, paboTHMK) M NoTpebnsiolee
Ycnyrun OnepaTtopa.

"CepBMCbI" - TEXHNYECKME N NPOrPaMMHbIE KOMMIEKChl YCNyr, Takne Kak dnekTpoHHas noyta, http-
cepBep u T.M.

"TexHnyeckasn nopgaepxka" - TexHudeckne meponpuatTna OnepaTtopa no obecnedyeHunio
PYHKUMOHNPOBaHUA 3asBrfeHHbIX B [loroBope CepBUCOB, CBOEBPEMEHHOE MpeaoCcTaBreHne
ABOHEHTY nHdOPMaL MK, HeobX0OUMOW ANst HOPMarbHOr0 PYHKLNOHMPOBAHWUS TaKMX CEPBUCOB.
"Cnyx06a TexHM4Yeckon nopAepXxku" - TexHuyeckuin nepcoHan OnepaTopa, OCyLeCTBRAALLMNA
TexHNYEeCKy0 NoaaepxKKy.

"MaHenb ynpaBneHus"” - BeO uWHTepdenc, wuHTepdenc MOOUMBLHOIO  NPUMOXEHNS,
npegocTtaBneHHbin Onepatopom AGOHEHTY ANA yOoaneHHoro ynpaereHns Ycrnyramm, MOHUTOPUHIa
NCMNomb3yeMbIX CEPBUCOB, YCNyr U T.M.

"IP-apgpec" - agpec ycTponcTea B cetu VIHTepHeT unu cetn Oneparopa.

"ABTOHOMHasi cuctema"” — cucrtema IP-ceTeli 1 MapLpyTU3aTopoB, ynpaensieMbix OnepaTopom
unm AGOHEHTOM, UMEIOLLMMWN EOUHYIO NONUTUKY MapLUPyTM3auun ¢ ceTbio IHTepHeT.

"Monutuka MapuwpyTusaumm” - mexaHusm BblbOpa MNyTU MNEpPeCLIKA MakeTOB Ha OCHOBE
NONUTUKK, cOOPMYNMPOBaAHHOW NOMb30BaTENEM.

"MO" - nporpaMmMHoe obecnevyeHue.

"Tpadmk" - o0O6BLEM uMHGPOpMauUuMK, NepefaBaemoll Mo ceTu. EanHuuen uamepeHus obbema
Tpacmka sBnsetca bant. EQMHULE namepeHms NponyckHon cnocobHOCTM KaHarna ssnsetca but B
cekyHay. MoryT NpMMEeHATCS U MyTnbTUNNMKATUBHBIE 3HAaYeHust (KunobuT, merabwvt, rurabvt u 1.4. )
roe sHayeHue mynbTunnMkatopa pasHo 1024.

"But" - 0asoBas eauMHMLA M3MEpPEeHusl KonmMyectBa WHGOpPMauuu, paBHasi KOINMYECTBY
WHopMaLmn, cogepKallemycs B OnbiTe, UMEHLLEM ABa PAaBHOBEPOATHbLIX MCXoAa. TOXAECTBEHHO
KONMM4YecTBy MHGOPMaLMM B OTBETE Ha BOMPOC, AOMyCKalWMh OTBETbI «Aa» NMbO «HEeT» MU
HWKaKoro gpyroro.

"BauTt" - eguHuua xpaHeHus u obpaboTkM UnpoBon MHDOPMAaLUKU; COBOKYNHOCTb OUTOB,
obpabatbiBaemasi KOMMbIOTEPOM OZIHOBPEMEHHO. B COBPEMEHHbIX BblYNCIIUTENBHbIX
cuctemax 6ant coctouT 13 8 burT.

"OC" - onepaunoHHas cuctema.

"JInyHbIN KabnHeT" - BebO-UHTepdelic, HTepdenc MOBUMBLHOIO MPUMOXEHUS!, NPeAOCTaBMNEHHbIN
Onepatopom AGOHEHTY AN yO4aneHHOro ynpaereHust Ycnyramm nocpefcTBOM CeTu WMHTepHeT,
MOHWUTOPWHIa UCMOMb3yeMbIX CEPBUCOB, YCNyr 1 T. 4, pacnonarawowuiics Ha Cante Onepatopa.
"IlngeBon cuet" - cyeT, npenocTaBneHHbln AGOHeHTY OnepaTopomM B pacyeTHOW CUCTEME
OnepaTopa ucnonb3yembin ons gukcauum e3ammopacyetoB mexagy OnepaTtopom u AGOHEHTOM
nocpencteom JlnyHoro kabuHeTa.

"DDoS artaka" - u3bbiToyHas, pacnpefeneHHas, ceTeBasd aKTUBHOCTb HamnpaBreHHas MpoTuB
aTakyemMoro pecypca C Lenbto CHU3UTb U/MMNn NOMHOCTbLIO NPeKkpaTUTb ero 4OCTYMHOCTb.
"KoHdmaeHumanbHaa uHdopmauma" - Bca MHopmauud, He saBnsoLasca obLeaocTynHon,
npepoctaBnsemas ogHon CtopoHon apyron CTOpoHe B CBA3W C ucnonHeHnem [orosopa, 3a
UCKNoYeHneM ToW  UWHdopmaumm, KoTopyto CTOpPOHbI COBMECTHO OMpedenslT Kak He
KOHMAEHUMANbHYIO U KOTopas He ABNSeTCA KOHUOEHUManbHON B COOTBETCTBUM C AENCTBYOLLUM
3akoHogartenbcTBoM PO.

"3UN" - 3anacHble YacTn, MHCTPYMEHTbI 1 NPUHAANEXHOCTN, o6opyaoBaHne ADOHEHTa BPEMEHHO
XpaHumble AboHeHTOM y Onepatopa, npegHa3HaYeHHoe AN onepaTMBHON UM MITaHOBOW 3aMeEHb,
OOYKOMMIIEKTOBAHUA, MOAEpHU3auun n mHbIX gencteun ¢ OGopygoBaHWeM, pas3meLLeHHbIM Ha
TexHonormnyeckon nnowagke Oneparopa.

"TecTtoBbLIN nepuopn"” - nepuon okasaHua Ycnyr (Habopa Ycnyr) ABoHeHTy OnepaTtopoMm Ha
6e3B03mMe3gHON OCHOBE C cobniogeHnem yCrnoBuii 4OroBopa B OrpaHNYeHHbIN Nepuoa BpeMeHu.
"OepxaTtenb KapTbl" — AGOHEHT, hn3nyeckoe NULO Ha Ybe UMSA OTKPLIT cHeT B BaHke.
"BaHKOBCKas KapTta" — pacyeTHas unu kpeamtHas kapTa, SMUTEHTOM KOoTopon siendetcsa baHk-
3MUTEHT, SBMAOLWAACA WHCTPYMEHTOM Oe3Hanu4HbIX pacyeToB, MNpeAHasHayeHHas ans
coBeplweHus [epxatenem KapTbl ofnepauui C OEHEeXHbIMW CpPEeACTBaMW, HaxXOASLMMUCS Ha
DOaHkoBckOM cuyeTe [epxaTensa kapTbl B baHKke-aMuUTeHTE, MMM C [OEHEXHbIMW CpeacTBamMu,
npegocTaBneHHbiMM  BaHkoM-amuTeHTOM B KpeauT [epxateni KapTel B COOTBETCTBUM C
3akoHogatensctBom P®, a Takke pgoroBopom GaHKOBCKOrO cyeta, wnu B npegenax
YCTaHOBMEHHOIO NMWTa, B COOTBETCTBMM C YCMOBUSIMMA KPEeOUTHOro goroBopa mexay baHkowm-
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aMuUTEeHTOM M [lepxatenem KapTbl, MpU YCNOBUM, YTO Takasg pacyeTHas WUnu KpeauTHas KapTta
MoxeT BbITb ncrnonb3oBaHa [epxatenem kapThbl Ana onnatbl Ycnyr Onepatopa. B cooTBeTcTBUM C
HacTosAwmM PernameHntom onnarta Ycnyr Onepatopa BO3MOXHa BaHKOBCKMMM KapTamu MraTeXHbIX
cuctem VISA International, MasterCard International, MUP, Unionpay 3apernctpupoBaHHbIMU B
COOTBETCTBMM C OAEWNCTBYIOLWMM 3akoHogaTenbctBoM PO ([ane - MNnatexHas cuctema). Mpu atom
BO3MOXHOCTb MCIMOMb30BaHWA yKa3aHHbIX KapT ycTaHaBnMBaeT baHK-aMUTEHT.

"BaHK-aMUTEHT" — KpeauTHasa opraHusauus, SBRSOWascad y4acTHMKOM MNaTeXHOW CUCTEMbI U
OCyLLeCTBAsOLAsa 3MUCCU0 HGaHKOBCKNX KapT.

"BaHK" — kpeguTHas opraHusaums OnepaTopa.

"ABTonnarex" — CepBMC MO OCYLIECTBNEHNIO PErYyNspHbIX aBTOMaTUYECKMX MepeBoaoB
OEHEXHbIX cpeacTB (PeKyppeHTHbIX nnaTexen) ¢ baHkoBckon kapTbl Oepxatens (AGoOHeHTa) B
nonb3dy OnepaTtopa 3a npepoctasnsdemble Onepatopom Ycnyru no [oroBopy Ha OCHOBaHUU
3apaHee JaHHOro akuenta [epxartens KapTbl, MyTeM NpuBSA3KM OaHKOBCKOW KapTbl B JIMYHOM
kabuHeTe AbBoHeHTa. ABTOonnartex npegocTtaBnseT AGOHEHTY AOMOSNTHUTENbHbIE BO3MOXHOCTU MO
onnarte Ycnyr n caMo no cebGe ero MOAKMIOYEHWE He MOKpbIBaeT 0b6s3aTensctB AOOHEHTa Mo
onnare Ycnyr.

3. PETUCTPALUA ABOHEHTA B YYETHOW CUCTEME ONEPATOPA
Bce cBepeHus, npegoctaBneHHble AGOHEHTOM MpuK pernctpauun B y4eTHon cucteme Onepatopa,
OOIMKHbI BbITb fOoCcTOBEPHBIMU. B cnyyae npegoctaBneHnss AGOHEHTOM HEQOCTOBEPHLIX CBEAEHUN,
Onepatop BnpaBe NPUOCTaHOBUTL OkadaHue ABOHeHTy Ycnyr o nonyyeHuss oT ABoHeHTa
[OCTOBEPHOM MHAbOpMaLUN.
Onepartop, B criy4yae BO3HVMKHOBEHWUS COMHEHWI B JOCTOBEPHOCTW NpefocTaBfieHHbIX AGOHEHTOM
JaHHbIX NpW ero perucTpaunm B ydeTHon cucteme Onepartopa, BrnpaBe noTpeboBatb oT AGOHEHTA
OOMONTHUTENbHBIX CBEAEHUN U (Mnn) noTpeboBaTe NoaTBePKAeHUST ABOHEHTOM NPeAoCTaBNEHHbIX
cBegeHuin. CoOTBETCTBYIOLWMI 3anpoc HanpaBngetca OnepaTopoM MO 3MEKTPOHHOW MoyTe Ha
KOHTaKTHbIN agpec ABOHeHTa, yka3aHHbIN B [loroBope n/vnmn y4etHon cucteme Onepatopa.
B cnyyasx He npepoctaBneHuss ABoHeHTOM OnepaTopy AOMNOMHUTENbHbLIX CBEAEHWA W/MNnN He
noaTeepxaeHnss AGOHEHTOM paHee npedocTaBneHHbix Onepatopy cBedeHun B TedeHne 10
(mecsaTn) kKaneHgapHbIX AHeN ¢ MOMeHTa HanpasneHus OnepaTopom nepsoro 3anpoca, Onepatop
BrpaBe NpUOCTaHOBUTL OKa3daHue Ycnyr ADOHEHTY.
Mpu pernctpauum B YyyeTHon cucteme Onepatopa ABOHEHT nonyyaeT WHOUBMAYanbHbIN
agMUHUCTPaTUBHbLIA Naposib U MOrMH, caMoCToATENbLHO obecnevmBaeT NX KOHUOAEHUManNbLHOCTb,
HeceT OTBETCTBEHHOCTb 3a BCe AENCTBUS, NPOM3BEAEHHbIE C NCMOMb30BaHMEM NOrMHA 1 Napons.
ABOHEHT NOMNHOCTLI0 OTBETCTBEHEH 3a@ COXPAHHOCTb CBOMX YYETHbIX AaHHbIX (JTOrMHA 1 naporns) u
3a yObITKM unu mMHom yuiepb, KOTOpble MOMyT BO3HMKHYTb MO MPUYMHE HECAHKLMOHWPOBAHHOMO
NCMNomnb30BaHNWs 3Ton MHAopMauuun. o dakTy yTepu unu HecaHKLMOHMPOBaAHHOrO AOCTyna K
YYETHBIM AaHHBIM U BO3MOXHOCTU BO3HUKHOBEHUS Takow cuTyaunm ABOHEHT 0643aH HanpaBuTb
3anpoc OnepaTopy Ha CMEHY YYETHbIX AaHHbIX.
B cnyyae, ecnn ABOHEHT nNpegocTaBnseT TPETbMM Nuuam AOCTYN K MMEIOLWMMCH Y HEro pecypcam
N cepBuCaMy, OTBETCTBEHHOCTb 3a OEHATENbHOCTb TakuX TPeTbUX MWL HeceT WCKIYUTENBHO
AGOHEHT.

4. MPABA N OTBETCTBEHHOCTb CTOPOH

Onepatop, BO n3bexaHue HapyLleHWI MONOXEeHWU HacTosiwero PernmameHTa okasaHwusi ycnyr co

CTOPOHbI ABOHeHTa pekoMeHOyeT AOOHEHTY nNpUOEPXKMBATLCA HOPM MOMb30BaHUSA CETbIO,

NPUHATBIX pabouyel rpynnou OTKpbITOro dopyma NHTepHeT-CepBuc-lposangepos

(https://www.colocat.ru/doc/ofisp-008.html).

Onepatop, coxpaHsisi 3a cobow Bce npaBa no [oroBopy, BrMpaBe Takke He3ameaIMTENbHO

NPUOCTaHOBUTL OKa3daHue Ycnyr ADOHEHTY B Criyyasx:

e ecnM no obocHOBaHHOMY MHeHuMto OnepaTopa ucnonb3oBaHMe AOGOHEHTOM Ycnyr MOXeT
HaHecTn yuwepb Onepatopy w/vnn Bbi3BaTb COON TEXHUYECKMX W MPOrPaMMHbIX CpPeAcTB
OnepaTtopa n TpeTbux nuu;

® HanuuuMa Cco CTOpOHbl ABGOHEHTa [EeNCTBU, HanpaBfeHHbIX Ha TO, 4TOOblI noChLINaThb,
nybnukoBaTtb, nepefaBaTb, BOCMPOM3BOAUTb, PacnpoCTpaHaTb NobbIM cnocobom, a Takke B
nobom Buae wmcnonb3oBaTb MOMyYeHHbIe NocpeacTBoM Ycnyr nporpammHoe obecnedeHve
n/vinn gpyrme martepuarsl, NOMHOCTBIO UMM YaCTUYHO, 3alLMULLEHHBIE aBTOPCKMMMK U APYrMMM
npaeamu, 6e3 paspelLeHnsi NnpaBoobnagaTens;

® HanmuuuMa CcoO CTOpOHbl AOOHEeHTa [OEeWCTBUW, HaMpaBneHHbIX Ha TO, 4TOObI MOCbINaTh,
nybnukoBaTtb, nepedaBaTb, PacnpoCTpaHATb IoObIM crnocobom mMbyl MHopMauno Unm
nporpammHoe obecrneyeHne, KOTOpoe COAEpPXUT B cebe BMpYCbl W Apyrue BpedoHOCHbIEe
KOMMOHEHTB;



HanMMYnss Cco CTOpPOHbl ADOHEHTa [EWCTBUW, HampaBfeHHbIX Ha TO, 4TOObI nocbkinaTtb
cofepallyo peknamy nHdopmaumio (cnam) 6e3 cornacust Co CTOpPOHbI agpecara, Npy Hanu4um
NMACbMEHHBIX 3asiBIEHUA OT Monyyatenen Takon paccbinkn Ha wuma Onepatopa ¢
060CHOBaHHbLIMU NpeTeH3nsAMN B agpec ADOHEHTa;

BbICOKOro noTpebneHna AGOHEHTOM MOObIX CUCTEMHBIX pecypcoB obopyaoBaHua Onepatopa,
3a VICKITIOYEHMEM rapaHTUpPOBaHHbIX Tapu@HbIM NIAHOM PEeCypCcoB, YTO MPMBOAUT UM MOXET
NPMBECTM K 3aMETHOMY YXyALIEHMIO KayecTBa NpefocraBnsemMoro obcnyxmsaHus/cepsnuca ans
apyrmx A6oHeHTOB. [MpnM 3TOM CcTeneHb NOTpebneHnss CUCTEMHBLIX PEecypcoB onpegensdercs
ucknountensHo OnepaTopoM. B cnyyasx, ecrnv npuydmHy BbICOKOro notpebnerHus ABOHEHTOM
pecypcoB ycTpaHuUTb He yaaetcs, Onepatop MoxeT nopekoMeHaoBaTb ABOHEHTY nepenTy Ha
Oonee pecypcoeMkuin TapudHbIN NNaH UM NPeAnoXuTb MHOMBUAYAlbHbIE YCIOBUS OKa3aHUs
Ycnyr. B cnydae otkaza AbGoHeHTa OnepaTtop UMeeT npaBo pacToprHyTb [doroBop uM3-3a
TEXHUYECKOW HEBO3MOXHOCTM MPOAOIMKEHUS OKasaHust Ycnyr, 6e3 kakux-nnbo BO3MELLEHMWN
ABOHEHTY;

HanNMunss Cco CTOPOHbI ADOHEeHTa [OENCTBWM, HaMNpaBfiEHHbIX Ha TO, 4TOObI MocbinaTh,
nybnukoBaTtb, nepegaBaTb, PacnpoCTPaHATb MObIM cnocoboM CBedeHus O TpeTbMX numuax
KOTOpble HEe COOTBETCTBYIOT AEWCTBUTENbHOCTM W/unu kakum-nnbo obpasom 3aTtparvsatoT
YeCTb, AOCTOMHCTBO W [JenoByl penyTaumio usmdeckux nuy nubo [enoByk penyTauuio
HOPUONYECKMX NAL;

HanuuMst co CTOpOHbl ABOHEHTa [EeWCTBUNM, HanpaeBneHHblX Ha TO, YTOObI MOCbINaTh,
nybnukoBaTtb, nepeAaBaTb, pacnpocTpaHAaTb nnbo ucnonb3oBaTb MAEHTUDUKALMOHHbIE
nepcoHanbHble JaHHble (MMeHa, agpeca, TenedoHbl U T.N.) TPETbUX NUL, KPOME Cry4aes, Koraa
3TW Nn1ua NpsMo ynorHomouunu ABGOHEHTa Ha Takoe UCMOSb30BaHNE;

pacnpocTpaHeHus wwvnu nybnukaumm nwbor  uHdopmaumu, KoTopasi MpPOTUBOPEYUT
TpeboBaHNsIM OeNcTBylOWEero 3akoHodaTtenbcTBa Poccuiickon ®egepauun, NoNoXKeHUAM
nuueHsni MunnctepcTtea cBasn PO (MuHuctepcTBa MHGOPMALIMOHHBIX TEXHOMOMMI U CBA3MN B
P®), HopmaM MexagyHapoaHOro npaea, U yLeMseT npaBa TPETbUX MuL;

onybnukoBaHMsa unu pacnpocTpaHeHnss ADOHEHTOM Mbon uHdopMauuM 1AM NPOrpaMMHOrO
obecneyeHns, KOTopoe codepxuT B cebe kodbl, MO CBOEMYy AEWCTBUIO COOTBETCTBYIOLLUE
OEVCTBUIO KOMMNBIOTEPHBIX BUPYCOB UMW APYrMX KOMMOHEHTOB, MPUPABHEHHBIX K HAM;
peknammpoBaHus YCnyr, TOBapoB, MHbIX MaTepMarnoB, pacnpoCTpaHeHNe KOTOPbIX OrpaHNYEHO
nnbo 3anpeLleHo AENCTBYIOLLMM 3akoHo4aTENbCTBOM PO;

danbcudmkaLmm BblOeNeHHbIX B nonb3oBaHne AGoHeHTa IP-agpecos, annapatHbix MAC-
agpecos, cBoero |IP-agpeca, a Takke agpecoB, UCNOMb3yeMbIX B APYrnMX CeTeBbIX MPOTOKOMNax,
npv nepegade gaHHbix B cetn Onepatopa;

NCMNOMb30BaHNS HECYLLECTBYHOLMX 0OpaTHbIX agpecoB NpW OTMPaBKE 3MEKTPOHHBLIX MUCEM U
APYrMx coobLLeHnn;

OCYLLECTBMNEHUSA AEWCTBUA, HaMPaBMEHHbIX HA HapyLleHWe HOpMarbHOro OyHKLMOHMPOBaHUSA
anemeHToB cetn Onepartopa w/unu WHTepHeT (KOMMbIOTEPOB, Apyroro obopygoBaHWs WUIK
nporpaMmHoro obecneyeHns), He NpMHagnexawmx AOOHEHTY;

OCYLLIECTBIEHNS OENCTBUN, HAMPaBIIEHHbIX Ha MONyYeHNEe HECaHKUMOHMPOBAHHOIO AOCTyNa K
pecypcy Cetn (KomnbloTepy, Apyromy obopygoBaHuio wnM MHAOPMALMOHHOMY pecypcy),
nocriegytoLlee MCNonb3oBaHWE TaKOro OOCTyna, a TakkKe YHMUTOXeHuMe wunu moaudumkauus
nporpaMmHoro obecnevyeHns Unu OaHHbIX, He NpuHagnexawmnx A6oHeHTy, 6e3 cornacoBaHus ¢
Bnagenbuamy 3TOro nporpammHoro obecneveHnss unu paHHelx Nnbo agMuHMCTpaTopamm
OaHHOro MHopmMauuoHHoro pecypca. [log HecaHKUMOHWPOBAHHBIM [OCTYNOM MOHUMMaeTCs
noborn JocTyn cnocobom, OTAMYHBIM OT NpeanonaraBLIErocs BrnagenbLeM pecypca;
OCYLLECTBMEHUA [OEWCTBUA MO nepedade KoMnbloTepaMm wnyv oOOpYyLOBaHUIO TPETbMX NN
DOeccmbicnieHHOW wnu  GecrnonesHow WHOpMaunMK, Co3Aalolenn WU3NULWHIOW (NapasnTHYHo)
Harpysky Ha 3TM KOMMbKOTEPbl UM 000pyAOBaHWE, a Takke MPOMEXYTOYHbIE Y4acCTKM CeTu, B
ob6bemax, MPeBbILAOWMX MWHUMANbHO HEeOoOXoAuMMble AN MPOBEPKM CBA3HOCTM CETEN W
AOCTYMHOCTU OTAESbHbIX €€ 3IEMEHTOB;

OCYLLIECTBMEHMA OENCTBUN MO CKaHMPOBAHMIO Y3MOB CETEN C LIENb BbISBIIEHUS BHYTPEHHEN
CTPYKTYpbl CeTeun, ya3BUMOCTM 6e30nacHOCTM, CMMUCKOB OTKPbITbIX MOPTOB M T.n., 63 ABHOro
cornacus sriagenbLa npoBepsemMoro pecypca;

OCYLLECTBMEHUS WHbIX [OENCTBUW, He MpeayCcMOTpPeHHbIX [loroBopom wW/vnn HacTosALWMM
PernameHTOM, HO cogepXalliMx COCTaB YrOflOBHOIMO MPECTYnfeHust nMbo agMMHUCTPaTUBHOIO
npaBoHapyLLUeHUs, MO0 HapyLlaLWmUx NpaBa U 3akOHHbIE MHTEPECH! TPETbUX NKLL;

ecnv OnepaTop MomnyyYaeT COOTBETCTBYHOLLMIA 3anNpoC MMM yKa3aHWe CO CTOPOHbI KakKoro-rnmbo
rocygapCTBEHHOIO, PEryNMPYHOLLEro UMM MHOTO KOMMETEHTHOIO OpraHa.
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Onepatop He KOHTPONMMPYET codepXaHWe WHGPOPMaUMK, XpaHUMOW, nNybnMKyeMon unm
pacnpocTpaHsiemonn AGOHEHTOM C MCMONb30BaHNEM OKa3biBaeMbix No [loroBopy Ycnyr, n He HeceT
HWKaKON OTBETCTBEHHOCTM 3a TOYHOCTb, KAYECTBO U CoAEepPXKaHNe Takon Hdopmaumm.

Onepatop He HeceT OTBETCTBEHHOCTU 3a COAep)KaHWe WH(OPMALMOHHBIX y3r0B, CO34aBaeMbiX U
nogaepxupaemMmbix AOGOHEHTOM WNM  TPeTbMMW §NMUaMK, W HE OCYLUECTBMSET Kakon-nmbo
npegBapuTensHon uUeHsypbl. [lpy atom OnepaTop wMeeT npaBo nNpM  HeOBXOAMMOCTU
KOHTPONMpOBaThb COAepXaHne MHOPMaLMOHHBLIX pecypcoB ADOHEHTa nnun ero nonb3oBaTenen. B
cnyyae sIBHOro HapylweHus ABGOHEHTOM AeWCTByLLEero 3akoHogatensctBa PO okasaHue Ycnyr
MoxeT BbITb NpuocTaHoBneHo Onepatopom 6e3 npeaBapuTensHOro ysegomnerHms AboHeHTa.
Onepatop He HeceT OTBETCTBEHHOCTY 3a HapyLUEeHWe npaB TPeTbuX NuL, BO3HUKLLUX B pesynbTaTe
aenctBun ABOHeHTa, COBEPLUEHHbIX C WCMONb3oBaHMEM Ycnyr, okasbiBaemblx OnepaTtopom
A6oHeHTy no [Jorosopy.

Onepatop He HeceT OTBETCTBEHHOCTM MO NPeTeH3MAM ADOHEHTA K KA4eCTBY COEAMHEHUS C CETbIO
NHTepHeT, cBsI3aHHbIM C Ka4eCTBOM (PYHKLUMOHMPOBAHWUS CETEN APYrux NpoBangepoB, MONUTUKON
obmeHa Tpadmkom Mexagy npoBamgepamu, C  (YHKUMOHMPOBaHMEM O0OpyooOBaHUA U
nporpammHoro obecnedyeHnss AGOHEHTa u OpyrMMn O0BCTOATENLCTBAMU, HAXOASLMMNUCS BHE 30HbI
KoMneTeHumMK, BNnsHUA 1 koHTponsa Onepartopa.

Bpemsi mpuocTaHOBMNeHMs oOka3aHnus YCryr Mo nNpuyYuHaMm, ykasaHHbiM B N. 4.2 HacTosLwero
PernameHta, He cunTaeTcss nepepbiBOM B oOkasaHum OnepatopoM Ycnyr M He MOXeT
paccmaTpuBaTbCa kak HapyweHue Onepatopom cBoux o6s3aTenscTs, NpegyCMOTPEHHbIX
[Horosopowm.

MpuocTaHoBneHne okasaHusa Ycryr u/unu OTKIoYeHWe NporpamMMmHbIX MW annapaTHbIX CPeacTB
ABOHeHTa ocyLlecTBnseTcAa O MOMeHTa BbinonHeHus AGoHeHTOM TpebGosaHum Onepatopa no
YyCTpaHeHWo HapyLLeHWU 1 yBegomneHus ob aTom OnepaTopa, a Tak XXe He OTMEHSIET BbINOJTHEHUS
ABOHEHTOM Bcex CBoMX 00a3aTensbcTB no Jorosopy.

Onepatop BnpaBe npuocTaHaBnMBaTb OKa3aHue Ycnyr AGOHEHTy Ha Bpems, Heobxoaumoe Ans
BbiNonHeHnss OnepaTtopoMm pernaMeHTHbIX paboT Ha cBoem ob6opyaoBaHWM, NpeaBapUTESibHO
yBegomnsaa o6 aTtom AOOHEHTa, He MeHee 4YeM 3a CYTKM A0 Hayana BbINOoSIHEHMS paboT Ha
obopyaoBaHuu.

B npouecce cBoen gesTtenbHocTW, Ans uenen obecnedeHus ctabunbHOCTM paboTbl ceTn, U ee
KoMmnoHeHTOB, OnepaTop Brnpase NPon3BOANTbL HACTPOWVKY MPUOPUTETOB MPOXOXKOEHUS OTAENbHbIX
BMOOB (MPOTOKOMNOB, CUTHATYP, U Np.) Tpaduka.

5. TOPAOOK OEPABOTKU 3AABOK /WU PACNOPAXEHUU CNY)XXEO0N TEXHUYECKOU
NOoAQEPXKU
Cnyxba TeXHMYeCKon NoaaepKKMN OCYLLECTBIISIET KOHTPOIb U ynpaBneHue paboTon TEXHUYECKOro
obopyaoBaHWST M CUCTEMHbIX MNPOrpaMMHbIX  CPeAcTB, obecneuynBaeT npegocTaBrieHne
Hagnexawero cepsuca AOOHEHTY B npegenax, obycnoBneHHbix [loroBopom, a Takke
ocyLecTBnsieT o6paboTKy criegyowmx 3anpocoB AGOHEHTOB:
* fokanusauusa n yctpaHeHue npobnem, CBA3aHHbIX C (PYHKUMOHMPOBAHMEM MpPeaoCTaBnseMblX
Onepatopom AGOHEHTY o [JoroBopy CepBUCOB U YCNyT;
* n3MeHeHue KoHurypauum O6opyaoBaHus.
OcHoBaHueM ans BbinonHeHus OnepaTopoM COOTBETCTBYWOWMX paboT sBnseTca 3asBka
AboHeHTa. 3asBka HanpaBnaetcsd AOOHEHTOM MO JMEeKTPOHHOW MoYTe CTPOro Ha agpec
support@colocat.ru. B cnydasx, Tpebylowwmx CyLeCTBEHHOTO W3MEHEHWsI HacCTPOEK, 3anpoc
OOMKeH codepxaTb aBTOpPM3aUMOHHYI0 MHopmaunio (NorvH, e-mail, ykazaHHbIi ADOHEHTOM Mpu
pervctpauun).
Bce 3asBku w/unu PacnopspkeHnsi obpabatbiBatoTca OnepatopoMm B nopsigke MOCTYMEHUS.
MakcmmanbHbIV Cpok 006paboTku 3asBku - 24 (4BaguaTb YeTbIpe) vaca.
Bce 3asBkM u/vnn PacnopshkeHusi Mo 3MEeKTPOHHOW Mo4vTe AOMKHblI OTMNPaBNATbLCA Ha agpec
support@colocat.ru B kogupoBke win1251 nnbo koi8-R, nnbo utf8, B dopmaTte, onpegeneHHbIM
RFC-822. B 3asBke n/munn PacnopskeHnn JOIMKHbI OblTb TOYHO M ACHO CHOPMYNMPOBAHbI 3a4auu,
TpebytoLme NCrnoNTHEeHNS.
Cnyxba TexHM4yeckon MoAAepX kM He obsi3daHa OCyLEeCTBNATb KOHCYNbTUPOBaHWE MO BOMpocam
nporpaMmupoBaHusi, Beb-gnsanHa, HacTpoek CKpMnNToB M nporpamm ABOHeHTa M MO ApYrum
aHanormyHbiM Bornpocam. [ogobHble KOHCynbTauuMuM SBRSOTCA AOMOSNHUTENbHON  BO3ME3OHOM
ycnyrov u MoryT npegoctaenaTecsd OnepaTtopom no AONOAHUTENbHOW AOFOBOPEHHOCTN.
OTBeTbl Ha CTaHOapTHble, YacTO 3ajaBaeMble BOMPOCHLI, MOryT BblAaBaTbCs B BUMAE CCbINTOK Ha
COOTBETCTBYIOLLYIO CTpaHuuy Ha Cante OnepaTtopa unu B cetu MHTepHeT.
B ucnonHennn 3asBkn u/vnn PacnopsbkeHnss OnepaTtopoM MOXeT ObiTb O0TKazaHo AOOHEHTY Mo
crnegyLwmnm OCHOBHBIM NPUYNHAM:
® OTCYTCTBME aBTOPU3ALMOHHOMN MHGOPMaLMK, B Cliydae ecnu asTopuaaumnsi 6eina Heobxoanmon;
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e TpeboBaHWe OkasaHus ycnyr, He COOTBETCTBYHOLUMX YCroBusaM [JoroBopa;
e B cnyyae npuoctaHoBneHus OnepaTtopoM okasaHus Ycnyr AGOHEHTy MO OCHOBaHMWAM,
npegycMoTpeHHbIM [JOroBOPOM M/Mnu HacToAwmMM PernameHToMm.

B cnyyae Hanmuma y AGOHeHTa npeTeH3Mn no BbinonHeHwto OnepatopoM 3asBoK w/unu
PacnopsbkeHnii  AGOHeHT MoxeT obpawartbcss kK  AgmuHuctpaumm Onepartopa no e-mail:
manager@colocat.ru. OTBeT Ha NpPeTeH3Mn MO HEBbLINOSHEHMIO 3asiBOK w/unmn PacnopsikeHui
HanpaBnsetcad Onepatopom ABOHEHTYy NO 3MEKTPOHHOW MoYTEe He nosgHee, 4Yem 4vepe3 ABa
pabounx gHs ¢ MOMEHTa NoNy4YeHns CooTBETCTBYIOLWEN npeTeH3nn OnepaTtopom.

6. FONIOCOBASA ABTOPU3ALIUA.

Llenbto MonocoBol aBTopM3auny SBNsieTcs TovHasa uaeHtudgmkaums ABOHEHTa B YY4ETHON cucTeme

Onepatopa. AGOHEHT BrpaBe BOCMNOSbL30BaThLCA ycnyron «lfonocoBas aBTopusauumsy. fonocosas

aBTOpU3aLmMsa npegcTaBnseT cobon 3 napbl BOMPOCOB U COOTBETCTBYIOLLMX UM OTBETOB («Bonpoc-

OTBeT»), KOTOPbIE PMKCUPYIOTCS NPU 3aKMOYEHMU JOrOBOPa U COXPaHSATCS TOMbKO y onepaTtopa

(nanee «[lonocoBas aBTOpPM3aUNs»).

Ecnv npu ucnonb3oBaHun onocoBon aBTopusaumm no TenedoHy HeobXoaMMo NpPeAoCTaBUTb

AGOHEHTY WH(OpMaUM0 O npenocTaBnsdeMblx emMy Ycryrax unvM BbINOMHUTbL psn OENCTBUN,

Cnyx0bon TexHW4Yeckon nOAdEePKKM Ha CBOe YCMOTpPeHWe 3ajaetcs OT OAHOro A0 Tpex

KOHTPOIbHbBIX BONPOCOB U, B Crlydae npaBuiibHbIX 0TBETOB AGOHEHTa, 3anpocC yAOBETBOPSETCS.

Mpn wucnonb3oBaHun [onocoBon asTopu3auun ABOHEHT MOXET nonyyYnTb WHopMaumio,

KacatloLLytoCs TOSbLKO:

e HanaHca NMUeBOoro cyeTa 1 NPOrHO3MpPyeMOro OTKITIOYEeHNs YCnyr;

3apermcTpupoBaHHbIX Ha ABGOHEHTa JOMEHHbBIX MMEHaX U CpoKax X permctpaumu;

JononHUTEnNbHbLIX YCNyr, NOAKMYEHHbIX Y ADOHEHTA;

HOMEPOB U CYyMM B OyxranTepckux AoKyMeHTax ADOHEHTa;

KOHTaKTHbIX afpeCcoB 3MIEKTPOHHOW MoYTbI, TenedgoHoB, hakcos.

NHas mHdopMauusa (B YaCTHOCTU: MepcoHanbHble AaHHble ADOHeHTa, GaHKOBCKME PEKBU3UTHLI U

T.4.) Npy [0ONOCoBON aBTOpPM3aLUKN HE NPeAOCTaBMAITCS.

Mpun ncnonb3oBaHun Monocoeon aBTopm3auunm AGOHEHT MOXET NPON3BECTM CrieayoLumMe eNcTBus

cunamm gexypHbix UHxeHepoB OnepaTtopa:

* nepesarpyska/nepesanyck obopynoBaHus;

e BKNOYeHWe/BbIkNoYeHne obopyaoBaHus (6e3 NpoBeAeHNss MOHTaXHbIX Y AEMOHTaXHbIX paboT).

*  BKINOYEHUE/OTKITIOYEHNE apeHa0BaHHOIo CETEBOro UHTepdenca u/mnu obopyaoBaHus;

* UVHble paboTbl, NPOM3BOAMMBbIE CUNMAMW OEXYPHbIX WHXEHEPOB W He sBMsSOLMECH
HeoOpaTnMbIMK 45151 060pyA0BaHUS UK AaHHbIX ABOHEHTa.

Bce penctBusa ocyuiectensoTca 6e3 npeaBapuTENbHON OMArHOCTMKKM cocTosiHua OGopyaoBaHus,

0e3 NnoakniYeHns KOHCOMW, MOHMTOpa, KnaBuaTypbl, 6e3 rapaHTMmM paboTbl cepBepa nocne

nepesarpysku 1 AUarHoCTUKM NPUYUH 3TOTO.

CotpygHuk OnepaTopa BrpaBe NpW HanmuMuMm COMHeHM B oTBeTe AOOHeHTa npu [onocoson

aBTOPU3aLMKN 3anpoCuUTb AOMOSNTHUTENBHY MHopMauuio y ABOHeHTa Ans ero ngeHTudukaumn.

CoTtpygHuk Onepartopa Brnpaee oTkasaTb B [(010COBOM aBTOpM3aLMM U HE NPOBOAUTL [0NnocoByto

aBTOpM3aLmo 6e3 06BACHEHWSI NPUYMH B CIyYasX:

e HeBepHoro oTBeTa ABOHeHTa Ha nbon 13 Bonpocos npu [010coBoN asTopM3auny;

* HeBepHoro oteBeTa AGOHEHTa Ha 3anpoC AONOMHUTENbHOW MHGOPMAaLLMK;

e ecnu B ogHoun 13 nap «Bonpoc-OTBeT» 'onocoBor aBTopm3aLmMm Ucnonb3ytTca gpasbl/cnosa,
npoTuBOpeYaLLme obLLECTBEHHBIM MHTEPECAM, NPUHLMNAM F'YMaHHOCTU 1 MOpanu (B YacTHOCTMH,
CMNOB HENPUCTOMHOIO COAEPXaHWs, MPU3bIBOB AHTUIYMaHHOrO XapakTepa, OCKOpPOnsArLLMX
YernoBeYecKoe JOCTOMHCTBO MO0 peNUrMo3Hble YyBCTBA).

7. OBECNEYEHME MH®OPMALIMOHHOW BEE30MNACHOCTU U LLENOCTHOCTU OAHHbIX
OnepaTtop obGecneunBaeTr 6a3oBy WMHGPOPMALUMOHHYD 6e30MacHOCTL CEPBEPOB U PECYPCOB
AbBoHeHTa B npegenax, onpegensieMbix 0OblYHBIMY YCNOBUSIMU, €CNN TONbKO B [loroBope sIBHO He
OrOBOPEHO UHOE.

OnepaTop He HeceT OTBETCTBEHHOCTM 3a BO3MOXHOE XulieHue naponen AOOHEHTa, HO Mo
TpebosaHmio ABOHeHTa NPoON3BOANT ONepPaTUBHYIO CMEHY Naponen.

Mpu otcyTcTBUM y ABOoHeHTa aencteytowmx Yenyr Onepatopa no 3awmte ot DDoS aTak, TakoBble
He OTHOCATCH K 30He oTBeTCTBeHHoCTM OnepaTopa. B cnyyae BbisieneHns DDoS ataku Ha cepsep
ADOHeHTa, ecnv JaHHasa ataka CyLecTBEHHbIM 0Opa3om BNuUsieT Ha paboTocnocobHOCTL CETEBOMO
obopynoBaHnst Unu npesbllaeT akTuyeckme BO3MOXHOCTU CPELCTB CaMOCTOATENbHOW 3aluThl
aboHeHTa (aTaku HanpaBrieHHbIE Ha NEPENONIHEHNE EMKOCTU KaHaroB CBSI3U, aTaku HanpaBreHHbIe
Ha neperpysky ceteBoro obopygoBaHust Onepartopa nnm AGoHeHTa, 1 T4.), OnepaTtop umeeT nNpaso
3abnokupoBaTb 4OCTYN K aTakyemomy |IP agpecy Ha ob6opyaoBaHum ADOHEHTa M3 OpYrnx ceTen Ha
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BpeMs MpoBefeHMs OaHHOW aTaku, Npu 3TOoM crnocob GrokupoBku onpenensieTcs OnepaTopom
CaMOCTOATENbHO.

OnepaTop He JonyckaeT akToB [gocTyna TpeTbUX nuy Kk obopydoBaHuio AGoHeHTa, 3a
WCKITIOYEHMEM CITyYaeB onpeaeneHHbIX 3akoHodaTenbcTBoM PO,

8. ®YHKUMOHNPOBAHMUE NMPOrPAMMHOI'O OBECIMEYEHNA U NMPABA HA
MHTENNEKTYAINIbHYIO COBCTBEHHOCTb

OnepaTtop o6GecnevnBaeT paboOTOCNOCOOHOCTL npedocTaBnsaemMbix AOGOHeHTYy no [loroeopy
CepBMCOB M WUX COBMECTMMOCTb C [pYyrMM MporpammHbiM obecnedyeHnem B npegenax,
onpeaensemMbix JOKyMEHTaUMen Ha COOTBETCTBYIOLLME CEPBUCHI.
Onepatop He rapaHTMpyeT AOOHeHTYy paboTocnocobHOCTL M COBMECTMMOCTb MNPOrpamMMHOro
obecneyeHus, paspaboTaHHOro AGOHEHTOM MNU TpeTbUMKU nuuamu. Bce uHble nporpammHble
cpencTtea MoryT ObITb YCTAHOBMNEHBI U 3KCNyaTMpoBaTbcst AGOHEHTOM Ha CBOW CTpax U puck, 6e3
Kakon-nnbo rapaHTum co ctopoHbl OnepaTopa.
Onepatop BnpaBe MNpuocTaHaBnuBaTb, OMOKMpoBaTb MM 3anpewartb ABOHEHTY UCMOMb30BaHWE
nporpamMmmHoro obecrnevyeHns B criyvyae, €Ccnv 3KCnnyatauusl Takoro nporpaMMHoOro obecnevyeHus
NPVBOAUT UNN MOXET NPUBECTU K aBapuiHbIM CUTyauusM, HapyLLeHWo cucTembl 6e3onacHocTy,
HapyLleHuIo HacTosilwero PernameHTa nnu ycnosui [lorosopa.
HuuTo B HacTosilweM PernameHTe He MOXeT BbITb MHTEPNPETUPOBAHO, Kak NPeAoCTaBeHNE KaknX-
nMbo npaB Ha MHTENMEKTyanbHyl COOCTBEHHOCTb MMM KaK YCTyMka NpaB Ha WHTENNEeKTyarnbHYyo
cobcTBeHHOCTb ogHoM CTopoHb! Apyront CTOpPOHeE.
Kaxpas CrtopoHa caMOCTOATENbHO HeceT OTBETCTBEHHOCTb 3a mntobble yObiTku, yuwiepd, wnu
pacxofbl, NMOHECEHHbIE €10 B CBSA3M C HapyLleHMeM npaB TPeTbUX MWL, Ha WMHTENNeKTyanbHYio
CcODCTBEHHOCTL B X04e McnonHeHus [lorosopa n PernameHTa.
MpepoctaeneHHble OnepaTtopom WabnoHel n obpasbl AUCTPUOYTUBHBIX LMCKOB OMNEpPaLMOHHbIX
CUCTEM [N MCNONb30BaHWs Ha pecypcax AOOHeHTa, nMpu HeobXxoOAMMOCTW, NULEH3UPYIOTCS
ABOHEHTOM OTAENBHO U HE BKIIOYEHbBI B CTOMMOCTb YCIyT.
ABOHeHT cornawaetca ¢ Tem, 4yto Onepatop W €ro COTPYOHWKUM MMET MNpaBo MNpOBOAUTb
WHCMEKTMPOBaHNE M ayauT pecypcoB NpefoCTaBreHHbIXx ABOHEHTY ANs MPOBEPKN KOPPEKTHOCTU
NMLEH3NPOBAHNSA NCMOMb30BaHUS NPOrPaMMHOro 06ecneveHns U TEXHOMOMMIN TPETbUX L.
B cnyyae obHapyeHns HapyLLIEeHUN YCNoBuU NuueH3npoBaHna AGOHEHT 065a3yeTca B kpaTyanumne
CPOKW YCTPaHWTb TakMe HapylweHuss W onnatuTb JIUMLEH3MPOBAHME WCMONb3YEMbIX UM
NporpamMMmHbIX NPOAYKTOB U TEXHONOMMIN TPETbUX KL,
AOOHeHT cornawaetca ¢ Tem 4to Ycnyrn OnepaTopa, CBsi3aHHble C nNpefocTaBlieHUEM
HENCKITIOYMUTESbHBLIX MPaB Ha MNONb30BaHWE JTMUEH3MOHHLIM MPOrpaMMHbIM obecrnevyeHnem, He
BKMoYalwT B ceba  ycrnyru  No  HAcTpoWKe,  pas3BEPTbIBAHUIO,  KOHUIYpUPOBAHWIO,
aOMUHUCTPUPOBAHUIO U KOHCYNbTUPOBAHMIO  OTHOCUTENBHO  HACTPOVKKW,  pa3BEPTbIBAHWS,
KOHDUIypMpOBaHNS U adMUHUCTPUPOBAHWS NPOrPaMMHBIX MPOAYKTOB U TEXHONOMMIA TPETLUX NNLL.

9. OCOBEHHOCTU OKA3AHUA YCNYT
ABOHEHT HECET MOMHYH OTBETCTBEHHOCTb 3a COOTBETCTBME MH(POPMALMOHHOIO COAEPXKUMOro
pasmeliaemMoro wunu apeHgyemoro B pgataueHTpe Onepatopa O6opygoBaHus K hakTa
pasmeLlLeHus (pacnpocTtpaHeHus, nepegayn) 3TOro COAEPXKNMOro AencTByoLLEeMy
3akoHogaTtenbcTey PO.
B cnyyae nonyyeHunss OnepaTtopom OT TPeTbUX NUL, MOTUBUPOBAHHbLIX NPETEH3UIA NO NOBOAY TOro,
4YTO MHpopMaLms, pa3MellieHHasa Ha obopyaoBaHuM ABOHeHTa, pa3MeLLeHHOro UnNn apeHayemoro
B AdaTtaueHTpe Onepartopa, HapylaeT npaBa TpeTbux nuu (B TOM YUCIE WHTENnNEeKTyanbHble),
Onepatop HanpaensieT AGOHEHTY yBeAOMIIEHME, COoAepXallee KOHTaKTbl nvua, HanpaBuBLUErO
npeteHsmio. Ecnn ABOHEHT B TeyeHve 5 (natu) paboumx OHEW C MOMEHTa HanpasreHus
Onepatopom yBegomneHuss ADOHEHTY He MpuMMET Mep MO YpPEerynvpoBaHWO crnopa C fvLoM,
HanpaBMBLUUM MpeTeH3u0 NMbo He yaanuT CrOpHYH WMHGOPMAaUMIO CO CBOEro ob6opynoBaHwus,
pasMeLleHHOro nnu apeHagyemoro B gataueHtpe Onepatopa, To Onepartop BnpaBe NpuOCTaHOBUTb
okasaHue Ycnyr ABOHEHTy B 4acTu, Kacalolewncs pacrnpoCcTpaHeHus CMOopHOW WHopmauun, ¢
yBegomneHnem o6 atom AGoHeHTa.
OnepaTtop He rapaHTMpyeT, 4to Ycnyru ©Oyayt npepoctaBnatecss AGOHeHTY abcontoTHO
H6ecnepeboiiHo, a Takke He HeCeT OTBETCTBEHHOCTU 3a KaYeCTBEHHbIE U UHble xapakTepucTuku MO
n/vnn OBopyaoBaHusa, ucnoneyemoro OnepaTtopoM m/mnu ABOHEHTOM B TOM Crny4ae, Koraa OHu
3aBMCAT OT NPOU3BOAUTENS UMW TPETbUX NUL, WU B TOM Cly4ae, Korga Takue XapakTepUCTUKM
He MOryT ObITb KraccMdULMPOBaHbI Ui OLLEHEHBI.
Onepatop, MOMMMO Ccriy4YyaeB, YyKasaHHblX B N.4.2 HacTosiwero PernmameHTa, BnpaBe Takke
He3amMegnmMTenbHO MPUOCTaHOBUTL OKasdaHue Ycnyr AGOHEeHTY B crydasx Hanmumst Ha
pa3veliaemom unmM apeHgyemom A6oHeHToM OO6OpygoBaHWW CaWTOB, PEKTAMUPYHOLLIMX
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HE3aKOHHYIO [OesTeNbHOCTb, CaWTOB BbICOKOAOXOAHbLIX WMHBECTULMOHHBLIX (POHOOB, NOTEPEWHbIX

CalToB, CNam-pecypcoB, a Takke pecypcoB, PEKaMUpyeMbIX C MOMOLLLIO cnama.

lMpuocTaHoBNeHWEe okaszaHusa YCnyr u/unm OTKIOYEHME MPOrpamMMHbIX MM annapaTtHbIX CPEeACcTB

AbBoHeHTa ocyuectenseTca OnepaTtopom A0 BbinoniHeHus AGoHeHTom TpeboBaHuin Onepartopa no

YCTPaHEHWIO HapYyLUEHUA, N HE OTMEHSIET BbINONHEHNs ADOHEHTOM BCEX CBOUX 005A3aTenbCTB No

Lorosopy.

OnepaTop He KOHTpONUpPYeT OOCTYMHbIA Yepes ceTb IHTEPHET MHPOPMALIMOHHLIN NOTOK U, MOMUMO

npoyero, He oTBe4vaeT 3a nobble noTepu, yobiTkM ABOHEHTA, CBA3AHHbIE C €ro AEeATENbHOCTLIO B

cetn VHTepHeT, a Takke He rapaHTupyeTt, 4To copgepxumoe ObopyaosaHus ABoHeHTa He ByaeT

ABNATHCH 0O BEKTOM HECAHKLIMOHUPOBAHHOMO A0CTYNa CO CTOPOHbI TPETLUX NUL,.

OnepaTop He HeceT OTBETCTBEHHOCTM 3a YHKUMOHUPOBaAHWE W [OOCTYNHOCTb OTAEMbHbIX

CErMEeHTOB ceTu VIHTEepHeT.

Onepatop He HeceT OTBETCTBEHHOCTM 3a Ka4yecTBO KaHanoB CBA3W OOLWEro nonb30BaHus,

NocpeaCcTBOM KOTOpPbIX ADOHEHTOM OCYLLECTBASIETCA AOCTYM K YCnyram.

ABOHEHT 0053aH camoCTOATENBHO CreauTb 3a 3alUMLLEHHOCTBIO U aKkTyarnbHOCTBIO MCMOMNb3YeMOro

MO B paboTe cBoero unu apeHgyemoro O6opyaoBaHUs, CBOEBPEMEHHO NMPOU3BOANTL OOHOBNEHNE

Bepcun O wunn BHOCUTb M3MEHEHUS B KOH(Urypaumm B COOTBETCTBMM C YyKa3aHusaMU U

TpeboBaHusiMn, Nybnukyembimmn paspadotunkamm MO n/vnu cnyxbammn 6e3onacHocTn MIHTEpHeT.

ABOHeHT 0053aH npecekaTb CnydYauM HeCaHKUMOHMPOBAHHOIO [JOCTyna K WUCMOMb3yeMbiM

nporpaMMHbIM M annapaTtHbiM CcpeacTBaM W He [OMnyckaTb MCMOMb30BaHUS CBOMX UMK

npegoctaBngembix OnepaTtopoM pecypcoB AN MNOMbITOK HECAHKLMOHUPOBAHHOIO A0CTyna K

apyrum pecypcam cetn WHTepHeT. B 4yacTtHocTu, ABOHEHT He [OSPKEH [OoMnyckaTb Ha CBOEM

obopyaoBaHUM CUTYyaLUi MPU KOTOPbIX:

® C cepBepa UCXOOAT NaKeTbl C HEBEPHLIM agpecoM UcTtodHuka (IP source address);

® C cepBepa MCXOOAT nakeTbl CNyxObl AOMeEHHbIX MMEH (DNS) ¢ HamMepeHHO WCKaXKEHHLIMU
AaHHbIMK;

* Ha cepBepe NPUCYTCTBYIOT BPEAOHOCHbBIE MPOrpamMmel;

® Ha cepBepe MPUCYTCTBYIOT u/vnu paboTaloT NporpaMmebl, cneumanbHO npegHasHayvyeHHble O5is
OCYLLECTBMEHUSA HECAHKLIMOHMPOBAHHOIO JOCTyNa K nHdopmaumu;

e C cepBepa OTNPaBnslOTCA COOOLWEHWUS OMEKTPOHHOW MOYTbl OT MMEHW agpecoBs, He
npuHagnexawux cetn (gomeHy) AGOHeHTa;

e nporpaMmHoe obecneyeHne cepBepa UCNoNb3yeT Naponu, yctaHaBnmMBaeMble Mo YMOMYaHUIO.

® cepBep YMbILWMEHHO UMW HEYMBbILLIIEHHO UCMNONb3YeTCa ANA aKTUBHbBIX M MAaCCUBHBLIX PacCbIoK
(nouToBbIX, icq M T.M.) COOBLLEHMI peKknamMHOro xapakrepa (cnam).

® yMbILWIEHHOE MWCMNONb30BaHNMe B e-mail 4YyXoro, HenpaBW/IbHOrO WM HECYLLECTBYOLLENO
obpatHoro agpeca oTnpaBuTens; mailbombing (oTnpaBneHne B OOWH MOYTOBBLIN  ALMK
MHOXECTBO OAMHaKOBbIX e-mail) n noanucky Koro-nMbo Ha NUCT pacchinku 6e3 cornacust aTux
nmu.

® cepBep UCMOMb3yeTcs AN peknambl cnam ycnyr, pacrnpocTpaHeHUsa CNMCKOB e-mail agpecos,
COOEPXUT CChINKN Ha NogobHy nHdopmaumio.

B uensix npoeepkn cobnoaeHns TpeboBaHuin 6esonacHocTn OnepaTtop ocTaBnsieT 3a cobor nNpaso

nepmoanyeckn npou3BOANTbL CKaHUMPOBaHME CEPBMCOB U cepBepoB AOOHEHTa Npu NOMOLUM

cneumnanuauposaHHoro 1O npu ycnoBum He HaHeceHus yuwepba ero obopygoBaHuoo U

cofepxallencs Ha Hém uHopmaumn. OnepaTop Brnpase m3Bellatb AGOHEHTa 06 0BHapPYXEHHbIX

Npuv TakMx NpPoBepKax ysa3BUMOCTSX, @ AGOHEHT 0b6si3aH NPUHMMAaTb MePbI K NX YCTPAHEHWIO.

Onepatop rapaHTMpyeT KoadbduUMeHT JocTynHocTn Ycnyr PasmelleHns obopyaoBannst u ApeHabl

obopynoBaHusi He MeHee 99.95% B TeuyeHne ropa. [lpeTeH3Mn ABOHEHTOB OTHOCUTENbLHO

OTCYTCTBMSA JOCTyna Kk Ycnyram, okasbiBaeMbiM Onepatopom, B pamkax 0.05% BpemeHu B rog He

MOTyT cHMTaTbCs 0OOCHOBaHHBIMM.

B cnyyae HapyweHusi gaHHoro obsizatenbcTBa no BuHe OnepaTopa AGOHEHT BnpaBe MONy4YnTb

KomneHcauuo 3a [NpepbiBaHne npenocTaBneHus Ycnyr PasmeleHuss obopynoBaHnsa n ApeHabl

obopynoBanus. [lpyu pacyeTe KOMNEHCaUMM MPUHUMAETCs, YTO CTOMMOCTb OHOro 4aca

coctaenser 1/720 ot exemecayHonm cTommoctn Ycnyr. O6wee Bpems [lpepbiBaHus

npeaocTaBneHnss YCnyrm paccuuMTbiBaeTcss kKak cymma Bcex [lpepbiBaHWA 3a BblMETOM

HekoMneHcMpyemoro BpemeHun [lpepbiBaHuMs npegocTaBneHna  Ycnyrn, paBHOro, COrfacHo

yKaszaHHOMY B JaHHOM MNyHKTEe KO3(pULMEHTY AOCTYNHOCTWN, OKPYrNAeTCca A0 Lenoro konuyecraa

YyacoB cregyowmum obpasom: B 60MbLLYIO CTOPOHY, ECNN HEMONHLIN Yac cocTtaenseT 30 (TpuauaTtb)

n 6onee nocrnegoBaTerbHbIX MUHYT, B MEHbLUYIO CTOPOHY, ECINY HEMOSHBIN Yac COCTaBMseET MeHee

TpuguaTtu nocnegoBaTernbHbIX MUHYT.

[aHHaa komneHcauusi SABMSETCS €OWMHCTBEHHBIM M UCKIKOYMTENbHBIM BO3MeELLeHneM ABOHEHTY

yuiepba 3a cboun B NpefocTaBneHun YCnyr.
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MpepbiBaHMEM MpefocTaBneHnst YCnyr He sIBNSATCA NepepbiBbl CBSA3W, BbI3BaHHbIE NPOBEAEHUEM
NNaHoBbIX NPOMUNAKTUYECKNX pPaboT unmM ob6CToATENbCTBaMM, BO3HUKWMMW HE MO BUHE
OnepaTtopa.

BpemeHem Hadana npepbiBaHua Ycnyr sBnsetca obpaweHne ABOHeHTa B TeXHUYEeCKyo
nogoepxky Onepatopa w/unu nokasaHusa Ycryrm MoHuTopuHra OnepaTtopa W/WAM MOMEHT
o6HapyxeHus HeucnpasHocTM OnepaTopoMm. Bpems 3aBepLueHns npepbiBaHvs Ycnyr dukeupyetcs
OnepaTopom no ¢akTy 3aBepLUEHNsI BOCCTAHOBUTESbHbIX paboT.

AGoHeHT npu nonb3oBaHuMK Ycnyron PasmelyeHne obopynoBaHuss OnepaTtopa rapaHTUpyeT, 4To
obopynoBaHue, pasmellaemoe B aataueHTpe Onepartopa, npuHaanexuT ABGOHEHTY Ha 3aKOHHbIX
OCHOBaHWUsIX, B Criope, NoJ apecToM, B 3a5ore He COCTOMT, He 06peMeHeHO NpaBaMu TpeTbUX ML,
ABOHEHT caMoCTOATENbHO OTBEYaeT 3a [JOCTOBEPHOCTb YKa3aHHbIX B HACTOSALWEM MyHKTe
PernameHta rapaHtuin. B cnyyae HactynneHus gns AOGOHEHTa  COOTBETCTBYHLLUX
HebnaronpuATHLIX NOCNEACTBUN, CBA3AHHbLIX C HapyleHneM ABGOHEHTOM rapaHTUIAHBIX YCITOBUM,
W3MNOXEHHbIX B HacToswem nyHkTte PernameHTta, Onepatop 3a yKasaHHble MOCHenCcTBUS
OTBETCTBEHHOCTU HE HECET.

10. YCNOBUA NPEAOCTABIIEHUA YCNYT APEHOblI OBOPYOQOBAHUA

B cnyyae npepoctaBneHns Onepatopom o06opydoBaHWs, NporpammMHOro obecneyeHns u

TeXHUYeCcKnx cpeacts, AGOHEHT 065a3aH MCMOMb30BaTh MX UCKIIOYMTENBHO AMs nonyyvyeHusa Ycnyr

Onepatopa. OTBeTCTBEHHOCTb 3a HapyweHue npaB Onepatopa W TpeTbUX nuy  Ha

npefocTaBrneHHoe nporpaMmmHoe obecrnedeHne u/mnu nopyy WNM nNOTeprd NpeaoCcTaBneHHbIX

o60opynoBaHKSA 1 TEXHUYECKMX CPEACTB LIeNTMKOM HeceT AGOHEHT.

Ha npepgoctaBneHHoM obopynoBaHun ABOHEHT 0653aH:

e ycnonb3oBatb oaMH MAC-agpec Ans KaxOoro BblAENEHHOro Ans nogknoyeHus noprta. B
cnydyae nopknoveHnss Kk nopty OnepaTtopa KOMMyTauMOHHOro obopyaoBaHus  wunwm
WCMNOMb30BaHNs TEXHONMOTMUA  BUpTyanu3aumyM cepBepa, KOMMYECTBO  AOMYCTUMbIX  Ha
BblgeneHHoM nopty MAC-agpecoB oroBapmMBaeTcs OTAENbHO;

® UCKIIOYUTbL WCMONb30BaHWE MPOTOKOMOB M TexHonormi Spanning Tree, Multicast, Broadcast
Forwarding, a Takke Bce Aapyrme Buabl Broadcast, 3a wucknouyeHnem ARP, Ha Bcex
WHTepdencax, NOAKMYEHHbIX kK ceTn Onepatopa;

® 1CMONb30BaTb CTaHOApTbl, OTHOCAWMECH K AaHHOW TexHonoruu, BkmoyeHHble B RFC2600
(STDO0001 Internet Official Protocol Standards) [https://www.ietf.org/rfc/rfc2600.txt].

B cnyyae BbIxoga Wu3 CTPOS  KOMMNIEKTYOLWMX, SABASKOWUXCA 4YacTblo  0bopyaoBaHus

npegocraBneHHoro AGoHeHTy B apeHay, Onepartop o653yeTcsi 3a CBOM cYeT B TedeHue 12 yacos

3aMeHWUTb BCe BblleAWwne Wu3 CTPos KOMMMEKTYLWME Ha aHanormdHble. [pyu  oTcyTcTBUM

HeoOxoaMMbIX KoMmnnekTyowmnx OnepaTop BnpaBe 3aMEHNUTb NX Ha ApYyrMe C XapakTepUCTMKaMn He

Xy>Xe 3aMEHSAEMbIX U MHbIe NO cornacoBaHuio ¢ OnepaTopoMm.

B cnyyae Bbixoga M3 CTPOA KOMMIEKTYHOLUMX, SBASIOWMXCSA 4YacTblo  000pyaoBaHus,

npegocTtaBneHHoro AGOHeHTY B apeHay B pexume «[lloa 3akas» (oTcyTcTByowme B Tapudax Ha

MOMEHT BbIXOAsl U3 CTPOS), 3aMEHa KOMMIEKTYIOWMX MOXET ObiTb Mpon3BedeHa Ha aHanornyHble

u3 mmerowmxca Ha cknage OnepaTtopa. B cnyyae otcyTcTBMS MOOOGHBIX KOMMMEKTYOLWUX Y

OnepaTopa, Onepatop He HeceT OTBETCTBEHHOCTM 3a NPOCTon B pabote ob6opyaoBaHMsA B TEHEHUN

BPEMEHN AOCTaBKN HOBLIX KOMMMEKTYIOWMNX Ha cknag Onepatopa nocTasLLMKamMu.

Cpok wucnonHeHnss obAsaTenbCTB MO OKasaHulo YCnyrm copasMepHO MNepeHoCUTCH Ha Cpok

NpOBEAEHUST PEMOHTHBLIX paboT u okpyrnsieTcsas Ao 24 4yacoB. MoMeHTOM BbIxoga M3 CTpos

cuntaeTcs yBegomrieHne AGOHEHTOM AeXypHbIX cryx6 Onepatopa.

Onepatop He HeceT OTBETCTBEHHOCTU 3a COXPaAHHOCTb MHpopMauun AGOHEHTa Ha Bbilleawem n3

CTpOS UM 3ameHsieMoM 0bopyaoBaHun. BocctaHoBneHne nHopmaLmmn Ha Takom obopyaoBaHuK,

KaK 1 nepeHoc JaHHbIX Ha HoBoe O6opyaoBaHue, ABNSETCA OTAENbHON, BO3ME3HOWN YCITyroNn.

YcTaHOBKa OMepaumOHHbIX CUCTEM MPOU3BOAUTCH MCKIIOYMTENBHO Ha cepBepHoe obopynoBaHue

npenocTtaBnsemoe AGOHEHTY B pamkax Ycnyrn ApeHabl 060pyaoBaHuS.

Onepatop nNpou3BOAMT MEPBUYHYIO YCTAHOBKY OMEpauMOHHOW CcuCTeMbl Ha obGopydoBaHue

npegocTtaBneHHoe ADOHEHTY B Criyyasx, Koraa:

e onepauMoHHas cuctema npegHasHadvyeHa ans paboTbl ¢ apeHaoBaHHLIM 06opyaoBaHMEM;

¢  ABOHEHT MMEET NULIEH3MIO Ha NMPaBO UCNONb30BaHUA ONepaLnoHHON CUCTEMBI;

* onepauuoHHas cuctema uMmeeT cBO6oOHO pacnpocTpaHsaeMyto nuueHsuto (GPL,BSD v np.);

* apeHja NUUEH3NN OCYyLLIECTBNEHa B paMkax nporpamm nuueHsnpoBaHusa npogykrtos (Microsoft
SPLA v gp.);

*  ONCTPMOYTUB OMepauMOHHON CUCTEMBI NeranbHO AOCTYMNEH B CETU MHTEPHET A1 CKa4yMBaHUSA U
ncnonbe3oBaHus nobomy xenatowemy (Open Source).
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Onepatop He MPOU3BOAUT YCTAHOBKY M HACTPOWKy noboro Apyroro nporpaMMHoOro obecrneveHus,

32 WCKMIOYEHMEM BKIMIOYEHHOTO B MWHUMAIbHYK KOH(UIypauui OnepauyoHHON CUCTEMBI.

dopmupoaHme nporpammHoro RAID maccuBa B 6a30By0 YCTaHOBKY HE BXOAMT.

BasoBas ycTaHOBKa 1 HacTpoWKa onepaumoHHOW CUCTEMbI BKIIOYAET Crieayowme NyHKTbl:

e pasbuBKa XXEeCTKOro ucka Ha pasgens;

e dhopmaTupoBaHune pasgenos,;

e yCTaHOBKa OMEpauuoOHHOW CUCTEMblI B MWHUMaNbLHOM O0Obeme, [JOCTaTOYMHOM  Anis
YHKUNOHNPOBAHUA CETU N CPEACTB YOANEHHOro ynpaBneHns cepBepoM;

* HacTpowka ceTeBoro uHrepdgenca (yctaHoska IP agpeca, wno3a no ymMon4aHuio, Mackm cetu,
agpeca cepsepa UMeH);

* 3ajaHue napons Ans agMuHUcTpaTopa cucTeMbl U/Mnu ogHOro nosb3oBaTens;

® HacTpoWka cpefcTB yaaneHHoro ynpaeneHus cepsepom. B onepaumoHHon cucteme Windows B
KayecTBe TakoBOro ucnonb3yetcsa cnyxba Remote Desktop, B mpoumx cuctemax, Hanpumep
Linux, FreeBSD u T1.n., ncnonbayetcst Secure Shell — ssh.

lMpoBepka KayecTBa YCTAHOBKM OMEPaAUMOHHOM CUCTEMbI UK  paboToCnmOCOOHOCTM  CceTu

npounssoguTcs OnepaTopom nocpeactsoMm otnpaBks ICMP  3anpocoB K  MmorpaHuU4HoMy

MapLUpyTU3aToOpy CETU UMK K ApYromy pecypcy Haxogsuemycs BHe cdepbl BnMsaHus Onepartopa u

ycrnewHas nombiTka aBTopu3auMum Ha cepBepe C MOMOWbK  CpeacTB  yganeHHoro

aAMUHUCTPUPOBAHUA.

11. YCNYTA APEHOblI YCTPOMUCTBA IP KBM-OOCTYNA
B npouecce okasaHusa Ycnyr PasmelleHms obopynoBaHus nnu ApeHgbl obopynoBaHus AGOHEHTY
MOXET MNOHaZoOUTbCA MNOMy4YUTb yOaneHHbI AOoCTyn K 00opy[oBaHWIO Ha YPOBHE MNPSMOro
He3aBucuMoro uandeckoro nogknoyeHns. Onepatop no 3anpocy AOOHEHTa, Mpu HanMyum
cBoboAHbIX (He 3aHATbIX ApyrMMuM aboHeHTamu) ycTponcTB cunamm Cnyxbbl TexHU4ecKon
noadepxknm npomssBogut nogkntodeHne IP-KBM  yctponctBa (ganee  «YcTponctBa») K
obopyaoBaHuio AGOHeEHTa.
YCTPOMCTBO MOAOKIIOYAETCA HEMOCPEACTBEHHO K mnopTam Ha obopygoBaHun ABOHeHTa
nocpegcteom pasbemoB VGA (D-Sub DB15-F) n USB unu COM. B cnyyae OTCYyTCTBUSI TaKOBbIX
pa3beMoB Ha 060pya0oBaHNM YCTPOMCTBO HE MOAKMYAEeTCH, a ycnyra He okasbliBaeTcs.
Ona pabotocnocobHocTn ycnyrm «ApeHga yctpownctBa |IP-KVM-goctyna» AGoHeHTy Tpebyetcsa
NOAKItoYeHne K ceTn IHTepHeT Ha ckopocTu He meHee 1 MbuT/c;
Bclo 0TBETCTBEHHOCTb 3a HEBO3MOXHOCTb UCMONb30BaHUs YCTporcTBa HeceT ABoHeHT. OnepaTop
obecneynBaeT MWCKMIOYMTENBHO BO3MOXHOCTb MOAKMOYEHMS K YCTPOWCTBY MO BbICbINIAEMBIM
pekBuM3MTam gocTyna.
ABOHEHTY NPefoCTaBNSATCS YHUKAmNbHbIE PEKBU3UTBI 4OCTYNa K YCryre Ha BPEMS UCMOSb30BaHWs
YcTtpownictBa. Bca OTBETCTBEHHOCTb 3a noOble OENCTBMS, BbINOMHEHHBIE C UCMOMNb30BAHUEM
PEKBU3MTOB JOCTyNa Ha YCTPOWCTBO, NEXUT Ha ABOHEeHTe.
MakcumanbHoe BpeMsi MpeocTaBneHnsa Ycnyru - He bonee 4 4acoB €AMHOBPEMEHHO, €CIN 3TO He
OroBOPEHO OTAenNbHO. o UcTeYeHnn ykasaHHOrO BpemeHu Ycrnyra moxeTt ObiTb npekpaileHa 6e3
[OMNONHUTENBHOIO yBeaomIieHns AGoOHeHTa.
Ycnyra okasbiBaeTca no 3asBke wu/mnn PacnopsbkeHuto ADOHEHTa B TeyeHue 4-x 4acoB Mpu
HanUuMM TEeXHUYECKOW BO3MOXHOCTU. 1o npolecTBum ykasaHHoro BpemeHu Onepatop Bnpase
nepegatb YCTPONCTBO ApYyromy AGOHEHTY.

12. NOPAAOK NMPUEMA, PASMELLEHUA, AEMOHTAXA U BO3BPATA
OBOPYOOBAHUA MNMPU OKA3AHUN YCNYT PASMELLEHNA OBOPYOOBAHUA
ABOHeHT 3a cBow cyeT poctaBnser ObopygoBaHue u nepepaet ero OnepaTtopy no agpecy
pasMelleHns gaTaueHTpa, npegocTtaBneHHoMy OnepaTopom B corfnacoBaHHble ¢ OnepaTtopom
paty un Bpemsi. Onepatop He XpaHuT Tapy wunu ynakoBky oT O6GopyanoBaHus AOOHEHTa U He

opraHuayet ee Bo3BpaT ABOHEHTY nnu yTunusaumio

B npouecce npuema obopygoBaHus Onsi pasmewenusa, AGoHeHT nepepaer O6opyaoBaHue
YMNOSIHOMOYEHHOMY coTpyaHUKy OnepaTtopa. ®akt nepegaum Ob6opynoBaHus UKCUPYETCA B akTe
npuemkn ObopyaoBaHWs, Ha3HavYaeTCs y4eTHbIN HoMep kaxaon eamHuusl O6opyaoBaHMs a Tak xe
onpegensieTcs Mecto pasmelleHna ObopyaosaHus.

Mo okoH4aHuKM cpoka fencteus [orosopa Onepatop no TpebosaHuio ABoHeHTa 065a3aH BEpHYTb
AGoHeHTy NpuHagnexawee emy ObopyaoBaHue B OECATUAHEBHbIA CPOK 3@ UCKITIOYEHUEM CITyYaeB
NpeaycMOTPEeHHbIX [JoroBopoM.

B cnyyae, ecnu no okoH4YaHuu cpoka genctBusa [oroBopa AOOHeHT He npuHan y Onepartopa
npuHagnexawee A6oHeHTy O6opymoBaHue B Teudenne 30 (TpuauaTtv) KaneHgapHbIX AHEN C
MOMEHTa NpekpalleHns okasaHusa ycrnyr no Horosopy, Onepatop MMeeT npaBO pacnopsigMTbCs
AaHHbiM ObopyaoBaHMEM MO CBOEMY YCMOTPEHMIO 6e3 Kakux Mmbo koMneHcauun AGOHEHTY.
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12.5.

12.6.

12.7.

12.8.

12.9.

12.10.

12.11.

12.12.

12.13.

12.14.

12.15.
12.16.

12.17.

Onepatop He BLINOMHSAET 3aBeplueHne paboTbl nporpamMM Ha pasmewiaemom O6GopyaoBaHWM
nepep ero OTKMOYEHNEM, ECIIN MHOE HE OrOBOPEHO B [JoroBope.

ObopynoBaHue MoXeT ObiTb BO3BpalleHO ABGOHEHTy TOMbKO MOCHE MOraleHns KM  Bcex
3ag0rmKeHHoCcTen, umetowmxcs nepen OnepaTtopom no Jorosopy. o atoro momeHTa OnepaTop
nMeeT npaBo Ha yaepxaHue ObopygoBaHus y cebsi B cooTBeTCTBUM CO CT. 359-360 [paykgaHckoro
koaekca Po.

Ona pasmewenna ObopynoBaHusa AboHeHTa B faTtaueHTpe Onepatop npegoctaBnsieT AGOHEHTY
HeoOXOAMMOe KONMMYEeCTBO KOMMYHWKALMOHHbIX CTOEK, MacCUMBHOrO CeTeBOro 0b6opyaoBaHus
(kabenen, pazbemMoB, KOMMYTaLMOHHbIX NaHenen, NnaT4-kopa4oB Pa3nNUYHOro Tuna), 61okoB po3eTok
W Opyrnx HeobxoaMMbIX 3N1eMeHTOB,WHYpoB nuTaHusa IEC C13, aneMeHTOB KpenneHusi (KOMMMeKTbI
BUHT-LIanba-ranka gnsa croek/wkacos 19"), a Takke HEOOXOOUMOrO PyYHOro MHCTPyMeHTa. MHble
3aNemMeHTbl, kabenu, LWHypbl, MOAYNMW, MNEPEXOOHWKW, ajanTepbl U Np. HeobxoauMmble AN
KOppeKTHoW paboTbl o6opyaoBaHMsa npegocTaensaoTcst AGOHEHTOM.

Ona o6ecneyenns paboTtocnocobHocTn O6opydoBaHMsa npefocTaenseTcs OGecnepebonHoe
anekTponuTaHme HanpsbkeHnem 220B  nepeMeHHOro Toka C dactoton 50y uyuctom
cvHycoupanbHon dopmbl. B cnydae, ecnm OGopygoBaHuio TpebytoTca aApyrne napameTpbl
3MEeKTponMTaHnsa, TO Heobxoaumble arnekTponpeobpasoBaTteny npegoctaensitotcs Onepartopy
ABOHEHTOM.

Insa opranmsauumn goctyna u3 cetn MHTepHeT k pecypcam AGOHeHTa M goctyna B ceTb VIHTepHeT
pecypcoB ABoHeHTa npoussoauTca nogknioveHne O6opynoBaHuss ABOHEHTa K BHYTPEHHEW ceTu
nartaueHTpa. lNogkntodeHne O6GopynoBaHWst ABOHEHTa K CeTU gaTaueHTpa Mpou3BOAUTCS Mpu
nomowm kommyTtaTopoB Ethernet. [Ona nopgknioyenns O6opynoBaHus AbGoHeHTa Onepartop
npefocTaBnsieT HeOOXO4MMOE KOMMYECTBO NOpPTOB KOMMyTaTopoB Ethernet. YBenuueHnune uucna
apeHagyembix AGOHeHTOM nopToB KommyTatopa Ethernet npoussoaguTcsa no gononHWTEnbHOMY
cornawenunto mexgy CTopoHamu.

Onepatop o00sa3yeTca yBeOOMNATb TEXHUYECKUA nepcoHan AOOHeHTa O npoBedeHun
npodmnakTuieckmx paboTt B CETAX U Ha 06BbEKTax He MeHee YeM 3a 2 (OBa) pabounx AHs o0 AaThbl
ux nposeaernsi. CymmapHoe Bpems npoctost ObopynoBaHust AGOHeEHTa WU/unu OTCyTCTBUS AOCTyna
n3 cetn VIHTepHeT k pecypcam AGOHeHTa u/unu goctyna B cetb VIHTepHeT pecypcoB AGOHEHTa He
OOMKHO npeBbIwaTh bonee 6 (LwecTn) YacoB Noapsa B HOYHOM nepuof 1 He 6onee 2 (4ByX) Yacos
B AHEBHOE Bpemsi.

OnepaTtop o06s3yetcsa copepxatb ObGopynoBaHme AGoHeHTa, pasmellaemoe no [orosopy B
fataueHTpe Onepatopa, Hagnexawum obpasom, obecneunsas 6e30MacHOCTb, COXPaHHOCTb U
Opyrve ycrnoBusi, Heobxogumble Ans HopmarnbHoW paboTbl O6GopynoBaHUS B COOTBETCTBMU C
TpeboBaHnsiMM No akcnnyaTaumm OGopyooBaHUS M OPYTMMW HOPMATMBHBIMWM OOKYMEHTaMU, ONS
yero obecneuymBaeT, Kak MWHMMYM, HanMyine KpPyrnocyTO4dHOM paboToCMOCOBHOCTU: CUCTEMBI
MoXXapHOW M OXPaHHOW CUrHamusauuu; CuUcTeMbl NOAAEPXKaHUS TEnfoBOrO M BMAXHOCTHOIrO
PEXVMMOB; CUCTEMbl aBTOMATMYECKOrO ra3oBOr0 MOXAPOTYLIEHMS; CUCTEMbl 3awWwuTbl MO
ANEKTPONUTAHMIO; CIYXObl OXpaHbl; MHbIX OPraHM3aUMOHHBIX N TEXHUYECKMX CryXO.

C uenbto obecneveHnss nHbopmMmaLmMoHHON n umsmyeckon 6esonacHocTn nepcoHanom OnepaTopa
npoBoguTtcsl obsasaTenbHbIi OCMOTP C NpuMeHeHnem ¢oTo/BMaeO ukcauMm u  npoBepka
pabotocnocobHocTu pasmewjaemoro AboHeHTom Ob6opyaosaHus. [poBepka NpoBoOANTCS Kak npu
nepeoHadvanbHon nepegade Ob6opydosaHus B gataueHTpe Onepartopa, Tak M Mocrne Kaxagoro
crny4yasi TEXHUYECKOro obcnyxmBaHus cunamum ADOHEHTa, M BKIOYAET OCMOTP W3HYTPWU KaXKaoM
eouHnubl OBopynoBaHUs. YKasaHHasi nNpoBepka MNPOM3BOAMTCA B MPUCYTCTBUM NpeacTaBUTENs
AboHeHTa. B cny4vae obHapyxeHusi HepaboTocnocobHbIX koMnoHeHToB ObopyaoBaHusa, Onepartop
BrpaBe oTka3aTb ADOHEHTY B OKas3aHuM YCnyru, a Tak e He npuHumaTb Takoe OGopynoBaHue K
pa3MeLLeHMIO.

N3meHeHns cocTaBa KOMMOHEHTOB pa3mellaemoro OOopygoBaHuA B Mnpouecce 3Kcniyatauuu
duKcmpytoTcs Aktamm 006 wm3MeHeHMM coctaBa obopydoBaHMs  MOANWCbIBAEMblE
YMOSTHOMOYEHHbBIMU NMPeaCcTaBUTENSMN CTOPOH.

BbikntoyeHne O6opynoBaHus nepcoHanom  gartaueHTpa OnepaTtopa B crnyvasx,
npegycmoTpeHHbiMn [loroBopom u PernameHtom. Ecnv ABOHEHT 3abnaroBpemMeHHO He coobLmn
nepcoHany partaueHtpa OnepaTopa o0 meToge BbikntoveHus OBopyaoBaHUS, OHO BbIKIOYAETCH
MEeTO4O0M, KOTOpbI nepcoHan gaTaueHTpa Onepartopa CouTET uenecoobpasHbiM. B nocnegHem
cnydyae ABOHEHT CaMOCTOATENbHO HECET OTBETCTBEHHOCTb 3a KOPPEeKTHOCTb pabotel [10,
YCTaHOBIEHHOIO Ha pa3meLleHHoM O6opyaoBaHMM, MOCME TAKOrO BbIKITHOYEHUS.

Bpewmsi u mecTo nepegaymn ObopynoBaHus onpegensietca OnepaTopom.

B npouecce Bo3BpaTta obopynoBaHus AOOHEHTY, YMOMHOMOYEHHbIM coTpyaHuk OnepaTtopa
nepenaet Ob6opygoBaHue ABOHEHTY duKenpys dpakT nepegaym B Akte BosspaTta ObopynoBaHus.
Bce paboTtbl npoBogumble B AaTtaueHTpe Mo YcTaHoBke wunu gemoHTaxy ObGopyaoBaHus
OCyLLeCcTBMAETCa MCKNounTensHo cnnamm Onepatopa.
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13.1.

13.2.

13.3.

13.4.

13.5.

13.6.

13.7.

13.8.

14.1.

14.2.

14.3.

14.4.

14.5.

13. TPEBOBAHUA K PASMELLAEMOMY B OATALEHTPE ONMEPATOPA OBOPYOOBAHUIO
ObopynoBaHue ABOHEHTa [AOMKHO MPOWTM 3SKCMEPTHYI0 OLEHKY TEXHWYECKOro npeacTraBuUTens
Onepatopa, KOTOpbIN, B Cry4yae HeOOXOAMMOCTM, MOXEeT noTpeboBaTb €ro 3aMeHy W
npoBegeHne moandukaumu.

CepBepHoe Ob6opynoBaHne AGOHEHTa OOIMKHO GbITb cOBpaHO B Kopriycax, MOArOTOBMEHHbLIX OIS
MOHTaXa B CepBEpHY CTOWKY unu wkad wmpuHon 19". TexHonoruveckun pasmep 1 Unit (1U)
paseH 45 mm B BbICOTY, 475 MM B wnpuHy (19"). MybuHa He gomkHa npeBbiwate 750 MM, a Bec
1U obopynoBaHus He gomkeH npesbiwaTth 30 Kr.

AGoHeHT 0653aH npepocTtaBuTb OnepaTopy Bce Heobxooumble LITaTHblE akceccyapbl Ang
MoHTaxxa OBopyaoBaHWsi B CTOMKY, TakMe Kak penbcbl (canaskum) gnuHon 760 MM, LWHYpbl Unu
B6nokn nuTaHus nop, «eBpopo3eTky» Tun "F” (Schuko) no ctaHgaptam CEE 7/4, 7/7, 7/16, 7/17 ecnun
pasbem Ha obopygoBaHuu oTnmnyaetcst oT C14 no crangapty IEC, nHble akceccyapbl KOTopble
HeoOXoAMMbI AN MOHTaXa 060pyJ0BaHNUsS B CTOMKY.

CepBepHoe OGopynoBaHune, coOOpaHHOE B HEMPOMBILLIEHHbIX KOPNyCaxX WM CUMbHO 3arnblfieHHOe
O6opynoBaHMe K pasmelleHuio He MpuHumaeTcs. Pasmewaemoe AGoHeHTom OO6opyaoBaHue
OOMKHO oOTBeyaTb TexHudeckum TpeboBaHnsaM w TpeboBaHMAM K anekTpobesonacHocTw,
npeabsiBNsiemMbiM K 00OpPyAOBaHWMIO, pasMellaemMoMy Ha yarnax CBS3W, U UMETb cepTudmKaThbl
cootBeTcTBUSA [OCCTaHaapTa PO.

MoTpebnsemas MowHOCTb Kaxgon eanHuubl ObopygoBaHus He dorkHa npesbiwatb 3000 (Tpwu
Thica4n) BaTT Ha kaxabln 6NOK NMTaHUA B oTAENbHOCTU. B cnyyae npesbilleHnss 06opyaoBaHUEM
AboHeHTa noTpebnsiemon mowHocT, OnepaTtop Bnpaee OTKMYNTL Takoe 00opyaoBaHUE OT CETU
AMEeKTPOnUTaHNS.

O06opynoBaHue OOMKHO MMETb BO3MOXHOCTb MOAKIOYEHMS K kommyTatopy Ethernet nmo megHon
BuTON Nape (pasbem RJ45) kaTeropum He Hmxe CatSe B cootBetctBum ¢ FTOCT P 53246-2008 1
FOCT P 53245-2008. B cny4yae QJpyrMx BapuaHTOB MOAKMIOYEHNss obopydoBaHusa Bce
HeobxoavMble NpeobpasoBaTeny MHTEPdENCOB NpegocTaBnseT ADOHEHT.

ABOHeHT 00s13aH BbINOMHWUTE YKa3aHHble TEXHWYECKMM nepcoHanom pataueHtpa Onepatopa
OencTBusi No KOHPUrypupoBaHUIO ceTeBbIX nHTepgencos O6opyaoBaHuMS.

KoppektHaa pabota (He ©Oonee 1% noTepb nakeToB OT obuwero 4dnicna |P-naketoB) nopToB
kommyTaTtopa Ethernet obecneunBaeTca npu nukoBon 3arpy3ke He Gonee 70% OT yCTaHOBNEHHOM
NponyckHon cnocobHocT nopTta. o pesynbTatam noakmyeHus Ha apeHgyemom ABGOHEHTOM
nopTy KOMMyTaTopa He LOOMKHO PermcTpupoBaThCs OWNBOK nepefayn AaHHbIX. Bbicokuin ypoBeHb
owmnbok (6onee 10% ot obuwero yncna IP-nakeToB) Ha NOPTY KOMMyTaTopa SIBMSETCS OCHOBAHMEM
ONS IPUOCTaHOBKU OKa3aHusl YChyr.

14. 4OCTYN K OBOPYOOBAHUIO U NOCELLEHUE ABOHEHTOM OATALIEEHTPA
ADOHEHT uMeeT npaBO Ha BbINOMHEHNE NPOMUIIAKTUYECKUX UMW MHbIX pPaboT Ha CBOEM
O6opynoBaHuu, pa3melléHHoM no [JoroBopy B AataueHTpe Onepartopa.

K ykasaHHbIM B n.14. HacToswero PernameHta pabotam AonyckaltTCs TEXHUYECKUE CrneunanmcThbl

Ab6oHeHTa, obnagatoliMe [OCTATOUHLIMM 3HAHMAMM AN camocTosTenbHoro (6e3  nmomolm

nepcoHana Onepartopa) BblINonHeHns Heobxoanmblix paborT.

®dusundecknt goctyn AboHeHTa k O6opypoBaHuio, pasmelléHHoMy no [loroBopy B AaTtaueHTpe

OnepaTopa, Bo3amoxeH B paboune aHu ¢ 9:00 go 18:00 no npeaBapuTenbHOW 3asiBKE HE MeHee

yeM 3a 24 (goBapuaTb 4eTbipe) 4Yaca, cymmapHo He Gonee 10 (gecatn) yacoB B Mecsy. lMog

pabounMn OHSIMU MOHMMAIOTCA KaneHgapHble OHW rofa, KpoMe BbIXoAHbIX (Cy600Ta, BOCKpPeCEHbE)

N NpasgHUYHbIX OHEN (C yY4eTOM MepeHoca BbIXOAHbIX U MPa3gHWYHBIX OHEW B COOTBETCTBUM C

OeVCTBYOLWMM 3akoHoaaTensctBoM P® u MNoctaHoBneHusamu MNpasuTtensctea PP).

OkcTpeHHbIn  gocTtyn (B nwboe Bpemsa 6e3 orpaHudennii) A6oHeHTa k O6GopynoBaHuio,

pasmewieHHomy no [oroBopy B pgataueHTpe OnepaTtopa, BO3MOXEH NpW nNpeaBapuTESIbHOM

yBegomrieHnn Onepatopa He meHee 4yeM 3a 30 MuHyT Ao npubbitua AGOHEHTa, 1 onnavnBaeTcs

ABOHEHTOM OTAENbHO.

Hoctyn k ObGopygoBaHuito MOXeT ObiTb nNpegocTaBneH He Gonee 4yeM [BYM npeacTaBUTENsIM

opHoro AGoHeHTa ogHoBpemeHHo. OrpaHnyeHne goctyna AGOHEHTa BO3MOXKHO:

* [pW yCrioBuM 4YTO AeHb nocelleHns ABoHeHTOM AaTaueHTpa Onepatopa senseTca Hepabounm
(Npa3gHUYHBIM);

* [pW YCIOBMM HACTYMNMeHUs 06CTOATENBLCTB, yKa3aHHbIX B pa3gene 8 [JoroBopa;

* Mpu ycrnoBuM npoBefeHWss B pataueHTpe Onepatopa MMAaHOBbIX NPOMUNAKTUYECKNX
MEPOMPUATUIA N/ HANMYNS aBapUNHBLIX CUTyaLni;

e Mpu OTCyTCTBMM Yy npeacTtaButens AOOHeHTa [oBepeHHOCTM OT AOOHeHTa Ha npaBso
npoBeaeHus pabot ¢ ObopyaoBaHneMm.
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14.6.

14.7.

14.8.

14.9.

15.1.

15.2.

15.3.

15.4.

15.5.

15.6.

15.7.

15.8.

MpoJomKNTENLHOCTL BbIMONHEHUS AGoHeHTOM paboT B pgataueHTpe Onepatopa He AOMmKkHa

npesbilaTb CeMuM YacoB nogpsd. B cnyyae npeBblleHWss BpemMeHn HeobOxogumoro Ans

3aBepLUeHnst paboT, AGOHEHT onnavvMBaeT JOMNONHUTENBHOE BPEMS COMNacHoO TaprndoB.

B pataueHtpe OnepaTtopa AGOHEHTY paspeLlaeTcs:

® BbINONHATL paboTbl TONMbKO Ha cobctBeHHoM O6opygoBaHMM, He BHOCA MOMex B paboTty
oKpy>atoLlero obopygoBaHus;

e cunamy [eXypHoOro WHxeHepa ycTaHaBnuBaTb OOopyaoBaHMe B CTOWMKY, OCYLLECTBNSATb
KOMMYTaLMIO;

® nonyyaTb TEXHUYECKYID KOHCYNMbTaUMIO CreuuanuctoB TexHWYECKOW noadepXKku Ycnyru
Pa3smeLlueHre 06opyaoBaHUs Npu BO3HMKHOBEHUM TPYAHOCTEN ¢ HacTporikon Ob6opyaoBaHus;

* NpOU3BOAWTb HACTPOWKY U peMOHT cBoero O6opynoBaHMs TOMbKO B cneumanbHO 0TBeAEHHOM
OnepaTopom Anst 3Toro Mecte gataueHTpa.

B pataueHtpe OnepaTtopa AGOHEHTY 3anpeLiaeTcs:

® BbIMOSNHATb MNOAKIMIOYEHME K 000PYyO0BaHMIO, HE NpuHaanexaliemy ABOHEHTY;

® BHOCWUTb M3MEHEHMS B kKommyTaumo ObopygoBaHus;

e BKMOYATb UNW OTKMOYATb MHXEHepHoe 000pyaoBaHWe AaTaueHTpa;

® KypuUTb U HaXOAMTCS B HETPE3BOM COCTOSHMU, @ TaKKe No4 BIIUAHMEM HAPKOTUYECKMX BELLECTB.

Mo cornacoBaHuio ¢ OnepatopoM, ADOHEHTY MOXET ObITb MPEeAOCTaBEH KOHCOSbHbIN AOCTYN K

Ob6opygoBaHuto, McKMYaWwmnn HeobxogmmocTb AemoHTaxa ObopydosaHus (ycnyra apeHgbl

yctpouctsa |IP-KBM goctyna).

15. YCNIYTA MOHUTOPUHIA COCTOAHUA OBOPYJOBAHUA U CEPBUCOB.
Ycnyra MOHUTOPMHIra 3akno4aeTcsl B NepUoanyecKkmx NpoBepkax Ha AOCTYNHOCTb 060pyA0BaHUS U
CEPBUCOB, pa3MeLLEHHbIX UCKIKYMTENBHO B AaTaueHTpe Onepatopa.
O0bopynoBaHue 1 cepBUCHI BKIMOYAKOTCA B MOHUTOPUWHI COMMacHo 3asBke, nogaBsaemont AGOHEHTOM.
Bo3amoxxeH moHuTopuHr cepsucoB: FTP, HTTP, HTTPS, SSH, POP3, SMTP, IMAP, DNS, MySQL,
PING, TCP, UDP. Onepatop Bblaaet A6oHeHTy IP apgpec cepBepa, ¢ koToporo 6yayT
NpOM3BOAMTCSH MPOBEPKM, a TakkKe AOMNOMHUTENbHbIE WHCTPYKLUUU MO HacTpPOWKe CepBUCOB AN
nposepkn. B cnyvae, ecnu TakoBble WHCTPYKUMM BbINOMHEHbI He OyayT, MOHWUTOPWHI
npuoCTaHaBNMBaeTCS.
OnepaTtop u3BelwlaeT ABGOHEHTA O KPUTUYECKUX M3MEHEHUAX COCTOSHUS O0OpyAOBaHWSA w/unu
cepBuCa KpPYrrocyTOYHO MOCPEeACTBOM OTMPaBKM KOPOTKOro coobuieHnss SMS Ha mMobBunbHbIN
TenedoH w/wnu OTNpaBKkM COOOLLEHUS Ha agpec 3MeKTPOHHOM noyTbl ABGOHeHTa, cormacHo
HacTosiwero PernameHTa.
OtnpaBka SMS npousBoauTCs TOMbKO B crnydae noaTBepxaeHust ADOHEHTOM YKa3aHHOro UM
MobOunbHoro Homepa. [aHHoe noaTBepXAEeHVE OCYLLECTBNSAETCA OTnpaBkon TectoBor SMS Ha
yKkasaHHbIi ABGOHEHTOM MOOWMBHBI HOMEP C YHUKanbHbIM MAEHTUUKALMOHHBIM HOMepoM. B
cny4ae, ecnu ABOHEHT He Ha3biBaeT OnepaTopy ykas3aHHbIi B COOOLLEHUN MOEHTUMUKALMOHHBIN
HOMEp WNM Ha3biBaeT €ro HeBEepHO, ycriyra yBegoMIIeHWs ¢ nmomMolblo SMS He okasbiBaeTcs.
OTnpaBka NpoM3BOAMTCS TOMbKO Ha OAMH MOBWIBHbBIN HOMEP.
ABOHEHT BMpaBe OTKa3aTbCs OT MOMYyYEHUS MM YBEOOMIIEHWI MO ANEKTPOHHOW noyvte unn SMS B
noboe Bpemsa. [na atoro oH 06a3aH yBegomutb Onepatopa NocpeacTBOM CNy»Obl TEXHUYECKOW
nogaepxkn. Onepatop OTKMYaEeT (PyHKUMIO yBeAOMITEHUSA B TeHeHUN 24 yacoB B paboyee Bpemsi.
MOHUTOPUHI pecypcoB OCYLLECTBISETCS TONMbKO MO OCHOBHOMY [P agpecy, npucBOeHHOMY
ABoHeHTy OnepaTopom.
MNpoBepka cocTosiHns obopyaoBaHus npousBoauTcst Metogom otnpaBkum ICMP coobuieHus Ha
obopynoBaHne AGOHEHTa perynspHo, C NEpPUOOUYHOCTBIO 5 MWHYT M B Criyd4ae W3MEHEHWUs
COCTOSIHUSI MOBTOPHBbIMM MPOBEPKaMM  Kaxayl MuHyTy. @Paktom oOHapyxeHusa npobnemel
0o6opyaoBaHNs NPU3HAETCS M3MEHeHMe COCTosiHUSA obopyaoBaHusa nocrie 10 MonbITOK MPOBEPKM
npu ycnoBumu, ecnm y obopyaoBaHuMs HeT npoBepsiemMbix cepBucoB. B cnyyae, ecnm y
obopynoBaHNsi eCcTb MpOBepsieMble CEepBUCbI, TO Mpou3BOAUTCH uX npoBepka. OTnpaska
yBEeOOMIIEHNST MPOU3BOOUTCHA B Cryvyae MW3MeHeHus ctaTyca obopydoBaHus Ha «pabortaeTy,
«HeOoCTyneH», «BOCCTaHoOBreH». [loBTOpHas oTtnpaBka npou3BoauTca kaxgble 120 MuHYyT.
Onepatop Bnpase OTKNOYUTEL NOBTOPHYIO OTMPaBKy YBEAOMIEHUN, ecnn nHdopMaLuus o npobrneme
Bbina goBegeHa 0o NOMb30BaTENs MHbIMKU cnocobammn CBS3N.
lMpoBepka COCTOSAHWUS CEPBUCOB NMPOU3BOAUTCS PErynsipHO, MPU HOPManbHOM COCTOSIHUK cepBuca
npoBepka npoussoautcs kaxabple 10 MUHYT, MPU U3MEHEHUWN €ro COCTOSAHUSA - Kaxable 2 MUHYTHI.
daktoM 0OHapyxeHuss npobrnembl cepBuca MNpPU3HAETCS W3MEHEHWE COCTOSIHUA Mocne ABYX
nonbITOK npoBepkn. B crnyyae ecnu Bce cepBUCHI yKasaHHOro 0OOOpyAOBaHWS MNPU3HAHbI
Npo6reMHbIMK, NPOM3BOANTCA NPpoOBEpKa 060pyJOBaHUS.
OTtnpaBka yBedoOMIEHMS MpPOU3BOOUTCA B Crydyae W3MEHeHMsl cTaTyca cepBuca Ha
«lMpepynpexageHne», «HenssectHoe cocTosiHMey, «Kputmyeckasa owmbka», «BoccTaHoBreHue».
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15.9.

15.10.

15.11.

15.12.

16.1.

16.2.

16.3.

16.4.

16.5.

16.6.

16.7.

16.8.

16.9.

16.10.

16.11.

MoBTOpHas oTnpaBka Npou3BoauTCcsa kaxaple 60 MMHYT. OnepaTop BnNpaBe OTKMOYNTL MOBTOPHYHO

OTNpaBKy yBeOOMIIEHMIA ecrin MHbopmaumsi o NpobremMe Gbina AoBedeHa 40 NoMb30BaTeNst UHbIMM

cnocobamu cBA3w.

Cnctema MOHUTOPUHIa coxpaHsieT nocriegHne 21 naMeHeHve cratyca o6opygoBaHUS U CEPBUCOB

Ona obHapyXeHusi COCTOsSIHMSA MepuaHust (MepuoanMyeckoro M3MeHeHus crtatyca). B cnyvae

OBHapyXeHUs COCTOSHWS MepuaHus y obopydoBaHuMs wnu cepsuca, OTNpaBka yBeOOMITEHWN

BPEMEHHO npuocTaHaenmeaeTcd. OTnpaBka yBeJOMITIEHUI BO30OOHOBMSIETCS B Cryvae, ecnv no

pesynbTaTtaM aHanua3a nocrneaHux M3MeHeHUn MepLaHne ncyesaer.

OTnpaBka yBeooMIEHU NPOU3BOANTCH KpyrnocyTovHo. OnepaTtop He rapaHTupyeT goctaBky SMS

coobueHua ABOHEHTY, Tak Kak aTa npoueaypa nexut BHe cdepsbl BnvaHua Onepatopa. Onepatop

He OTBevaeT 3a cpabaTbiBaHWsi CUCTEMbI MOHUTOPWHIA, Bbl3BAHHLIE MPOBEAEHUEM TEXHUYECKUX

WUNN pernamMeHTHbIX paboT, NMPUOCTAHOBKM OKalaHus YCnyr no JOroBopy, W WHbIX OENCTBUR

Onepatopa unu TpeTbux Ny cornacHo [lorosopy n PernameHTy.

Onepatop BnpaBe OTKMOYUTL YCIYry MOHUTOPUWHIA B CIyyasx:

e 0obOHapyxeHunsa mepuaHus ctatyca ObopynosaHus unm CepBuca;

e oTtnpaeku 6onee 20 SMS coolueHun B Yac;

e panuTtenbHoro (Goree 4x CyTOK) HaxoXaeHusi OoDOOpydOBaHUA WM cepBUCa B COCTOSIHUU
obHapyxeHus Npobnemsl.

OnepaTop He HeceT OTBETCTBEHHOCTM 3a nocnencTeusa Hegoctaeskn SMS coobuieHun AGOHEHTY B

cny4yasix OTKa30B OrnepaTopoB COTOBOW CBsI3M OT [OCTaBKM TaKOBbIX COOOLLEHMW NO NOGbIM

npuYnHaMm.

16. YCIIYTA APEHAbI MPOrPAMMHOIO OBECIMNEYEHUA MICROSOFT.
Ycnyra «ApeHga nporpammHoro obecnedexus Microsofty (nanee — Ycnyra) npegcraensieT cobow
oKasaHue ycnyru no npefocTaBeHnto yaanéHHoro goctyna kK nporpammam gns 3BM (manee —
MpoaykT) komnaHum Microsoft Ireland Operations Limited (manee — «[lpaBoobnagatenb») Ha
YCIOBMSIX €XXEMECSHHON onnaTsbl.
MporpammHble npoaykTbl Microsoft npegocTtaenstoTcs OnepaTtopom Ha OCHOBaHWMM JIMLEH3MOHHOMO
cornawenunsa «Microsoft SPLA», no3BonsAwLWEro MCnonb3oBaTb 3T MPOAYKTbI B KOMMEPYECKUX
uensx.
Hu ogHo u3 nonoxenun [oroBopa vnu PernameHTa He SIBNSIETCA U HE MOXET paccMaTpuBaTbCA
Kak nepefava MCKMUUTENbHBLIX NPaB Ha WHTENnekTyanbHyto cobcTBeHHOCTb [MpaBoobnagatens
u/unu Oneparopa.
Mo TpeboBaHuio [paBoobnagatens w/vnm Onepatopa ABGOHEHT 00s513aH  OCYLLECTBUTL
HeoOxoouMMble Mepbl Ans OTMeHbl Nobov nepegayv npae, OCYLUECTBMEHHOW B HapylleHue
TpeboBaHWiA, yCTaHOBIEHHbIX NpaBoobnagaTtenem (Microsoft).
ApeHgoBaHHoe AbBoHeHTOM y Onepatopa nporpammHoe obecneyeHnve Microsoft moxeT ObiTb
yCTaHOBIEHO TOMbKO Ha obopygoBaHun Onepatopa, apeH40BaHHOM ADOHEHTOM.
ABOHEHTY 3anpellaeTcsa yaansaTtb, U3MEHSITb MM CKpbiBaTb JtoOble yBegoMieHns 06 aBTOPCKMX
npaBax, TOBapHble 3HaKW UIn gpyrue yBegomeHns 06 MMyLLEeCTBEHHbIX NpaBax, cogepXalwmnecs B
Mpopykrax NpaBoobnagatens;
ABOHeHTY 3anpellaeTcs BCKpbITUE TexHOMormu, gekoMnunaumMs U amsacceMmbnvpoBaHue
MpogyktoB [MpaBooGnagaTens 3a  MUCKNIOYEHWEM  CriyyaeB, MNpPsSiMO  NPeayCMOTPEHHbIX
JencTByoLWMM 3akoHogaTenscTBOM Poccuiickon ®epepauuu;
AOOHEHT MpUHMMaeT K cornawlaeTcs ¢ Tem, 4to HU Onepatop, HU [MpaBoobnagartenb, HU ero
adunupoBaHHblE NULA He HecyT OTBETCTBEHHOCTM W He BO3MelatoT YObITKMA, Bbl3BaHHbIE
NCNonb30BaHNEM YCIyT;
MpaBoobnagartenb 1 ero aunMpoBaHHble NuUa He NPeaoCTaBMNAT TEXHNYECKON NOAAEPKKN B
OTHOLLEHMWN OKa3aHus YCnyr;
AGOHEeHT [aéT CBOE cornacMe Ha packpbiTue kacatowuxcsds OnepaTopa CBeOeHUA O ero
HaVMEHOBaHUN N PEKBM3NTax B OTHOLIEHUN KOHEeYHbIX norfb3oBaTenen — pUANYECKUX NUL, UK
nepcoHanbHbIX [AaHHbIX B OTHOWweHWM KoHeyHblX nonb3oBaTtenen — U3NYECKMX vy,
MpaBoobnagaTento n ero adUNNPOBaHHbIM NULAM;
AGOHEHT noaTBepXXaaeT u cornawaetcs ¢ TeM, yto lNpogykTel [NpaBoobnagarens He ABNSKOTCS
oTkasoycTonumebiMu. [NMpoaykTel [NpaBoobnagarens He npegHasHaveHbl NS MCNOMb30BaHMS B
cutyaumsx, B koTopblx cbown [lpogykta [NpaBoobnagatens MOXeT MNPUMBECTU K CMepTM unu
CEPbE3HbIM  TENECHbIM MOBPEXAEHUAM  KaKoOro-nmbo nvua wnu  NPUYUHEHUIO  CEPLE3HOIO
u3nyeckoro Bpeda WNU Bpeda OKpyXallwen cpefe (manee — «UCMNofb3oBaHWE B ONACHbIX
ycnoBusxy). AGOHEHTY He NpefoCcTaBnsaeTcsa NpaBo ucnonb3oBanus MNpoaykToB NpaBoobnagatens
C Uenbl UX UCMONb30BaHUSA B OMACHbBIX YCMOBUSIX UMW B CBA3WN C TaKUMK YCIIOBUSIMU, B TOM 4YKChe,
HO He OrpaHM4MBasiCb, NPUMEHEHWE B aBuMaUUM WU OPYrMX OOLLECTBEHHbIX TPAHCMOPTHbIX
CMCTEMaX, Ha aTOMHBbIX SMIEKTPOCTaHUMUSAX UM XMMUYECKUX 3aBo4ax, B MEOULUHCKMX YCTPONCTBAX;
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16.12.

16.13.

16.14.

16.15.

16.16.

16.17.

16.18.

16.19.

16.20.

16.21.

16.22.

16.23.

17.1.

17.2.

17.3.
17.4.

MpepocTtaBneHne Ycnyr ABOOHEHTY OCYLIECTBIISIETCS Ha YCMOBUSIX C  OrpaHUYeHusMU,
npegycmoTpeHHbeiMn  [dononHenvem Ne1 Kk  Hactoswemy PernameHTy UM JOKYMEHTOM
MpaBoobnagatenas SPUR (npaBa uvcnonb3oBaHUSA, NPeAOCTaBMEHHbIE MOCTaBLUMKY YCRyr),
pacrnonoXeHHOM Ha  odwuumManbHOM  WHTepHeT-canTe [lpaBoobnagatens no  agpecy:
https://www.microsoft.com/licensing/docs/view/Services-Provider-Use-Rights-SPUR.

B uensix nonyveHus Ycnyr, AGOHeHT 00a3yeTcs npegoctaBute OnepaTopy B TeveHue 2 (OByX)
pabouMx OHEM C MOMEHTa 3akasa Ycnyru, yaanéHHbln [OCTyn K nNporpaMMHOMY  wu/unu
annapatHomy obecneyeHnto AGoHeHTa, HeobxoaumbI ANs BBOAA PErMCTPauUMOHHON MHopmaumw,
KoTopasi ucnomnb3yetcs npu nonyyvyeHun AGOHeHTOM Ycnyr, npeayCMOTPEHHbIX HaCTOSLLMM
PernameHTom.

Onepatop npepocTaBnsieT AGOHEHTY yaanéHHbin goctyn k Mpogyktam MNpaBoobnagartens B Cpok
He nosagHee 2 (OByx) pabounx gHeM ¢ MOMeHTa 3akasa Ycnyr. B cnyyae HeucrnonHeHusi B CPOK
ABOHeHTOM 006513aTenbCTB, NPELYCMOTPEHHBbIX MNyHKTOM 16.13. HacTosiwero PermameHta cpok
oKasaHust Ycnyr copasMepHo oToauraetcsl 6e3 MpUMEeHeHUs! KakMx-mumbo LTpadoHbIX CaHKUMMA
n/vnn MHBIX orpaHndeHun k Onepatopy.

PacueTHbiIM nepvogom onpedeneHuss pasMepa BO3HarpaxgeHuss 3a  Ycnyru, gBnsieTcs
kaneHgapHbin mecsl (¢ 00 yacoB 01 MMHYTLI 1-ro Yyncna mecsia no 23 yaca 59 MUHYT nocnegHero
yncna mecsua).

BosHarpaxgeHve u ueHa Ycnyr, npy Havane dakTMYecKoro UCMosib30BaHUS COOTBETCTBYIOLLMX
Ycnyr B TedeHve KarneHgapHOro Mecsila unu 3aBeplueHuMM UX hakTUHeCKOro UCMONb30BaHUs OO
NCTEeYeHNs KaneHgapHoOro Mecsua, yCcTaHaBNMBaeTCs Kak 3a NOSHbIN MecsL,.

ABOHeHT 00s13aH He3ameanuTenbHo npegoctaBuTb OnepaTopy W/unu He3aBUCMMOMY ayavTopy
N6y MHdOopMaUMIo, KOTOPYIO MOCNeaHUNn MOXeT OOOCHOBAHHO 3anpocuTb B LENsX NPOBEpPKM
cobnofeHnst yCcrnoBuUiA JMUEH3MPOBAHWS, BKIOYasl AOCTYN KO BCEM CepBepam, Ha KOTOpbIX
paboTatoT nporpammbl ana OBM [NpaBoobnagatens u k kotopbiM ABGOHEHTY MpefocTaBnseTcs
yOaneHHbI JOcTyn.

Ecnu B xoge nobon npoeepkn Ha npegmeT cobniogeHns ycnosum HacToswero PernameHTta OyayT
BbisiBNEHbl hakTbl HE3aKOHHOTO WCMoNb3oBaHUA nporpammam ans OBM [MpaBoobnagatens,
ABoHeHT gomkeH onnatutb Onepatopy 125% UeHbl 3a KaXKaylo HEOMMayYeHHYH NMUEH3nIo (4oCTyn
K nporpaMMHOMY MpPOAYKTY) MO AEUCTBYIOLWMM Ha MOMEHT packpbiTUsi akta pacueHkam
Onepatopa. [Jo Tex nop, noka AGOHEHT He npenocTaBUT OBOCHOBAHHLIX [OKA3aTenbLCTB B
OTHOLLEeHMU apyroro obbema u cpoka, Onepartop 6yaeT cunTatb, YTO NPOrpamMMHbIE NPOAYKTbI HE
BKITIOUEHHbIE B NepeyeHb Ycnyr okasbiBaeMbix AGOHEHTY 3a OTYeTHbIA Nepuog UCMNOSb30BaHUS
nporpammbl ns 3BM lMpaBoobnagatenst UMEET MECTO C MOMEHTa 3akrtoueHus [Jorosopa.

B cnyyae npegocraeneHuns AGOHeHTY Ycnyr Ha o6opynoBaHum, kK kotopomy y Onepartopa HeT npas
agMWHUCTPATUBHOIO AOCTYyNa, OTBETCTBEHHOCTb 3a HE3AKOHHOE WCMOMb30BaHWE MPOrpamMMHOro
obecneyeHVss U Opyrne HapyleHWst NpaBuil NULEH3VPOBAHWS Ha Takom obopyaoBaHWMM HeceT
ABOHEHT.

ADOHEHT HeceT OTBETCTBEHHOCTb 3a HapyLUeHWe npaBuSl NULEH3NPOBaHMS, B TOM 4ucChe 3a
HapyLleHVe nopsigka OCyLLEeCTBEHNs NpaBa nepemeLleHns nuueHsun anga Software Assurance.
ABOHEHTY U3BECTEH NepeYveHb NPOrpaMMHbIX NPOAYKTOB, Arst KOTOPbIX €CTb NPaBO NEpPEMELLEHNS
nuueHsni yvepes Software Assurance, a Takke MPOrpaMMHbIX MPOAYKTOB, AN KOTOPbIX Takoro
npasa HeT (Hanpumep, Windows Server u Office).

ABOHeHT 00s3aH yBegomuTb Onepatopa O HaMepeHUW pasMecTUTb MNPOrpPamMMHbIA NPOAYKT
MNpaBoobnagaTens, UCnonb3ys NpaBo nepemeLleHns nuueHsun ans Software Assurance 1 nogatb
License Mobility Verification Form B TeueHne 10 (mecaTtwn) kaneHgapHblX OHEW Mocre Takoro
pasMeLleHns, a Takke NUCbMEHHO yBeaoMuTb Onepartopa (MpoCcTbiM MUCbMOM NGO CoobLLEHMEM
Mo 3MeKTPOHHOW MoYTe) O nonydeHun paspeweHus oT [NMpaBoobnagatens no nogaHHou License
Mobility Verification Form.

OnepaTtop umeeT npaBo coobuwlate [paBoobnagatento o MOObIX HAPYLIEHUSX FMLEH3UOHHbIX
ycrnoBun AGOHEHTOM NMMBO KOHEYHBLIM MOJIb30BaTENEM.

17. YCNYTA «<YOANEHHBIE PYKU» U MOPAOOK XPAHEHUA 3UN
ABoHeHT, no cornacosaHuio ¢ OnepatopoMm, nmeeT npaBo xpaHutb UMM gns pasmewiaemoro B
pamkax [oroBopa wn HacTtosiwero PernameHTa obopygoBaHua ABOHEHTa Ha TexHUYecKon
nnowaake OnepaTtopa.
OaHHaa ycnyra sBnsieTca OecnnaTHOW W NpedoCTaBnsieTCa MNpyM  HanMyMM  TeXHWYECKOW
BO3MOXHOCTM.
ABOHeHT BnpaBe B Nntoboe BpemMs 3abpaTb, 3aMeHWUTb, UCMONb30BaTb XpaHUMoe 06opyaoBaHueE.
Onepatop Bnpaee notpeboBatb OT AOGOHEHTa BPEMEHHOr0 WM MOCTOSIHHOIO COKpaLLeHWs
obbemoB xpaHumoro 3Ur1, npu 3ToM aboHeHT 0653aH BbINOMNHMTL AaHHOe TpeboBaHVe B TeveHue
10 (pecaTtn) pabounx gHen.
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17.5.

17.6.

17.7.
17.8.

17.9.

17.10.

17.11.
17.12.

17.13.

17.14.

17.15.

17.16.

17.17.

17.18.

17.19.

17.20.

17.21.

ABOHEHT CaMOCTOSATENBHO CNeanT 3a 06beEMOM, KONMYECTBOM, U HOMeHKnaTypor 3UIM xpaHumoro

y Onepartopa.

ADOHEHT BMnpase 3anpocuTb MPOU3BECTU WHBEHTapu3auuio xpaHumoro AboHeHTom 3WUI, HO He

Yyawe yem 1 pa3 B Hegento.

Onepatop rapaHTMpyeT OTCYTCTBUE AOCTyna K xpaHnumomy 3UI TpeTbmx nmu.

B cny4yae pactopxeHus [JoroBopa nnm nNpuoCTaHOBKM OkalaHus Ycnyr, ADOHeHT 06s3aH 3abpaTb

xpaHumble 3UM B Cpok He Mno3gHee OAHOMO KaneH4apHOro Mecsila C MOMEHTa pacTopXXeHus

[orosopa vnn npuocTaHOBKM OKasaHus Ycnyr. B cniyyae ecrnm ABGOHEHT, MO MCTEYEeHWN 3TOro

BpeMeHun, He 3abepeT xpaHumble UM, OnepaTop BNpaBe yTUIM3NpoBaTh UM UCMONb30BaTb UX MO

CBOEMY YCMOTPEHUIO 6e3 Kakux nmbo koMmneHcaumn AGOHEHTY.

AOOHEHT BnpaBe BOCMOMb30BaTbCA ycrnyramu TpeTbux nuuy no goctaBke 3UIM Onepatopy ans

XpaHeHust nnu 3ameHbl. B aTom cnydae OnepaTop HOMWHANBHO MPUHUMAET UX MO KONMYECTBY, HO

He MO WHbIM XapakTepucTvkam, npu atom OnepaTop He ABMNSETCA OTBETCTBEHHOW CTOPOHOM 3a

nepegayvy vnun xpaHenune 3UIM, n He nognucbiBaeT JOKYMEHTOB O npuemke. OTBETCTBEHHOCTb 3a

opraHusaumto nepegaym 3UM Onepatopy NexnTt Ha ABOHEHTE.

OnepaTop no 3anpocy aboHeHTa, NPy HaNMM4MM BO3MOXHOCTM U MHCTPYKLMIA OT ABOHEHTa, 3a cyeT

AboHeHTa ynakoBbiBaeT un oTnpaenseT 33U, koTopble OblNn 3aMeHeHbl, MO agpecy ykasaHHOMY

ABOHEHTOM, NpY 3TOM BCE pacxodbl MO YNakoBKE N OTNpaBke HeceT ABOHEHT.

OnepaTtop Bnpaee no TpeboBaHuio ABoHeHTa, nepegatb UMM TpeTbmMm nuuam.

ABOHeHT BnpaBe 3anpocuTb npousBecTn uandeckne pencteua (ganee "Pabotbl") ¢

obopynoBaHneMm ABOHeHTa, HanpaBsrieHHble Ha BOCCTaHOBMeHWe ero pabotocnocobHocTu nocne

c604, MoepHM3aLMN UNN PEKOHMUTYPUPOBAHNSA y3rOB, KOMMOHEHTOB U arperatoB o6opyaoBaHus

AGoHeHTa npu Hanmumm cootBeTcTBylowmx 3TN ABoHeHTa y OnepaTopa cunamu TexHudeckon

noaaepxkn Onepartopa.

Oenctens ykasaHHble B N.17.12. BbINOMHAIOTCSA NPU YCIOBUN:

® Hanuuus akTMBHbIX Ycnyr ABOHEHTa;

® HanMuusa HOMMHaNbHOrO cornacus AGOHeHTa C Tem, 4YTO npu npoBedeHun PaboT, pesynbTaThl
MOTyT OTNMYaTbCH OT OXMAAEeMbIX B CUITy crneuundmkn nponssognmeix Pabor;

* Hanuuuda y gexypHoro nepcoHana OnepaTtopa COOTBETCTBYIOLLMX HaBbIKOB M OMbITa, a TaK Xe
noapo6HbIX MHCTPYKUMIA NpegocTaBneHHbIX AGOHEHTOM;

e OTCYTCTBMS 3anfaHMpOBaHHbIX Ha TexHudeckon nnowagke Onepatopa uWHbIX Pabot wu
OEVCTBYIOLUMX (aKTUBHbIX) aBapUNHbLIX CUTyaLni;

e oTcyTcTBUS Y ABGOHEHTa (DU3NYECKON BO3MOXHOCTM CaMOCTOSTENbHO npoussectu PaboTbl B
pasyMHble CPOKY;

e oTCcyTCTBMSA Yy aboHEeHTa 3agormkeHHOCTH no onnaTe Ycnyr Oneparopa.

OOwas npodomknTenbHOCTL PaboT He AoMmKkHa npeBbiwaTtb 1 4yaca HenpepbiBHOW paboTbl, B

NPOTUBHOM Ccrny4vae, MOCTaBlieHHas 3ajada dofkHa ObiTb pasgeneHa AOoHeHTOM Ha Gonee

mernkne PaboThbl.

ABOHEHT BMNpaBe Ha3HauuTb JaTy M BpeMsi BbiMonHeHus PaboT ¢ ToYHOCTBIO 40 5 MuHYT (ganee

"3annaHupoBaHHble paboThbl"). Bpemss Hadana PaboTt ykasbiBaeTcsi No MOCKOBCKOMY BpPEMEHM.

Mepeng Havanom BbINONHeHUs 3annaHvpoBaHHbIX paboT Onepatop npoBepsieT Hanuuue

onepaTnBHOW CBA3W C ABOHEHTOM, 1 B Criy4ae ee OTCyTCTBUSA oTMeHseT PaboTbl.

Onepatop HOMWHanbHO yBegomnseT ABoHeHTa o6 yChnewHOM Wnn He YCMNEeLHOM 3aBepLueHum

PaboT TonbKo No hakTy UX 3aBEpPLUEHUS.

Onepatop, Ucnonb3ys BCe CBOW HaBblkM U YMeHWsi, BbinonHaeT PaboTbl ¢ yyeTom obecneveHus

uenocTtHoctn 3UMM n obopyaoBaHus AGOHeHTa, HO He HeceT OTBETCTBEHHOCTb 3a ero NoBPeXAeHMWs

B npoLiecce npoBefeHunsi Pabor.

B cny4ae, ecnu B npouecce nposeaeHus PaboT, BbIsIBNATCA 0COGEHHOCTU, KOTOPbLIE BbIHYXAAKT

Onepatopa npekpatuTb BbiMonHeHne PaboT [o gocTtwkeHuss pesynbTata, OnepaTop

He3ameanmMTenbHO yBegomnsieT 06 aTux ocobeHHOCTsIX ABOHEHTa, a TOT, B CBOIO ovepedb, 00s3aH

BHECTU W3MEHEHWST B WHCTPYKUUM MO nposegeHuto PaboT w/vnm HasHauvTb HOBbIE CPOKM

npoeefeHusn Pabor.

B cnyuyae, ecnn y AGoHeHTa B coctaBe 3UI, HeT HeoOxoauMbIX AeTanen, y3noB Unn arperartos,

HeobxoauMbIX Ans 3aBeplueHns Pabot, AGOHEHT BnpaBe 3anpocuTb BO3MOXHOCTb UCMOfb30BaHNS

3N OnepaTtopa. Ecnu y Onepatopa umeetcsa cusnyeckass BOIMOXHOCTb NpeocTaBnTe ABOHEHTY

cooTtBeTcTBYOWME Heobxoammble 3UI, ABOHEHT 065a3yeTca onnaTuTb BpeEMsl UX UCMOMb30BaHUS

OnepaTtopy “nm KOMMNeHCUpPoBaTb MX CTOMMOCTb UHBIMK cnocobamu.

Onepatop HW Npu Kaknx obOCTOSATENbCTBAxX, He OyAeT MCNonHsATb 3anpocbl ABOHEHTa SsIBHO

HanpaBfeHHble Ha (PU3MYECKOE YHUYTOXEHME AaHHbIX, nospexaeHue 3UIM nnn OGopynoBaHus

ABOHeHTa.

OnepaTop, No dakTy 3aBeplleHusi paboT, xpaHUT 3ameHeHHoe OO6opygoBaHue B coctaBe 3UI

ABOHEHTa C COOTBETCTBYHOLLEN NMOMETKOM O AaTe U BPEMEHU, MECTe 3aMeHbl, UHOW NMHdopMaLmm
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18.1.

18.2.

18.3.

18.4.

18.5.

18.6.

18.7.

18.9.

18.10.

18.11.
18.12.

18.13.

18.14.

18.15.

18.16.

18.17.

npegoctaBneHHo Onepatopy AGOHeHTOM, npu 3ToM AGOHEHT 06sa3yeTca 3abpaTb CHATOe
obopynoBaHue He nosgHee 1 kaneHgapHOro Mecsilia nocre 3aMeHbl.

18. CEPBUC MO OMJIATE YCIYI NOCPEOCTBOM PEINYNAPHbLIX ABTOMATUYECKUX
NIATEXEN

CepBuc no onmate ycnyr MNOCPEACTBOM perynspHbiX aBTOMAaTUYECKMX nnatexen (ganee

«ABTonnartex») nossonsieT AOOHeHTy onnadyuBatb ycnyrn Onepatopa no [loroBopy nyTém

perynapHbiXx aBTOMATUYECKUX MEPEBOOOB [LEHEXHbIX cpeacts B nomnbdy Onepatopa ¢

ucnonb3oBaHnem baHkoBckux kapT. lMocne nogknioveHms AsTonnatexa, ¢ baHkoBCKOW KapThbl

OyayT ocylLlecTBRATLCA MepeBoAbl AEHEeXHbIX cpedacTB no 3anpocam OnepaTtopa B CPOKU U

pa3Mmepax HeobxoaMMbIX Anst Hagnexallero NCnofHeHns ob6sa3aHHOCTM AGOHEHTa No onnaTte ycnyr

no [dorosopy.

3anpoc ot OnepaTopa Ha NepeBoA AEHEXHbIX CpeacTB (ganee 3anpoc) ¢ ykasaHWeM CyMMbl

nepesoda nepepaetcs NnaTtexHon cucteme, nocne yero, MNnaTexxHON CUCTEMON OCYLLECTBIISETCS

nepeyvncrnieHne OEeHEeXHbIX CpeAacTB co cyeTa baHkoBckon kapTbl AGOHEHTa Ha pacyeTHbIN cyeT

OnepaTtopa.

3anpockl, Hanpaensemble OnepatopoM k [MnaTtexHon cucTeme, SABMSIOTCA PeKOMeHZauumen K

NPOBELEHMIO NaTexa 1 He ABNsATCA 06s13aHHOCTLIO BaHka 06 ncnonHeHnu MNnaTexa.

B oguMH MOMeHT BpemeHn, y ABOHeHTa MOXeT ObiTb akTMBMpOBaH (NOAKMYEH) ABTONNATEX

TONBKO MO ofHON BbaHkoBCKOW KapTe.

MogknioyeHne ABTonnatexa B nopsiake, NPedyCMOTPEHHOM  HacTodawuMm  PernameHToM

Nonb30BaHWs ABTOMNATEXOM, OCYLLECTBISAETCA TOMbKO NPWU HanmuMynm TEXHUYECKOW BO3MOXHOCTU

OnepaTtopa, lMnaTtexHon cuctembl, baHka-amuteHTa. OnepaTop, naTexHaa cuctema, baHk He

HeCyT OTBETCTBEHHOCTb 3@ HEBO3MOXHOCTb MNogkntodeHusa Astonnatex a, Onepatop He

rapaHTUpyeT BO3MOXHOCTb NPOBEAEHUSA onepauuin no baHkoBckon kapTe.

Onepatop, B pamkax ABTonnarexa, He XpaHUT M He obpabaTbiBaeT MNepcoHarbHble AaHHbIe

AGOHeHTa, He XpaHUT U He obpabaTbiBaeT OaHHble BaHkoBCkMX kKapT AOoHeHTa. Onepartop

MCNomnb3yeT YaCTUYHO CKPbITble HOMepa BaHKOBCKMX KapT B MOMEHT WX MPUBA3KM ANS yyeTa U

HarnsggHocTn otobpaxkeHnsa AGOHeEHTY. B npouecce BbinonHeHnst 3anpocoB Onepatop ucnonb3yet

00e3nMYeHHbIN 3MEKTPOHHBINA KNHoY, BblgaHHbIM OnepaTopy [naTtexHow cuctemonm B npolecce

NPUBA3KN KapTbl.

AktuBauusa (nogknioveHne) AsTonnatexa npoussogutcs B JlnyHom kabuHeTe Ha Caiite

OnepaTopa. ABOHEHT, BbINOMHAA onnaty Ycnyr, ycTaHaBnvBaeT drar o0 npumBs3ke OGaHKOBCKOM

KapTbl AN NpoBeAeHNss aBTOMATUYECKUX NnaTexen u HaxmmaeT KHonky «[pogomknte».B cnyyae

YCMELHOro NpoBEAEHUS MnaTexa WCMNonb3oBaHHas Ans onnartbl baHkoBckas kapTta npusHaeTcs

npUBSA3aHHON.

CoBeplueHve OencTBUW, NPedycMOTPeHHbIX M.18.7. PernameHTa npu3HaeTcs aHasrorom

cobcTBEHHOPYYHOM nognucyn ABOHEHTa.

AOBOHEHT, BbINOMHASA AENCTBMA MO NOAKNIYEeHMI0 ABTonnaTexa:

* Be3ycnoBHO cornawaeTcs co BCEMM YCNoBUSAMY HacToswero PernamenTa;

* paet cornacue Ha onnaty Ycnyr Onepatopa B COOTBETCTBUM C YCINOBUSIMU PernameHTa;

* rapaHTuUpyeT, 4YTO OH gABnsieTcs [lepxaTenem KapTbl, OCO3HAHHO, KOPPEKTHO W MOMHOCTbIO
BBOOUT BCe Tpebyemble pekBM3UTbl BaHKOBCKOM KapTbl MpU  akTMBauuu (NOAKMYEHUW)
AsTonnarexa .

OnepaTop BbINONHAET 3anpockl 3a 5 AHeW A0 MOMEHTa OTKIYeHns Yenyrn no [lorosopy.

OnepaTop BLINOMHSET ycnellHble 3anpockl He yalle YeM 1 pa3 B 24 yaca Ang kaxgoun Ycnyrm B

oTgenbHocTn. B crnyyae BO3HMKHOBEHMS OLWMOOK Mpu BbinonHeHun 3anpocos, OnepaTop

BbINOMHAET NOBTOPHLIE 3anpockl Yepe3 24 yaca.

C opgHow BaHkoBcKOWM kapTbl MOXET ObITb OCyLLECTBIEH nepeBod He 6onee yem Ha 100000 (cto

Tbicsd) pyOnewn 3a ogHy onepauuio.

ADOHEHT O3HAKOMIIEH W COrnawaeTcsd C TeM, YTO HEeKOTOpble OrpaHu4eHust (CyTOYHble Wnn

€XeMeCHAYHbIE NMMMUTBLI, OrpaHNYEHNs Ha UCMOMb30BaHNE KapT B OnpeAerneHHbIX permoHax u 1a.)

MOryT ObITb YCTaHOBMEHbI BAHKOM-aMUTEHTOM, U HaxoaAaTcs BHe cdhepbl BNnaHMA Onepartopa.

OrtkntoyeHne (oTka3) ABoHeHTa oT ABTonnarexa NpousBOAUTCS B NIMYHOM kabuHeTe B JIM4HOM

kabuHeTe ABoHeHTa nocpeacTBOM yaaneHus npuss3aHHon baHKoBCKON KapTbl.

OnepaTop BnpaBe 0T03BaTb NpuBA3KYy baHkoBCcKoW kapTbl, ecnu NnatexHas cuctema B npolecce

npoeegeHuss 3anpoca coobwaer o6 owubkax, Npyv KOTOpbIX AarlbHeENLlee WCMNONb3oBaHWe

npuBsi3aHHoOW BaHKoBCKOWM KapTbl HEBO3MOXHO (OT3blB KapTbl OaHKOM- 3SMWUTEHTOM, yTpara

BaHkoBcKoW kapThl Unu ee kpaxa v 1.4.), npy 3toM OnepaTtop HOMWHANbLHO yBeaomnseT AGOHeHTa

00 0T3bIBE NPUBSI3KN.

Onepatop BrnpaBe 0TO3BaTb MPMBSA3KY KapTbl MO npsiMomy TpeboBaHuio AGOHeHTa B mpouecce

obpalleHnss AGOHeHTa B TeXHUYECKyto nogaepxky Onepartopa no [Jorosopy.
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18.18.

18.19.

18.20.

19.1.

19.2.

19.3.

19.4.

19.5.

19.6.

19.7.

19.8.

19.9.

19.10.

20.1.

20.2.

Onepatop, lNnatexHas cuctema, baHKk He HecyT OTBETCTBEHHOCTM 3a HepaboTocnocoOHOCTb

ABTOnnartexa.

WNcnonb3oBaHue ABTonnaTexa He ocBoboxaaeT ABOHEHTa OT UCMOMHEHNSI CBOMX 00S3aHHOCTEN No

Horosopy. [Mpu HepaboTtocnocobHocTn ABTonnatexa ABGOHEeHT o00s3aH MCNONb30oBaTb WHbIE

cnocobbl McrnonHeHust cBomx obsa3aHHocTen no [loroeopy.

Onepatop nmeeT NpaBo OTka3aTb B NpegocTaBrneHmn Astonnartexa ADOHEHTY B Cryyasx:

* HapyweHuns ycnosuin [loroBopa n HacToswero PernameHTa;

e npuBaAskm baHkoBckow kapTbl kK [JoroBopy 6e3 npsAMoro paspeLueHns Ha 3To [epxatens KkapTol;

® CMUCTEMATMYECKOrO MONyYeHUs OTBETOB MnaTeXHonm cuctembl Ha 3anpockl OnepaTtopa o
HeJOCTAaTOYHOCTM CPeaCcTB Ha BaHKOBCKOM CUHETY NpuBsi3aHHOW BaHKOBCKOW KapThl;

® OMbITOK NPUBSI3KN YKPaAEHHON UK yTepsiHHOW BaHKoBCKOM KapThl;

® B WHbIX Cryyasix, KOTOpble, N0 MHeHuo [natexHon cuctembl nnu Onepatopa MoOryT ObiTb
OLEeHEHbI KaK MOLUEHHUYEeCKHE.

19. YCIYTA OPFTAHU3ALU NMPUBATHbIX YACTHbLIX CETEN (VLAN)
MpuBaTHas 4acTHas ceTb (POPMUPYETCA C MUCNoNnb3oBaHWeM obopydoBaHWs ceTu nepefayu
nanHHbix Onepatopa (Cl1[) nocpeacTtBOM WCMONb30BaHUA MPOTOKOSIOB TErmpoBaHus (MeTKM)
ceTeBoro Tpadgmka B cootBetcTBuu ¢ IEEE 802.1q, 802.1q Tunneling, MPLS n T.4..
[na opraHusdaumm conpsikeHns obopygoBaHus AboHeHTa u Cl1[ npuMeHsTCS coeanHEeHUs u
TpeboBaHus onucaHHble B N.n.13.6.-13.8 HacToswero PernameHTa.
KoHeuHble dunsnyeckme nHtepdeincsl ceteBoro obopyaosaHusa Cr1[ npy opraHn3aumm npuBaTHbIX
ceTen nepefarwT HeTerMpoBaHHble (native) nakeTbl ecny MHOE He OrosBapvBaeTcsl OTAENLHO.
Onepatop TepMUHUPYeET MpuBaTHble 4YacTHble ceTu ADBoHeHTa Ha dwmamyeckmx noptax CIMO k
KOTOPbIM MOAKIOYEHO TONMbKO 0bopyaoBaHne AGOHEHTa 3a WUCKMYEHUEM CMy4YaeB OMUCAHHLIX B
n.19.5. PernameHTa.
Mpu opraHunsaummn NpmBaTHbIX ceTerr ADOHEHT 0653aH CaMOCTOSATENBHO CreauTb 3a obpasoBaHUeEM
neTneBbiX COEQUHEHUI B NMpUBATHbIX ceTAX, a OnepaTtop npu o6HapyXeHUU TakoBbIX COEAMHEHWN
He3amegnuTenoHo oTknoyaeT (ErrorDisabled) dwmsmyecknin nopt Ha KoTopom oBGHapyKeHO
netnesoe coeauHeHuve. [py aTOM BKNIOYEHNE NopTa NPON3BOANUTCS TOMNbKO NOCMe NOATBEPKAEHNS
ABOHEHTOM yCTpaHEeHWs1 NETNEBOro coegMHeHnsa B paboyee Bpems yrnorTHOMOYEHHbIX COTPYAHUKOB
OnepaTtopa.
Mpu opraHusauum NOAKNIOYEHUSA K NPUBATHOW YaCTHOM ceTn obopyaoBaHUSA TpeTbuX nuu, AGOHEHT
006513aH NpefoCcTaBUTb paspeLleHne TakoBbIX HA (hOPMUPOBAHNE TAKOrO MOAKIIOHEHNS.
B cnyyae pemoHTaxa ObopynoBaHusi AODOHEHTa K KOTOPOMY paHee Oblna noAknyeHa npuBaTHas
yacTtHasa ceTb ABoHeHTa, OnepaTtop npou3BoauT AekoHdwurypupoBaHue nopta CIL a AOOHeHT
TEepSAET NpaBo MCMONb30BaHUSA 3TOro NopTa ANs uenew opraHM3aumm NnpMBaTHOM YacTHOW CETH.
Onga nogknoyeHns obopygoBaHua ADOHeHTa K npvBaTHOM ceTu ABGOHEHT obsidaH NpeaocTaBUTb
MHOpMaUMo, [OCTAaTOMHY0 Ans npoBedeHus paboT Mo  (pM3M4ecKoMy MOAKIHOYEHNIO U
KoHdurypupoBanmto Cl1 a wumeHHO: Homep OOGOpyOoBaHMA M HOMEpP MopTa Ha [gaHHOM
O6opynoBaHmMm ADOHEHTa, HOMep NpMBaTHOM YacTHon ceTn ABoHeHTa. B crniydyae ecnn AGOHEHT He
UMeeT nNpmBaTHbIX CETEN K MOMEHTY NoAKMdeHns obopyaoBaHus, TO AaHHbIN HOMeEpP NpUBaTHOM
ceTu HasHa4vaeT Onepartop 13 nyna cBo6OAHbIX HOMEPOB MPUBATHBLIX CETEMN.
B cnyyae otknioveHns ObopynoBaHus ABOHeHTa OT npuBaTHOW ceTu, ABOHeHT obsA3aH ykasaTb
Homep O6opyaoBaHUSA Yy KOTOPOro HeobXOAMMO MPOBECTM OEMOHTaX MPUMBATHOW CETU, a Takke
HoMep npuBaTHoW ceTu. lNpu atom ecnmn y ABoHeHTa He ocTaeTcs Oonee obopynoBaHus B
ykasaHHon cetu, OnepaTop BrnpaBe 0TO3BaTb HOMEpP MPMBATHOWM CETU B Myn CBOOOAHLIX HOMEPOB
Np1BaTHbIX CETEN.
Onepatop camocTosTenbHO onpedensieT NOnUMTUKY npoxoxaeHus Tpadwmka no CI1 B pamkax
OeVcTBUS npmBaTHOM ceTu npu aTom OnepaTtop He MPOU3BOAUT Kakoro nNnMbo MHOro BO3OENCTBUSA,
dunbTpaumm, moanduKauMnm MakeToB nepefjaBaeMbiX MOCPEeACTBOM MpMBaTHbIX CeTen 3a
WCKIMIOYEHEM COOTBETCTBYIOLLErO TEMMpPOBaHUS nakeToB B cootBeTcTBMM € N.19.1 PernamenTa.
MakcumanbHasi nponyckHas CnocoOHOCTb MpPMBATHOW CETU OnpedenseTrcd Kak HauMeHbluas
MakcuMarbHas CkopocTb ¢maundeckmux noptoB CI1 OnepaTtopa mexay KOTOpbIMU MPOM3BOAUTCA
coefuHeHue.

20. YCINYTA MAPLUPYTU3ALIMM ABTOHOMHbBLIX CUCTEM U IP CETEN
AHoHc IP-agpecoB AGOHEHTa Npou3BoanTCAa M3 nog ABTOHOMHOM cnuctembl AGOHeHTa, NMbo 13
nog ABTOHOMHOM cuctembl OnepaTopa.
AHOHCbI NPON3BOAATCA MO TOW Xe MONMTUKE MapLUpyTM3auun Kak u gpyrue cetn OnepaTopa, npu
atom OnepaTtop BrpaBe MEHsITb MONUTUKY MapLupyTusaumm ABTOHOMHOW CUCTEMbI NO CBOEMY
YCMOTPEHUIO.
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20.3.

20.4.

20.5.

20.6.

20.7.

20.8.

21.1.

21.2.

21.3.

22.1.

IP-agppeca n ABTOHOMHblE CUCTEMbI AOMKHbl ObiTb 3aperncTpupoBaHbl 3a ABOOHEHTOM W
odopmneHbl nogobatowmm obpasom B RIR (Regional Internet Registry).

B cnyyae ecnu Onepatop oOHapyxuBaeT pacxOxaeHwe npuHagnexHoctn IP-agpeca wvnm
ABTOHOMHOW cuctembl ABoHeHTy, To OnepaTop BnpaBe NpekpaTuTb MapLupyTu3aumio ABTOHOMHOWM
cucteMbl ABOHEHTa.

B cnyyae ecnv mapwwpyTtusaums ABTOHOMHOWM cucTembl npou3sogutcs OnepaTopom, CTOMMOCTb
ycnyr no MapupyTtusdaumm onpegensetcs [JoroBopom u dopmupyeTcs  kak npovsBeaeHue
KonmMyecTBa BCeEX aHoHcuMpyeMbix npedukcos |IP-agpecoB u ABTOHOMHOW CUCTEMbl Ha LEHY
MapLpyTusaumm ogHoro obbekta. [Mog 06bLEeKTOM B HAcCTOSLWEN CTaTbe MOHUMAETCH KaKOblN
HenpepbiBHbIN 6ok IP-agpecoB nnu ABToHOMHas Cuctema.

Mponyck ceTeBoro Tpadwuka B HanpasneHun IP-agpecoB AGOHeHTa MM OT Hero NpPou3BoAUTCS B
COOTBETCTBMM C ycnoBusimmn [JoroBopa u HacTosiwero PernameHta. AGOHEHT noaTBepXaaeT, yYTo
HeceT OTBeTCTBEHHOCTb nepen OnepaTtopom 3a AelcTBMA B CETU VHTepHEeT C mncrnonb3oBaHMeM
MapLupyTusmMpyembix 6nokos IP-agpecoB n/mnm ABTOHOMHbIX Cructem AGOHeEHTa.

AGoOHeHT BnpaBe HanpaBuTb Onepatopy 3anpoc 06 wu3aMeHeHuu [1oNUTUKM MapLupyTU3auum
o6bekToB ABOHeHTa B ceT IHTepHeT npu yCrioBmu, YTO JaHHOE U3MEHEHNE HEe MOBIeYET BNUSHNS
Ha MapupyTu3auunio ceten Onepartopa.

MapuwpyTusaums Tpaduka MoxeT OblTb M3MeHeHa, no0 HesaBucAwum o1 Onepartopa
obcTosaTensctBam (MO pacnopshkeHuto opraHoB Bractm P® un gpyrmm  obsizaTenbHbIM - Ans
OnepaTopa TpeboBaHuaM), B aTom criyyae OnepaTop He HeCceT OTBETCTBEHHOCTM 3a NOCMEACTBUS
nameHeHus MNonutukm Mapipytusaumm ans ABoHeHTa.

21. YCNYTA 3ALLNTDBI OT DDoS
Onepatop ansa uenen obecnedeHuss 6e3onNacHOCTU CBOEN CeTU N ceTu ABOHEHTOB NPUMEHSET
fasoByto 3awuty oT DDoOS aTak, HanpaBneHHbiXx Ha obopygoBaHWe AOOHeHTa Ans uenen
neperpysku KaHanoB CBA3W kak ABoHeHTa Tak n Onepartopa B uernoM. B cnydae obHapyxeHus
DDoS artaku, Onepatop BrpaBe oTopackiBaTh (briokupoBaTb) Tpaduk B HanpaBneHnn ABOHEHTa,
a Takke BbICTaBWTb pPEKOMEHAAUMM Mo OTOpacbiBaHWIO Takoro Tpaduka BbILLIECTOALMNM
onepaTtopaMm CBsi3W MNOCPEACTBOM BbICTaBfIeHUs COOTBETCTBYtoLlero aHoHca (blackhole BGP
community) B aHOHcUpyembix npedmkcax. AHOHC BbICTaBnseTca Ha cpok Ao 20 MUMHYT U no
UCTEYEHMM  YKA3aHHOrO BPEMEHM aHOHC CHMMaeTcsa. B crnyyae noBTOpHbIX atak, OnepaTop
nosTopsieT npoueaypy 6nokuposaHusa Tpaduka.
O6HapyxeHuve atakn ukcupyeTcs B Niobom M3 crnyvaes:
e Ha IP agpec AGoHeHTa HanpaensieTcs BxogsAwmn Tpadwmk Gonee 4vem ¢ 25000 HOBbIX
yHUKanbHbIX I[P agpecoB B cekyHAy;
® CcymMMapHas nNponyckHasi cnocobHOCTb MOAKMIOYEHHOMO ceTeBOro obopyaoBaHms aboHeHTa HuXe
Ha 25% 4em o6Lwnii ceTeBoN TpadmK HaMpaBneHHbIN B agpec ABOHEHTa;
e hukcmpyeTtca 6onee yem 250000 IP nakeToB B cekyHAy Ha ntobon 3 IP agpecoB aboHeHTa.
Mo 3anpocy AboHeHTa OnepaTop npegocTaBnseT 3awmueHHble oT DDoS IP agpeca (Co3paetcs
akTmBHas ycnyra 3awutel ot DDoS), Bxogawmn Tpadumk Ha KOTopble MPOXOAUT bunbTpauuio oT
HexenaTenbHbIX NakeToB 0 3ro ypoBHs mogenu OSI. YueT u Tapudmkaums unbTpOBaHHOMO
Tpaduka NpPon3BOAUTCS B COOTBETCTBUM C [JOrOBOPOM. YYeTy MOANEXUT OUYULLEHHBLIN BXOAALLMNA

Tpaduk.

22. METO[Obl YYETA NOTPEBJIEHHbLIX PECYPCOB B NPOLECCE OKA3AHUA YCNYT

YueT NHTepHeT-Tpadumka MOXET NPOM3BOAUTCS CreayoLWLMMN MeTogamu:

e Burstable billing (Cpe3saHne nukoB): 06cYeT 3arpy3ku kaHana B pamKax BblAeNeHHOM Monochl
npou3BoguTca Ha 0ase pacdeta 95 nepueHTunsa (95% kBaHTUNb CTaHAAPTHOrO HOPMAarbHOMO
pacnpefeneHvs) 3a pacyeTHbIl Mepuod, BPEMEHHbBIMM cpe3aMyn Mo 5 MUHYT, C y4eToM
npeobnagatollero HanpaeneHus Tpaduka;

e Flatrate (BbligeneHHbin kaHan): KaHan cBsi3M npu KOTOpPOM 06bem Tpadmka npoxoasawero no
KaHany He TapuduumpyeTca HM no ob6beMy HM no HampaBneHuio M OorpaHMYMBaEeTCs ero
EmkocCTbI0;

e Fair Use (PasymHoe ncnonb3oBaHue): Metoa Tapudukaumm Tpadmka, npu kotopom OnepaTop
He orpaHudmBaeT ABOHeHTa B MCMOMb30BaHMN KaHana HU no HanpasneHnsm H1 no O6bemy u
He TapudwuumpyeT Tpaduk, MNpy 3TOM OXMAaeT OT aboHeHTa YeCTHOro, pasyMHOro
ucrnonb3oBaHnsa KaHana Ansi OOCTMXKEHUS paHee OroBOpeHHbIX Lenent ABoHeHTa. AGOHEHT,
00513yeTca U3NULLHE He 3arpykaTb NpefocTaBlieHHble eMYy KaHanbHble eMKOCTU 6e3 ABHOW Ha
TO HeobxoOAMMOCTU, He 3arpykaTtb KaHan u3bbiTouHbIM Tpadwmkom Onepartop, NpefocTaBnsis
TaKoW KaHan cBsI3u, OCTaBNsAeT 3a cobor npaBo nNoTpeboBaTb y abOHEHTa CHU3WUTbL Harpysky Ha
KaHan WM CaMOCTOSITENIbHO OrpaHMYUTb MPOMYCKHYI CMOCOBHOCTL Takoro kaHana 6e3
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22.2.

22.3.

22.4.

23.1.

23.2.

23.3.

23.4.

23.5.

23.6.

23.7.

23.8.

oObsicCHeHNA NpUYMH a AGOHEHT B CBOK o4vepedb 6E30roBOPOYHO COrfallaeTcsi ¢ TakoBbIM
npasowm;

* YyeT no obbemy Tpadmka: B pamkax npegocTaBreHHbIX MMUTOB B pacyeToM nepuoae,
yunTbiBaeTCA TPaguK MO HanpaBfeHUsIM U He 3aBMCMT OT MPOMYCKHOW CNOCOGHOCTM KaHana.
OnepaTop Tapudwmumpyet Tpadwmk B COOTBETCTBUM C [loroBopom. B cnydae wucuyepnaHus
NMMUTOB, BKIMKOYEHHOrO B CTOMMOCTb KaHana, Tpadumka, Onepatop He OrpaHu4MBaeT KaHar
CBS13U Npu 3TOM, 06beM npeBbileHns Tpaduka OnepaTop TapupUUMpyeT B COOTBETCTBUM C
HoroBopom a ABoOHeHT 064a3yeTcsa onnatuTb 06 bEMbI NPEBLILLEHNS;

e Shared (O6wwuin kaHan): lNapannensHoe (COBMECTHOE) UCMOMb30BaHWE OOHOrO BbIAENEHHOro
KaHana CBf3M MexOy HecKOnbkuMu aboHeHTamu. ABOHEHT cornawlaeTcss 4To  npu
MCMoNb30BaHMM Takoro metoda Tapudwukaumu, nNpPoMnyckHasi CNOCOBHOCTb KaHama MOXeT
OTNMYaTbCA B MEHbLUYID CTOPOHY OT 3asiBNIEHHOW B CWUly BO3OEWCTBMS Ha KaHam Apyrux
aboHeHTOB OnepaTtopa B pasnuyHble Nepuoabl BpEMEHU U HEONPeaeNeHHON ANUTENBHOCTH.

Y4yeTy nognexut Becb Tpaduk, BKIHOYas CeTeBble 3arofioBKU, CNy>xebHyto nHdopmaumio BKIoYas
kaHanooOpasywwmin Tpaduk, Tpacduk npotokonor ICMP, ARP HO He orpaHuumMBasicb, BKo4as
LmMpokoBeLlaTenbHbin Tpadmk Onepatopa, B TOM vnicne Tpadumk HanpaBreHHbIi AGOHEHTY HO He
OOCTaBMEeHHbIN eMy B cuny paboTbl ceTeBbIX OUMNbTPYIOWMNX CPEACTB HAXOASALMXCH NOCMe TOYKU
CHATUS CTATUCTUKU. TOYKOW CHATMSA CTaTUCTMKM ONA Uenern yyeTa MOXET SABMASATbCA nopT
obopynosaHus OnepaTtopa HanpasneHHbln B cTtopoHy ObopynosaHus ABoHeHTa. B cnydae ecnu
yyeTy NoanexuT Tpaduk HeckonbkmMx noptos, OnepaTop NPOM3BOAUT arperauuio aHHoro Tpaduka
ana cymmapHoro ydeta. Onepatop uMeeT npaBO OpraHn3oBaTb CbEM CTATUCTUKM MO Tpaduky Ha
CBOEM MapLUpyTu3upyLem obopyaoBaHum (yvet no IP agpecam) npu aTom, B cuny pacnpeaeneHus
cnyxebHoro Tpadmka, o6bemM yY4TEHHOrO Tpadurka MOXET OTNMYaTbCa OT MoKasaHwui Tpadumka Ha
nopTy.

Mpu ncnonb3oBaHWMKM YCAYr NPW KOTOPbIX TpebyeTcs MNOAKIMIOYEHWE 3SMEKTPUYECKOro MUTaHus,
o6beM noTpebnsaemoln aneKkTpoaHeprum uKkcupyeTcss Kak CymMmMa HOMMHANbHOW MOLLHOCTM
WCTOYHMKOB NUTaHns obopyaoBaHusa ABoHeHTa nogknioyaemoro K anektpocetn Onepartopa. Yuety
He nognexar WCTOYHMKM MUTaHMsS KOTOpble WCMOMb3yTCS Kak pe3epBHble (MpY BPEMEHHOM
OTKMYeHMN koTopbix OBopyaoBaHNe He TepsieT CBoen (OYHKLMOHANbHOCTK).

B npouecce ucnonb3oBaHWs HocuTenenm WHGoOpmMauuy, AOCTYNHbIM 0O6beM onpegenseTcd no
HOMMHarbHbIM 3HAYeHWSIM YyKa3aHHbIM NPOV3BOAMTENEM HOCUTENEn, Npu 3TOM akTuyeckas
poctyrnHas ABGOHEHTY eMKOCTb MOXET ObITb MEHbLLE 3asiBNIEHHOW B CUIY TOrO YTO YacTb 06BbEMOB
HOCUTENS UCNONb3YeTCHa ANd XpaHeHus crnyxxebHon nHgopmalmm (hannoBon cucteMel 1 np.).

23. ycnoBusd NPEQOCTABIIEHMUA TECTOBOI'O NEPUOOA
TecToBbIi Nepuog npepoctaBnseTca AGOHEHTY MO ero XenaHuio Ans Kaxgoro Buga Ycnyr B
otaenbHocTU. lMpu atom ABOHEHT nmony4aeT NOMHOMYHKUMOHANbHbIE YCRyrm Tak e, Kak U B
KOMMepYeCKoW aKcnyaTaumu.
TecToBbIi Nepvoa MoxeT ObiTb npedocTaBneH ABGOHEHTY WCKNIOYUTENbHO ANA  NpoBeAeHUs
uccriegoBaHusa Ha npegmeT cootBeTcTBus Yenyr Onepatopa 3agadam u uenam ABOHeHTa
pelwaembiM nocpeacTsom Ycnyr Onepatopa. ABOHEHT rapaHTUpyeT 4TO B NpoLecce TeCTUPOBaHWSA
Ycnyr, okasbiBaemble Onepatopom Ycnyrm unu pabotbl He ByayT HanpasreHbl Ha u3BrevYeHue
KOMMepYeCcKon nnu nHowm Bbirogbl Anst AGoHeHTa.
B cnyyae ecnu B npouecce ncnonb3oBaHusa TectoBoro nepvoga OnepaTtop BbIACHWT, YTO ADOHEHT
ucnonb3yeTt Ycnyru Ans ussneyeHne KOMMep4eckon unm nHon Beirogbl Anst AboHeHTa, Onepartop
BnpaBe oTkasaTb ADOHEHTY B MpedocTaBneHMn TecToBOro nepuoga Ha YCnyru U BbiICTaBUTb CHeT
Ha onnaTy 3a BeCb Nepuog nornb3oBaHusa Ycnyramv B TeCToBOM nepuoge.
B npouecce nposeaeHns Tectosoro nepuoga AGoHeHT 06sA3aH cobntogaTe ycnosus [orosopa 3a
ncknoveHnem nyHkta 3.3.2.
Onepatop Brnpase oTkasaTb B NpegocTaBneHn TecToBoro neprnoga no CBOeMy yCMOTPEHUIO, a Tak
Xe NPUOCTaHOBUTL OKa3daHwe Ycnyr B criydae BbisBneHns OnepaTopom HapyLUeHWW YCnosui
[orosopa u 3akoHogaTenscTea PO.
ABOHeHT BnpaBe oOTKasaTbCsA OT wucnonb3oBaHus Ycnyr Onepatopa B nwboe Bpemsa C
HOMWHarnbHbLIM yBegoMneHnem OnepaTtopa.
Onepatop He rapaHTUpPyeT COXpaHHOCTb MHdopMauun AbBoHeHTa koTopas bbina pasmelleHa B
npouecce TeCTMpOBaHMSA Ha pecypcax BblaeneHHbix OnepaTtopoM ABOHeHTY Ans npoBefeHust
TecToBoro nepuoaa.
Hata 3aBepweHua TecToBoro nepuoga ycTaHaBnuBaeTcs onepaTopoM. [Jo HacTynfneHus 3Toun
Aatbl ABOHeHT 00s5i3aH MPUHATL peLleHne O MPOAOIPKEHUM WUCMONb3OBaHMA WKW OTKase oT
ncnone3osaHusa Ycenyr OnepaTopa.
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23.9.

23.10.

24 1.

24.2.

TecToBbIi MEpPUO He pPacnpoCTPaHSAETCA Ha YCNyrn TpeTbuxX §uL oOkasbiBaemble ADOHEHTY
Onepatopom (apena nporpammHOro obecneveHusi, ycrnyrm agMMHUCTPUPOBaHUA U Ap.) a Takke
Ha pasoBble ycnyri okasbiBaemMble Onepatopom ABOHEHTY.

Mo cornacoBanmio ¢ OnepaTtopom [OOMyCKaeTcd M3MEHeHMe cocTaBa YCNyr WUCMOSb3YHLUXCs
ABoHeHTOM B pamkax TecToBOro mnepuoga, NpuM 3TOM, AJIMTENBHOCTL TecToBOro nepuopa
ycTaHaBnmBaeTcs Onepatopom.

24. OONONMHUTENDbHBLIE YCITOBUA

OnepaTop wMmeeT nNpaBoO OOHOCTOPOHHEro M3MEHeHus Hactoswero PernameHTa gna uenen
YNyJdLEeHUs KayecTBa U/uMnu n3MeHeHnsa accopTUMEeHTa oKasblBaeMblX YCMyr ¢ NpeaBapuUTenbHbIM
yBegomrieHneM ABOHEHTa MO 3NEKTPOHHOWM MOYTE Ha KOHTAKTHbIN agpec AGOHEHTa, yKkas3aHHbIN B
Horosope w/unu ydetHonm cucteme Onepartopa, He MeHee yeM 3a 30 (TpuguaTtb) AHeEW [0
BCTYMMEHUSA U3MEHEHUI B CUITY.

Besgenctene co cTopoHbl Onepatopa B criydyae HapyweHuss ABoHeHTomM nwnbo  ero
nonb3oBaTtenamn nornoxeHun [loroeopa, Hactosiero PernameHTa nonb3oBaHusa Ycnyramu
OnepaTopa n/vinn AencTBYIOLWEro 3akoHogaTenbCcTBa He nuwaet OnepaTopa npaBa NpeanpuHATb
COOTBETCTBYIOLLME OENCTBUSA B 3alLUMTY CBOMX MHTEPECOB NO3gHEee, a Takke He O3HadaeT OTkasa
OnepaTopa OT CBOMX MpaB B CIiy4yae COBEpPLUEHMSI B MOCMeAytLeM nogobHbIX nnbo CXoOHbIX
HapyLLeHWIA.
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[ononHeHune Ne 1
K Mpunoxexuto Ne 1 PernameHT okasaHusi ycnyr
k Jorosopy 06 okazanuu ycnyr LJOJ

ycnosua NIMLUEH3UNOHHOIO COIJIAWLEHUA C NMOJIb3OBATEJIEM
ycnosua NCnosib30BAHUA NPOrPAMMHOIO OBECINEYEHUA
MICROSOFT

HacTtosilmn OoKyMeHT perynupyeT MCrnornb3oBaHWe MporpaMMHoro obecneyeHus Microsoft, kotopoe moxet
BKIMIOYATb COOTBETCTBYHOLLUME HOCUTENW, MeYaTHble MmaTepuarnbl U 3MEKTPOHHYK, Wnn BeOLOKYMEHTaLuio
(BmecTe 1 no otaenbHocTM — «[lMpoaykThly), NnpegocTtaeneHHsle OO0 «Cuctema CepBuc» (3gecb U ganee —
«Cepsuc-npoBarigep»). CepBuc-npoBangep ycnyr He siBnsieTca Bnagensuem [poaykToB, u, crnegoBaTenkbHo,
NX UCMNOMb30BaHME perynupyeTcs onpeaeneHHbIMM NpaBamMn U orpaHnYeHnsaMm, o Kotopbix Cepsuc-nposangep
00si3aH Bac npouHgopmupoBaTb. Bawe npaBo wucnonb3oBaHusa [poaykToB  SBNAsieTCS  OOBLEKTOM
perynupoBaHnsi yCrioBuin Baluero cornaweHus ¢ CepBuc-npoBangepoM M LOOMKHO  COracoBbIBATbCH,
TONKOBATbLCA W OCYLLECTBASATLCA BaMy B COOTBETCTBUM CO CReAylolWMMKU ycrnoBusMu, KoTopble CepBuc-
npoBangep He UMeeT NpaBa U3MEHATb UNN JOMNONHATL.

1. ONPEOENEHNA.
«KnuneHTtckoe nporpammHoe obecrnedeHne» o03HadaeT MporpaMMHoOe obecneyeHne, KOTopoe Mo3BonseT
YcTporicTBy nonyvaTb JOCTYn K cnyxbam mnvm dyHKumam, npegoctaBnsieMbiM CepBepHbIM MPOrpaMMHbIM
obecneyeHreM, U UCMOMNb30BaThb UX.
«YCTPOMCTBO» O3HA4YaeT KOMMbIOTEP, paboyyld CTaHUWIO, TepMuHaln, HanagoHHbLI KOMMbIOTEP, MNenmkep,
TenedoH, KapMaHHbIV KOMMNBIOTEP, CMapT(OH, CeEpBEP UMK OPYroe 3NIeKTPOHHOE YCTPONCTBO.
«CepBepHoe nporpaMmHoe obecrneveHme» 03HadaeT nNporpaMMHoe obecneveHue, NpegocTaBnsioLLlee Cryxobl
nnn yHKUMOHaNbHbIE BO3MOXHOCTM Ha KOMMNbOTEPE, AENCTBYIOLLEM B Ka4ecTBe cepBepa.
«[JokymeHTauma Kk nporpaMMHOMY obecneyeHuo» oO3HadaeT nwbble [OKYMEHTbl ANd  Monb3oBaTtenew,
npunaraemMmbie K CepBepHOMY NporpaMMHOMy obecneveHuto.
«BTopnuyHo pacnpocTpaHsemoe nporpamMmHoe obecneveHuMe» O3Ha4aeT nporpamMHoe obecneyeHue,
onucaHHoe B Paspene 4 («Wcnonb3oBaHwe BTOpMYHO pacnpocTpaHseMoro nporpamMmHoro obecrneyeHus»)
HUXe.

2. NPABO COBCTBEHHOCTHU HA NMPOOYKTbI.
MpopoykTel npepoctaenstoTcs CepBUC-NpoBankgepoM No NuueH3Mn adunmpoBaHHbIM ULIOM  Kopriopauum
Microsoft (Bmecte — «Microsoft»). Bce TuTynmbHble npaBa M npaBa WHTENNEKTyanbHOW COOCTBEHHOCTH,
oTHocswwmecs K lNMpogykram (M COCTaBNALWUM MX drieMEHTaM, BKIoYasd, HO HE OrpaHMYMBasiCb TOMbKO MMM,
BCe n3obpaxeHus, chotorpadun, aHumaumm, BU4eo- n ayanosanmcu, My3blKy, TEKCT U «NPUNOXKEHNUS-annneTbly,
BKMoYeHHble B [MpoaykTel), npuHagnexaT Microsoft u ee nocrtaBwmkam. MNMpoayKTbl 3alULLEHBI 3aKOHaMK 06
aBTOPCKMX MNpaBax M COOTBETCTBYHLIMMU MEXOYHAPOAHbIMM [OroBOpaMu, a Takke LPYrMMW 3akoHaMu U
gorosopamu 06 nHTennekTyanbHon cobctBeHHocTn. OBnagaHune, 4OCTYN UNKU ncnonb3oBaHve Bamu [poaykTos
He JaeT BaM HUKaKMX NpaB cOOCTBEHHOCTW Ha [poayKThl U Apyrnx NnpaB MHTENNeKTyanbHOW CO6CTBEHHOCTM.

3. UICNOJNb30OBAHUE KITMEHTCKOIo NPOrPAMMHOIO OBECINEYEHUAL.
Bbl MoXeTe ucnonb3oBatb KnneHTckoe nporpamMmMHoe obecriedeHne, YCTaHOBIIEHHOE Ha BalUMX YCTpoOWCTBaX
CepBuc-npoBaiigepa, TONMbKO B COOTBETCTBUM C MHCTPYKUMSIMM U TOMbKO B CBSI3M C  yCryramu,
npegoctaBnsieMbiMn  Bam  CepBuc-npoBaiaepoM. YCMOBUSI  HACTOSILLEro  AOKYMEHTa MOSMIHOCTbIO U
6€e30roBOpPOYHO 3aMeLLalT ycrnoBus NobbIx JIMLEH3NOHHbIX cornalleHuii ¢ nonb3oeaTtenem Microsoft, koTopkle
MOTyT NpeaoCTaBnATbCA B 3NEKTPOHHON hopMe B NMPOLIeCCe UCMOoNb30BaHUSA BaMu KrnMeHTCKOro NnporpaMmMHOro
obecneyveHus.

4. ICMNOJIb3OBAHUE BTOPUYHO PACIMPOCTPAHAEMOIO NPOMPAMMHOI'O OBECINEYEHUSA.

B cBaAsn c ycnyramu, npegoctaBngeMbiMu Bam CepBuc-npoBangepoM, Bbl MOXeTe UMeTb [JOCTyn K
onpegeneHHsIM cpeacTBaM U nporpaMMHOMY Koay «obpasLoB», «BTOPUYHO pacrnpocTpaHsiemblx hannos» U
(unn) nakeToB cpeacTsB paspaboTkm nporpammHoro obecneveHus («SDK») (BmecTe n no oTaenbHOCT —
«BTopuyHo pacnpocTtpaHsiemoe nporpammHoe obecnedeHuey). Bbl HE MUMEETE MPABA UCIOJIb3OBATD,
N3MEHATD, KOMMPOBATb n (nnn) PACIMPOCTPAHATb KAKOE-JIMBO BTOPUYHO
PACINPOCTPAHAEMOE T[MPOrPAMMHOE OBECIMEYEHME, ECJIN Bbl HE BbIPA3UIIN ABHOIO
COIMACKA COBINKOOATL OMPEOENEHHBLIE OOMOJIHUTEJIBHBIE YCNOBUA, COOEPXALWMECA B
MPABAX UCIOJIb3BOBAHUA, MPEOOCTABJIEHHbBIX MOCTABLUWKY YCNYT («SPUR»), MPUMEHVMbIX K
CEPBUC_NMPOBANOEPY. OAHHBLIE YCNOBUA AOOMKHbLI BbiTb MPEOOCTABJIEHBI BAM CEPBWC-
NMPOBAVOEPOM.
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Microsoft He pOaeT Bam npaBa Wcronb3oBaTb Kakoe-NMGo BTopuYHO pacnpocTpaHsaeMoe nporpaMMHoe
obecrneyeHve, ecrnm Bbl He BbIPasWIM SIBHOTO cornacusi coGniogatb 3TW  AOMNOSHUTENbHbIE  YCIOBUS,
npegocTasreHHble Bam CepBuC-NpoBaigepom.

5. KOMnuu.

Bbl He nmeeTe npaBa co3gaBaTb konuu [poaykToB, 0AHaKO Bbl MOXeTe (a) co3gatb OAaHy Konuio KnmMeHTckoro
nporpaMmMHoOro obecrneyeHuss Ha Balwem YCTPOWCTBE, Kak SIBHO pa3spelieHo CepBuc-nposangepom, u (b)
co3gatb Konum onpeaeneHHoro BTopmMyHo pacnpocTpaHseMoro nporpaMmMHOro obecneyeHns B COOTBETCTBUMN C
pasgenom 4 («Wcnonb3oBaHne BTOpUYHO pacnpocTpaHseMoro nporpaMmmHoro obecneyeHusa»). Bbl OOMKHbI
yoanuTb UK YHUYTOXUTb BCe KnneHTckoe nporpaMmHoe obecnedeHne u (unu) BTopmnyHo pacnpoctpaHsemoe
nporpamMmmHoe obecneyeHne no npekpaLleHn UM OKOHYaHUM Cpoka AeNCTBUs Ballero cornawexms ¢ Cepsuc-
npoBangepom npu nonyvyeHnn yeegomneHus ot CepBuc-npoBangepa unv npy nepegade Ballero YCTponcTea
OpyroMmy dou3m4eckomy Unu Kpuandeckomy nuuy, B 3aBUCUMOCTM OT TOrO, Kakoe 13 aTnx cobbITMI nponsonaeT
paHbLue. KonupoBaHue nobbix nevaTHbIX MaTeprarnoB, NocTaBnsemMblx BMecTe ¢ [pogykramu, 3anpeLyeHo.

6. OTPAHU4YEHUA HA BCKPbITUE TEXHONOIMK, AEKOMNMUNALUMWIO U QU3ACCEMBITMPOBAHUE.
Bbl He umeeTe npaBa M3y4yaTb TEXHOMOMMIO, AEKOMMMNMPOBATb WM Au3accembrnivpoBaTtb [MpogykTbl, 3a
UCKIMIOYEHMEM TeX CrydaeB M TOMbKO B TOW CTEneHW, Koraa Takue AeiCTBUS sBHbIM 0Bpasom paspeluarnTcs
NPUMEHMMbIM MPABOM, HECMOTPSA Ha AaHHOE OrpaHuYeHme.

7. BANPET HA COAYY B APEHAY.
Bbl He nmeeTe npaBa npegocTtaBnaTb [1poaykTel B apeHy, B NpokaT, BO BpEMEHHOe MOoMnb3oBaHue, B 3anor
nmMbo HanpsiMyto UM KOCBEHHO NepefaBaTh UM pacnpocTpaHaTe MpoayKTel NoObLIM TpeTbUM NMLaM, a Takke
paspelaTe MbbIM TpeTbMM NMuam OCTyn U (Unu) ucnosnb3oBaHne YHKUMIA MMpoOyKTOB 3a WCKIHOYEHUEM
NCMONb30BaHNA C €OMHCTBEHHOW Lenbio Aoctyna K dyHkumsam MpogykToB B chopme nporpammHbiX yCnyr B
COOTBETCTBMM C YCIOBMSIMW HACTOSLLEro cornawleHuss n nobbiM cornaweHnem mexgy Bamun u CepBuc-
nposangepom.

8. MPEKPALLEHUE OEUCTBUA COMMALLEHUSA.
bes yuwepba ona kakux-nmbo apyrux npas Cepsuc-npoBangep MOXeT MpeKkpaTuTb eNCTBMEe BalMX npasB Ha
ncnonb3oBaHue MNpoaAYKTOB B Criydae HapyLUeHWUs BaMy AaHHbIX YCIoBUiA. B criydyae oTMeHbl unu npekpatleHms
AevncTens Bawero cornawenns ¢ Cepsuc-nposangepom nubo cornawexms Cepsuc-nposavigepa ¢ Microsoft, no
KOTOpOMY nuueH3npytoTcs MpoayKTbl, Bbl AOMMKHbI NPEKpaTUTb MCNonb3oBaHune 1 (unu) goctyn Kk MNpoaykram, a
TakkKe YHUUTOXMWTb BCe Konum MpoaykToB 1 BCe COCTaBNSIOLLME UX YaCTU.

9. OTCYTCTBUE FAPAHTUN, OBA3ATEJIbCTB U KOMMNEHCALIMKA CO CTOPOHbI MICROSOFT.
BCE TAPAHTUW, OTBETCTBEHHOCTb 3A YBbITKM WU KOMIEHCALUWMN (ECITM TAKOBbIE MMEIOT
MECTO) MPEAOCTABIIAKOTCA WUCKNKOYNTESIBHO CEPBUC-MIPOBAMOEPOM, HO HE MICROSOFT,
APOUNTTMPOBAHHBIMW JTMLAMW UM JOYEPHVMW KOMMNAHUAMN MICROSOFT.

10. NTOOAEPXKA NPOAOYKTA.
Mopoepxka [MpopgyktoB ocyuwecTtensaetca Cepsuc-npoBanvgepoM u  He  ocyuwectenseTca  Microsoft,
adhPUNMPOBaHHBIMW NULAMU UK JOYEPHUMN KoMMaHuamu Microsoft.

11. OTCYTCTBUE OTKA3OYCTOUYNBOCTMW.
MPOLOYKTbI MOIYT COLEPXATb TEXHOJIOIMMW, KOTOPBIE HE ABMAKOTCA OTKA3OYCTONYMBLIMU U
HE BbllIN PASBPABOTAHDI, N3rOTOBJIEHBI TN MPEAHA3HAYEHBLI 1A UCMNONb3OBAHNA B CPEJAX
NN MPUNOXEHWAX, B KOTOPbLIX CEOM B PABOTE MPOAYKTA MOXET MPUBECTW K CMEPTW,
NMPUYNHEHNIO BPEOA 300POBbLIO VNN TAXKNM OUSNYECKUM MNOBPEXOEHVAM JIMBO YLWEPBY
ANsA COBCTBEHHOCTU UM OKPYXXAIOLLEEN CPE[BI.

12. 3KCNOPTHbLIE OTPAHUYEHUA.
B oTtHoweHun [NpoagykTtoB genctByeT akcnopTHoe 3akoHogatenbcTBo CLUA. Cepsuc-npoBarnigep obssyetcs
cobnogaTte BCe HOpPMbl MPUMEHUMOrO 3akoHodaTenbCcTBa, Bkhtovas [MpaBuna ynpasneHusa akcnoptom CLUA
(U.S. Export Administration Regulations), MexxayHapoaHble npaBuna TOProBnn Opy>XMeM, a Takke orpaHnyeHns
no nonb3oBaTtensam, cnocobam u perroHam MCnonb3oBaHWs npoaykTa, cyuwectsyowme B CLA v gpyrux
cTpaHax. [lononHuTenbHble cBeAeHMs cM. Ha Beb-canTte http://www.microsoft.com/exporting/.

13. OTBETCTBEHHOCTb 3A HAPYLUEHME.
Momumo apyrux o6s3aTenbCTB, KOTopble Bbl HeceTe nepen CepBUC-NPoBaiaepoM, Bbl TaKkKe
cornaluaeTecb HECTU FOPUANYECKYIO OTBETCTBEHHOCTL HenocpeacTBeHHO neped Microsoft 3a no6oe
HapyLleHe HacTOSILLMX YCIIOBUM.
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Schedule 1

to the Data Centre Service Contract
Order No. 025 dated 01 December 2022
Valid from 01 January 2023

1.1.

1.2

1.3.

1.4.

TERMS OF SERVICES

1. SCOPE OF APPLICATION
These Terms of Services shall govern the terms of provision of the Services by the Operator to the
Subscriber, terms of use of the Services by the Subscriber, the procedure of liaison between the
Operator and the Subscriber, and any other matters not explicitly covered by the Data Centre
Service Contract (the “Contract”).
The list of the Services offered by the Operator under the Contract includes, but is not limited to, the
following:
¢ hardware colocation;
hardware leasing;
lease of a KVM-over-IP Switch;
status monitoring of hardware and services;
lease of Microsoft software;
storage of a spare parts kit and the “Remote Hands” service;
private networking;
routing of autonomous systems and IP networks;
DDoS protection.
The Operator shall provide the Services under the Contract to the Subscriber subject to the
specifics set out in these Terms of Services.
The Subscriber and the Operator shall have mutual rights and obligations as stipulated in the
Contract and these Terms of Services.

2. TERMS
"Operator" - System Service Limited Liability Company.
"Services" — the services and Additional Services inseparably linked to such services, both
provided by the Operator to the Subscriber under the Contract. The Subscriber shall at its discretion
order the range of the Operator’s services by registering at the Operator's Website and following
the respective instructions available at the specified Operator's Website. Besides, the Subscriber
may order the Services by telephone.
"DNS Server" - a domain name server containing configuration files of a registered domain.
"Hardware Colocation Service, Colocation" - the service, wherein the Operator accommodates
the Subscriber’s hardware at its territory in the data centre. This service also includes:
® provision of remote access to hardware;
backup power supply;
climatic regime support;
physical protection by a private security company;
simple servicing of hardware (reboot, insert a disk, etc.).
"Additional Services" — the “Remote Hands” service, Lease of an IP KBM Access Device, data
protection and other services, as specified by the Operator at the respective pages of the
Operator’s Website, provided by the Operator under the Contract, and not included in the Services.
"Hardware" — the Subscriber’s hardware or the Operator's Hardware to which the Subscriber has
access as part of the Services provided by the Operator under the Contract and these Terms of
Services.
"Data Centre" - the Operator's premises dedicated and equipped for colocation of server,
telecommunications, as well as auxiliary or other Hardware for purposes of provision of the
Services by the Operator under the Contract.
"Hardware Installation" — (Installation) - installation of Hardware by the Operator at its place in the
data centre, switching of Hardware to the Operator’s local network, connection to power supply.
"Technical Support of the Services" - technical measures taken by the Operator to support
uninterrupted power supply, control compliance with proper climatic parameters in the data centre,
ensure that the Operator’s local network is linked to Internet, and fulfilment of Subscriber’s requests
for Hardware rebooting and performance of simple operations relating to connection of the console,
as specified by the Subscriber.

24



"Hardware Leasing Service, Dedicated" — the hosting service, wherein the Subscriber takes on
lease a dedicated Operator’s server located in a data centre with the guaranteed power supply and
Additional Services.

"Administration, Administrator" - the Operator's management personnel acting on its behalf and
duly authorized.

"Subscriber" - a person who made a Contract (its representative, employee) and consumes the
Operator’s Services.

"Services" - hardware and software packages of the Services, such as electronic mail, http server,
etc.

"Technical Support" — technical measures taken by the Operator to cause functioning of the
services mentioned in the Contract, timely delivery of information to the Subscriber, as required for
proper functioning of such services.

"Technical Support Service" - the Operator's technical personnel, which provides Technical
Support.

"Control Toolbar" — the web Interface, mobile phone interface, as provided by the Operator to the
Subscriber for remote management of the Services, monitoring of services, the Services, etc. being
used.

"IP Address" — a device address in Internet or in the Operator’s network.

“Autonomous System” — the system of IP networks and routers which is managed by the
Operator or the Subscriber having the single Internet routing policy.

“Routing Policy” - a mechanism for choosing how packets should be forwarded based on a user-
developed policy.

"Software" - software.

"Traffic" - volume of information transmitted via network. The unit of traffic measurement is Byte.
The unit of channel bandwidth measurement is Bits per second. Multiplicative values can also be
used (kilobit, megabit, gigabit, etc.) where the multiplier value is 1024.

"Bit" - a basic unit of measuring information which is equal to the amount of information contained
in the experience having two equally probable outcomes. It is identical to the amount of information
contained in the answer to a question where the permitted answers are "yes" or "no", and no other.
"Byte" - a unit of digital information storage and processing; a set of bits processed by a computer
at the same time. In modern computing systems, a byte consists of 8 bits.

“0OS” — an operating system.

“Dashboard” — the web interface, mobile application interface, as provided by the Operator to the
Subscriber for remote management of the Services via Internet, monitoring of services, the
Services, etc. being used, which is hosted at the Operator's Website.

“Personal Account” — the account provided to the Subscriber by the Operator in the Operator’s
settlement system for purposes of recording of settlements between the Operator and the
Subscriber using the Dashboard.

"DDoS Attack"” — an excessive distributed network activity against an attacked source in order to
decrease and/or terminate its accessibility in full.

“Confidential Information” — all non-public information provided by one Party to another in
connection with performance of the Contract, other than the information which the Parties deem
jointly as non-confidential and which is not confidential under the applicable Russian laws.

“Spare Parts Kit” — Spare parts, tools and accessories, hardware of the Subscriber, which are
stored temporarily by the Subscriber at the Operator's premises and intended for prompt or
scheduled replacement, completing the set, upgrading and other actions with the Hardware hosted
at the Operator’s industrial site.

“Test Period” — the period when the Services (Service package) are delivered to the Subscriber by
the Operator on a free-of-charge basis, in accordance with the terms and conditions of the contract,
and within the limited period of time.

“Card Holder” — the Subscriber, an individual in whose name a bank account is opened.

“Bank Card” — a debit or a credit card issued by the Issuing Bank, used for cashless transactions,
and intended for performance of transactions by the Card Holder with the funds available in the
Card Holder’s bank account opened with the Issuing Bank, or with the funds lent by the Issuing
Bank to the Card Holder according to the Russian laws and the bank account agreement, or within
the established limit according to the loan agreement between the Issuing Bank and the Card
Holder, provided that such debit or credit card may be used by the Card Holder for payment for the
Operator’s Services. Under these Terms of Services, the Operator's Services may be paid using
the Bank Cards of such payment systems as VISA International, MasterCard International, MIR,
UnionPay, which are registered according to the applicable Russian laws (“Payment System”). In
this respect, the Issuing Bank shall have discretion to decide whether the specified cards may be
used.
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4.2.

“Issuing Bank” — a credit institution being a member of a payment system and issuing bank cards.
“Bank” — a credit institution of the Operator.

“Autopay” — the service of regular automatic money transfers (recurring payments) from the Card
Holder's (Subscriber's) Bank Card in favor of the Operator for provision of a Service by the
Operator under the Contract subject to the Card Holder’s pre-authorization by binding a bank card
in the Subscriber’s dashboard. Autopay provides the Subscriber with additional capabilities to pay
for the Services, and the very activation of such service does not cover the Subscriber’s obligations
to pay for the Services.

3. SUBSCRIBER’S REGISTRATION IN THE OPERATOR’S ACCOUNTING SYSTEM
All information disclosed by the Subscriber when registering in the Operator's accounting system
shall be true. If the Subscriber provides untrue information, the Operator may suspend the provision
of the Services to the Subscriber until true information is obtained from the latter.
If the Operator suspects that the Subscriber's information disclosed upon registration of the
Subscriber in the Operator's accounting system is untrue, the Operator may request additional
information from the Subscriber and/or demand confirmation of the provided information by the
Subscriber. The Operator shall send the respective request by e-mail to the Subscriber’s contact
address specified in the Contract and/or in the Operator’s accounting system.
If the Subscriber fails to provide additional information to the Operator and/or to confirm the
information provided by it earlier within Ten (10) calendar days following the Operator’s first
request, the Operator may suspend the provision of the Services to the Subscriber.
Upon registration in the Operator's accounting system, the Subscriber receives a unique
administrative password and login, causes them to be kept confidential and is responsible for all
actions, which will be made using such login and password.
The Subscriber shall be fully responsible for security of its credentials (login and password) and for
any loss or other damage, which can occur as a result of any unauthorized use of such information.
In case of actual or threatened loss or unauthorized access to the credentials, the Subscriber shall
send a request to the Operator for changing of its credentials.
If the Subscriber provides third parties with access to the resources and services available to it, the
Subscriber shall be solely responsible for actions of such third parties.

4. RIGHTS AND LIABILITY OF THE PARTIES

For the avoidance of any breach of these Terms of Services by the Subscriber, the Operator

recommends the Subscriber to abide by the network use policy adopted by the working group of the

Open Forum of Internet Service Providers (https://www.colocat.ru/doc/ofisp-008.html).

The Operator, while retaining all rights under the Contract, may also immediately suspend the

provision of the Services to the Subscriber upon the following:

® the Operator reasonably believes that use of the Services by the Subscriber can prejudice the
Operator and/or result in malfunction of hardware and software of the Operator and third parties;

® the Subscriber commits any actions with a view to send, publish, transfer, reproduce, distribute
in any manner and use in any kind, in full or in part, any software and/or other materials obtained
through the Services and protected by copyright or other rights, without the proprietor’'s consent;

® the Subscriber commits any actions with a view to send, publish, transfer, distribute in any
manner any information or software containing viruses or other malicious components;

® the Subscriber commits any actions with a view to send any information containing an
advertisement (spam) without consent of the addressee, and the addressees of the same file
written requests to the Operator with substantiated claims against the Subscriber.

® high consumption by the Subscriber of any Operator’s hardware systems resources, other than
guaranteed by the service plan, which results or can result in considerable degradation of the
servicing of other Subscribers. In this respect, the systems resources consumption degree shall
be determined at the exclusive discretion of the Operator. If the reason of high consumption of
the resources by the Subscriber cannot be eliminated, the Operator may recommend the
Subscriber to choose another more resource-intensive service plan or offer customized terms of
the Services. If the Subscriber refuses to accept such offer, the Operator may terminate the
Contract by reason of technical unavailability to continue provision of the Services without any
indemnification to the Subscriber;

® the Subscriber commits any actions with a view to send, publish, transfer, distribute in any
manner information about third parties, which are not true and/or otherwise discredit honour,
dignity and business reputation of individuals or business reputation of legal entities;

® the Subscriber commits any actions with a view to send, publish, transfer, distribute or use
personal identification details (names, addresses, telephone numbers, etc.) of third parties,
unless these parties expressly authorized the Subscriber to make such use;
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e (distribution and/or publication of any information, which conflicts with the applicable Russian
laws, licenses issued by the Russian Ministry of Communications (Russian Ministry of
Information Technologies and Communications), international law provisions and prejudices
rights of third parties;

® publication or distribution by the Subscriber of any information or software containing codes,
which effect is comparable with the effect of computer viruses or other equivalent components;

® advertising of services, goods, other materials, which distribution is limited or prohibited by the
applicable Russian laws;

® simulation of any IP addresses, MAC address, own IP address and any addresses used in other
network protocols, as assigned to the Subscriber, when transmitting any data in the Operator’s
network;

® use of any non-existent return addresses when sending e-mail letters and other messages;

® any actions are committed with a view to disturb normal operation of the Operator's network
elements (computers, other hardware or software) not owned by the Subscriber;

® any actions are committed with a view to gain unauthorized access to a Network resource
(computer, other hardware or an information resource), further use of such access, destruction
or modification of software or data not owned by the Subscriber, without consent of proprietors
of such software or data or the administrators of such information resource. Unauthorized
access shall mean any access using a method other than intended by the resource holder;

® any actions are committed to transmit to computers or hardware of third parties any meaningless
or useless information creating excessive (unwanted) load on such computers or hardware and
on intermediate network sections, to the extent beyond the minimum required for testing of
network connectivity and availability of its certain elements;

® any actions are committed to scan network nodes with a view to identify internal structure of
networks, security vulnerabilities, lists of open ports, etc. without the express consent of the
owner of such scanned resource;

® any other actions are committed, which are not covered by the Contract and/or these Terms of
Services, but entail criminal elements or administrative offence elements or violate rights and
legal interests of third parties;

® the Operator receives a respective request or instruction from any governmental, regulating or
other competent authority.

The Operator does not control the content of any information kept, published or distributed by the

Subscriber using the Services provided under the Contract and shall not be responsible in any

manner for accuracy, quality and content of such information.

The Operator shall not be responsible for the content of data notes created and maintained by the

Subscriber or third parties and will not provide for any preliminary censorship. However, the

Operator may, if appropriate, control the content of information resources of the Subscriber and its

users. In case of any express violation of the applicable Russian laws by the Subscriber, the

Operator may suspend the provision of Services without a prior notice to the Subscriber.

The Operator shall not be liable for any violation of third party rights as a result of any actions

committed by the Subscriber using the Services provided by the Operator to the Subscriber under

the Contract.

The Operator will not be liable in respect of any Subscriber’s claims regarding quality of connection

with Internet, which are connected with performance of networks of other providers, the policy of

traffic exchange between providers, performance of Subscriber's hardware and software and any
other circumstances beyond the competence, influence and control of the Operator.

The suspension of the Services by reasons not specified in clause 4.2 hereof shall not be

considered as an interruption of the Services by the Operator and may not be considered as the

Operator’s default on its obligations under the Contract.

Any suspension of the Services and/or disabling of Subscriber's hardware or software shall be until

the Subscriber fulfils the Operator's request to remedy the violations and inform the Operator to

such effect and shall not release the Subscriber from all its obligations under the Contract.

The Subscriber may suspend provision of the Services to the Subscriber for a period required by

the Operator to perform routine maintenance of its hardware subject to a prior notice to such effect

to the Subscriber at least 24 hours before proceeding to such maintenance.

In course of its operations and for purposes of stable performance of the network and its

components, the Operator may set priorities for certain types (protocols, signatures, etc.) of traffic.

5. PROCESSING OF REQUESTS AND/OR ORDERS BY THE TECHNICAL SUPPORT SERVICE
The Technical Support Services is responsible for control and management of hardware and
systems software, causes proper servicing of the Subscriber to the extent contemplated by the
Contract, and processes the following Subscribers’ requests:
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® requests for localization and troubleshooting in connection with performance of the Services
made available by the Operator to the Subscriber under the Contract.

® requests for changes in Hardware configuration.

A Subscriber’s request shall constitute the basis for the respective Operator’s actions. Such request

shall be given by the Subscriber via e-mail strictly to support@colocat.ru. If settings should be

changed considerably, a request shall contain authorization details (login, e-mail specified by the

Subscriber upon registration).

All Requests and/or Orders will be processed by the Operator on a first in, first out basis. The

processing time shall not exceed twenty four (24) hours.

All e-mail Requests and/or Orders shall be sent to support@colocat.ru and be win1251- or koi8-R-,

or utf8-encoded in the format defined by RFC-822. A Request and/or Order shall clearly and

accurately specify tasks to be fulfilled.

The Technical Support Service is under no obligation to consult in matters relating to programming,

web design, script settings and programs of the Subscriber, and in any other matters. Such

consultations may be provided by the Operator on an additional fee basis subject to an additional

agreement.

Replies to any standard frequently asked questions may be given as references to a respective

page at the Operator’'s Website or in Internet.

The Operator may deny fulfilment of any Subscriber's Request and/or Order by the following main

reasons:

® no authorization information, if authorization was required;

® request to provide services not consistent with terms and conditions of the Contract;

® the Operator has suspended provision of the Services to the Subscriber by reasons
contemplated by the Contract and/or these Terms of Services.

If the Subscriber has any claims regarding the fulfilment of Requests and/or Orders by the

Operator, the Subscriber may contact the Operator's Administration via e-mail:

manager@colocat.ru. The Operator shall reply to the Subscriber in respect of any claims regarding

non-fulfilment of Requests and/or Orders not later than in two business days following the receipt of

a respective claim by the Operator.

6. VOICE AUTHORIZATION.

The purpose of Voice Authorization is accurate identification of the Subscriber in the Operator’s
accounting system. The Subscriber may make use of the “Voice Authorization” service. Voice
Authorization constitutes 3 pairs of questions and respective answers (“Question-Answer”), which
shall be specified upon execution of the contract and kept by the operator only (“Voice
Authorization”).
If any information should be provided to the Subscriber about the Services provided to it, or any
actions should be taken, all when using Voice Authorization by phone, the Technical Support
Service shall ask, at its discretion, from one to three security questions, and, if the Subscriber
answers correctly, its request shall be fulfilled.
When using Voice Authorization, the Subscriber may receive only the information regarding:
personal account balance and any expected Service disabling;
domain names registered in the Subscriber's name and periods of their registration;
any Additional Services enabled by the Subscriber;
numbers and amounts in the Subscriber’s accounting documents;
contact e-mail addresses, telephone and fax numbers.
No other information (in particular, the Subscriber’'s personal details, banking details, etc.) will be
provided upon Voice Authorization.
When using Voice Authorization, the Subscriber may do the following by efforts of the Operator’s
engineers on duty:
® hardware reboot/restart;
® hardware power on/off (with no installation and uninstallation);
® enable/disable the rented network interface and/or hardware;
® any other actions by efforts of engineers on duty and not being irreversible for the Subscriber’s

hardware and data.
All actions will be done with no prior diagnostics of Hardware status, without connection of a
console, monitor, keyboard, without guarantee of server performance after reboot and diagnostics
of causes of the same).
An Operator’s officer may request any additional information from the Subscriber to identify the
latter, if such officer has any doubts regarding the Subscriber’s reply given in course of its Voice
Authorization.
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An Operator’s officer may deny Voice Authorization and do not run it without explanation of reasons

upon the following:

® the Subscriber gives an incorrect answer to any of the questions in course of Voice
Authorization;

® the Subscriber gives an incorrect answer to request for additional information;

® any of the Voice Authorization “Question-Answer” pairs are detrimental to the public interest,
principles of humanity and morals (in particular, contain obscene words, antihuman incitements
offending human dignity or religious feelings).

7. INFORMATION SECURITY AND DATA INTEGRITY
Unless otherwise expressly stated in the Contract, the Operator shall provide for basic informational
security of Subscriber’s servers and resources to the extent governed by ordinary conditions.
The Operator shall not be liable for any theft of Subscriber's passwords; however, it shall promptly
change such passwords by a Subscriber’s request.
If no current Operator's Services of protection from DDoS attacks are made available to the
Subscriber, this shall not fall within the Operator’s responsibility area. If any DDoS Attack on the
Subscriber's server is found, provided that such attack affects materially the performance of
network equipment or is beyond actual capability of the subscriber’s self-protection means (attacks
aimed at overflowing the capacity of communication channels, attacks aimed at overloading the
network equipment of the Operator or the Subscriber, etc.), the Operator may block access to the
attacked IP address at the Subscriber’'s hardware from other networks for the period of such attack,
and the blocking method shall be chosen by the Operator at its discretion.
The Operator shall prevent any third parties from access to the Subscriber's hardware, unless
permitted by the Russian laws.

8. SOFTWARE PERFORMANCE AND INTELLECTUAL PROPERTY RIGHTS
The Operator shall cause performance of the Services provided to the Subscriber under the
Contract and compatibility of the same with other software to the extent governed by the
documentation for respective services.
The Operator does not warrant to the Subscriber that any software developed by the Subscriber or
third parties will operate and be compatible. All other software may be installed and operated by the
Subscriber at its own risk without any Operator’s warranty.
The Operator may suspend, block or prohibit the Subscriber from using any software, where
operation of the same results or can result in emergencies, security breach or violation of these
Terms of Services or the Contract.
Nothing in these Terms of Services may be interpreted as grant or assignment of any intellectual
property rights of one Party to another.
Each Party shall be independently liable for any loss, damage or costs incurred by it in connection
with any breach of intellectual property rights of third parties in course of performance of the
Contract and the Terms of Services.
The samples and images of distributive disks with operating systems for their use at the
Subscriber's resources shall, if appropriate, be licensed by the Subscriber separately and not
included in the cost of the Services.
The Subscriber agrees that the Operator and its officers may inspect and audit the resources
provided to the Subscriber in order to verify correct licenses to use software products and
technologies of third parties.
If any breach of licensing terms is found, the Subscriber shall remedy the same as soon as
practicable and pay for licenses to software and technologies of third parties being used.
The Subscriber agrees that the Operator's Services connected with provision of non-exclusive
rights to use licensed software shall not include any customization, deployment, configuring,
administering and consulting in respect of customization, deployment, configuring and administering
of software products and technologies of third parties.

9. SPECIFICS OF SERVICES

The Subscriber shall be fully responsible for compliance with the Russian laws of information
contained in the Hardware accommodated or rented in the Operator’'s data centre and of the fact of
publication (distribution, transmission) of such content.

If the Operator receives from third parties any reasonable claims that the information contained in
the Subscriber's hardware accommodated or rented in the Operator’s data centre infringes third
party rights (including intellectual rights), the Operator shall send a notice to the Subscriber
containing contact information of a person filing a claim. If the Subscriber within Five (5) business
days following the giving of the notice by the Operator to the Subscriber fails to take efforts with a
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view to settle a dispute with a person filing a claim or to remove disputable information from its

hardware accommodated or rented in the Operator's data centre, the Operator may suspend the

provision of the Services to the Subscriber to the extent relating to distribution of such disputable

information, subject to notice to the Subscriber to such effect.

The Operator does not warrant that the Services will be provided to the Subscriber without any

interruption whatever and will not be responsible for quality and other specifications of Software

and/or Hardware used by the Operator and/or the Subscriber, where the same depend on the

manufacturer or third parties, and/or where such specifications may not be classified or evaluated.

In addition to clause 4.2 hereof, the Operator may also immediately suspend the provision of

Services to the Subscriber, if any sites with advertisement of illegal activities, sites of high-yielding

investment funds, lottery sites, spam resources and other resources advertised by spam are found

at the Hardware accommodated or rented by the Subscriber.

Any suspension of the Services and/or disabling of Subscriber's hardware or software will be done

by the Operator until the Subscriber meets the Operator’s request to remedy the violations and shall

not release the Subscriber from all its obligations under the Contract.

The Operator does not control the data flow available via Internet and, among other things, shall not

be liable for any Subscriber’s loss connected with its activities in Internet, and does not warrant that

the content of the Subscriber's Hardware will not be accessed by any third parties without

authorization.

The Operator shall not be responsible for performance and accessibility of certain Internet

segments.

The Operator shall not be responsible for quality of public communications channels via which the

Subscriber accesses the Services.

The Subscriber shall control by own efforts that the Software run on its own or rented Hardware is

protected and updated, timely update Software versions or modify the configurations according to

the instructions and requirements published by Software developers and/or Internet security

services.

The Subscriber shall suppress any unauthorized access to the software and hardware being used

and do not allow usage of its or Operator’s resources for any attempts of unauthorized access to

other Internet resources. In particular, the Subscriber shall not permit the following at its hardware:

® packages with invalid source address (IP source address) are coming from the server;

® DNS packages with intentionally distorted data are coming from the server;

® any malicious software is present on the server;

® any software intended for unauthorized access to information is present and/or runs on the
server;

® any e-mail messages are sent from the addresses not belonged to the Subscriber's network
(domain) are sent from the server;

® any server software uses passwords set by default;

® a server is intentionally or non-intentionally used for active or passive distribution (by mail, icq,
etc.) of ad messages (spam);

® intentional use of another’s, incorrect or non-existing return address of a sender in e-mail
message; mailbombing (sending of numerous identical e-mail messages to the same e-mail box)
and subscription of anyone for the mailing list without consent of such persons;

® a server is used for advertising of spam services, distribution of e-mail address lists, a server
contains links to such information.

For purposes of verification of compliance with security requirements, the Operator reserves the

right to scan regularly any Subscriber’s services and servers using dedicated Software, provided it

does not inflict any damage on its hardware and data contained therein. The Operator may notify

the Subscriber of any vulnerabilities found by such scanning, and the Subscriber shall take efforts

to remedy the same.

The Operator warrants at least 99.95% accessibility of Hardware Colocation and Hardware Leasing

Services throughout the year. Any Subscribers’ claims regarding inaccessibility of the Operator’'s

Services to the extent of 0.05% per year may not be considered reasonable.

If this obligation is not met through the Operator’s fault, the Subscriber may claim indemnification

for Interruption of the Hardware Colocation and Hardware Leasing Services. The basis for

calculation of such indemnification shall be the cost per hour amounting to 1/720 of monthly cost of

the Services. Total time of the Service Interruption shall be calculated as the sum of all Interruptions

less non-indemnified Service Interruption equal to the accessibility ratio specified in this clause, and

rounded to the whole number of hours as follows: if a part hour is Thirty (30) and more consecutive

minutes, it shall be rounded upwards, if a part hour is less than thirty consecutive minutes it shall be

rounded downwards.
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This indemnification shall constitute the sole and exclusive remedy of the Subscriber in case of
damage resulting from malfunction of the Services.

Any communications interruptions resulting from routine maintenance or circumstances occurring
not through the Operator’s fault shall not be considered as Service Interruption.

Service Interruption start time shall be the time when the Subscriber contacts the Operator's
Technical Service and/or the time determined against readings of the Operator’'s monitoring service,
and/or the time when the failure is found by the Operator. The Service Interruption end time shall be
recorded by the Operator upon completion of remediation.

The Subscriber in connection with use of the Operator’'s Hardware Colocation Service shall warrant
that the hardware accommodated in the Operator’s data centre is lawfully held by the Subscriber, is
not subject to any dispute, seizure, pledge or encumbrance with third party rights. The Subscriber
shall bear the sole responsibility under the warranties given in this clause. In case of any effects
adverse for the Subscriber connected with any breach by the Subscriber of warranties given in this
clause of the Terms of Service, the Operator shall not be liable for such effects.

10. TERMS OF HARDWARE LEASING SERVICES

If the Operator provides hardware, software and technical aids, the Subscriber shall use the same

solely to obtain the Operator’s Services. The Subscriber shall be fully liable for any violation of the

Operator’s and third parties’ rights to such software provided and/or damage to or loss of such

hardware and technical aids provided.

The Subscriber at the hardware provided shall:

® use one MAC address for each port dedicated for connection. If any switching equipment is
connected to the Operator’s port, or a server virtualization technology is employed, the number
of MAC addresses allowed at the dedicated port shall be specified separately;

® exclude any use of protocols and Spanning Tree, Multicast, Broadcast Forwarding technologies,
and all other types of Broadcast, other than ARP, at all interfaces connected to the Operator’s
network;

® use the standards referring to this technology and included in RFC2600 (STDO0001 Internet
Official Protocol Standards) [https://www.ietf.org/rfc/rfc2600.txt].

If any components of the hardware rented by the Subscriber are broken down, the Operator shall

replace all such broken down components for the similar ones within 12 hours and at its expense. If

the appropriate components are unavailable, the Operator may replace such broken down

components with the ones which properties are not worse than the properties of the replaced

components or with any others as agreed with the Operator.

If any “Customized” components (not available in the Charge Rates by the time of their failure) of

the hardware rented by the Subscriber are broken down, the Operator may replace them with the

similar ones from among available in the Operator’s stock. If the appropriate components are not

available to the Operator, the Operator shall not liable for any hardware downtime while new

components are being delivered to the Operator by suppliers.

The delivery time of the Service shall be shifted pro rata the time of repairs and rounded to 24

hours. Time of failure shall mean the time of the Subscriber’s notice to the Operator’s duty services.

The Operator shall not be responsible for integrity of any Subscriber’s data on the broken down or

replaced hardware. Data recovery on such hardware and data migration to new Hardware shall be

a separate paid service.

Operating systems will be installed on the server hardware delivered to the Subscriber as part of

the Hardware Leasing Service only.

The Operator shall perform primary installation of an operating system on the hardware provided to

the Subscriber upon the following:

® an operating system is intended for operation with rented hardware;

the Subscriber has a license to use an operating system;

an operating system is supported by a general public license (GPL, BSD, etc.);

the license is rented under the Microsoft SPLA and other programs;

operating system installation package is legally available in Internet for downloading and use by

any person (Open Source).

The Operator will not install and customize any other software, unless included in the minimum

configuration of the operating system. Basic installation shall not include creation of a software

RAID.

Basic installation and customization of an operating system includes:

® hard disk partitioning;

® formatting of partitions;

® installation of an operating system to the minimum extent required for performance of the
network and server remote control tools;
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® network interface customization (IP address, default gateway, netmask, name server address);

® setting of password for systems administrator and/or single user;

® customization of server remote control tools. In the Windows operating system, Remote Desktop
is used as such. In other systems, such as Linux, FreeBSD, etc. - Secure Shell - ssh.

The Operator shall test the installed operating system and its performance by sending ICMP

queries to the network edge router or another resource beyond the Operator's control, and by

successful authorization at the server using remote administration tools.

11. RENTAL OF KVM-OVER-IP SWITCH
For purposes of the Hardware Collection or Hardware Leasing Services, the Subscriber may need
remote access to hardware at the level of direct independent physical connection. The Operator, at
the Subscriber’s request, will connect a KVM-over-IP Switch (the “Switch”) to the Subscriber’s
hardware subject to availability of devices (not being used by other subscribers) by efforts of the
Technical Support Service.
The Switch shall be connected directly to ports of the Subscriber's hardware using VGA (D-Sub
DB15-F) and USB, and COM connectors. If no such connectors are available in the hardware, the
Switch will not be connected, and the service will not be provided.
To enable to the “Rental of KVM-over-IP Switch” service, the Subscriber shall have at least 1 Mbit/s
Internet connection.
The Subscriber shall be fully responsible for any impossibility to use the Switch. The Operator
ensures only the connectivity to the Switch using the access details provided.
The Subscriber will be provided with unique details of access to the Service for the period of its use.
The Subscriber shall be fully responsible for all actions taken using the details of access to the
Switch.
Maximum availability time of the Service - not more than 4 hours at a time, unless otherwise
separately provided. Following the expiry of this time, the Service may be terminated without any
additional notice to the Subscriber.
The Service will be made available upon a Subscriber's Request and/or Order within 4 hours
subject to technical availability. Following the expiry of this time, the Operator may make the Switch
available to another Subscriber.

12. HARDWARE ACCEPTANCE, ACCOMMODATION, UNINSTALLATION AND REMOVAL AS
PART OF THE HARDWARE COLOLCATION SERVICE

The Subscriber shall at its expense deliver the Hardware and hand it over to the Operator at the
address of the data centre notified by the Operator and at such date and time as will be agreed with
the Operator. The Operator will not keep any tare or package of the Subscriber’'s Hardware and will
not arrange its return to the Subscriber or its disposal.

In course of acceptance of hardware for colocation, the Subscriber shall deliver the Hardware to the
Operator's authorized representative. The delivery of the Hardware shall be recorded in the
Hardware delivery statement, each Hardware unit shall be assigned with a registration number, and
the location of the Hardware shall be determined.

Upon expiry of the Contract, the Operator by a Subscriber’s request shall return the Subscriber’s
own Hardware within ten days, unless otherwise provided by the Contract.

If the Subscriber upon expiry of the Contract failed to accept its own Hardware from the Operator
within Thirty (30) calendar days following the expiry of the Contract, the Operator may dispose of
such Hardware at its discretion without any compensations to the Subscriber.

Unless otherwise specified in the Contract, the Operator will not close down any programs running
on the Hardware before its power-off.
The Hardware may not be returned to the Subscriber, until the latter pays any and all amounts due
to the Operator under the Contract. Until such payment, the Operator may retain the Hardware
according to articles 359-360 of the Russian Civil Code.
For purposes of accommodation of the Subscriber’'s Hardware in the data centre, the Operator shall
provide the required number of data racks, passive networking equipment (cables, connectors,
switch boards, patch cords of various types), socket strips and other required components, IEC C13
power cables, fasteners (screws, washers and screw nuts for 19" racks/cabinets) and the required
manual tools. Other elements, cables, cords, modules, connectors, adapters, etc. as required for
the correct operation of the equipment shall be provided by the Subscriber.
For purposes of Hardware performance, 220V AC, 50Hz (clean sinusoidal form) uninterrupted
power supply shall be provided. If any other power supply parameters are required by the
Hardware, the appropriate transformers will be provided by the Operator to the Subscriber.
For purposes of access to Subscriber's resources from Internet and access to Internet from
Subscriber’s resources the Subscriber's Hardware shall be connected to the data centre local area
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network. The Subscriber's Hardware shall be connected to the data centre network using Ethernet
routers. The Operator shall provide the required number of Ethernet router ports to connect the
Subscriber's Hardware. Any increase in the number of Ethernet router ports rented by the
Subscriber shall be subject to execution of an addendum between the Parties.

The Operator shall inform the Subscriber's technical personnel of any routine maintenance of
networks and sites by giving at least a Two (2) business days’ notice. The aggregate downtime of
the Subscriber's Hardware and/or unavailability of access to Subscriber’s resources from Internet,
and/or unavailability of access to Internet from Subscriber's resources shall not exceed Six (6)
consecutive hours in night time and Two (2) hours in day time.

The Operator shall duly maintain the Subscriber’'s Hardware accommodated under the Contract in
the Operator’s data centre and keep it safe, secure and otherwise, as required for normal operation
thereof according to requirements to Hardware operation and other regulations, and for this
purpose shall at least ensure 24/7 performance of fire and intruder alarm systems, thermal and
humidity regime maintenance system, automated gas fire-fighting system, power supply protection
system, security system and other management and technical services.

For purposes of informational and physical security, the Operator's personnel must inspect the
Hardware to be accommodated by the Subscriber, using photo/video recording facilities and
perform the performance check of such Hardware. The inspection shall be conducted both at initial
delivery of the Hardware to the Operator’s data centre and after each maintenance by Subscriber’'s
efforts, and shall include inspection of each Hardware item from inside. The said inspection shall be
conducted in presence of a Subscriber’s representative. If any inoperable Hardware components
are found, the Operator may refuse the Service to the Subscriber and do not accept such Hardware
for accommodation.

Any change in the composition of colocated Hardware components during the operation shall be
recorded in the Hardware Composition Change Statements to be signed by authorized
representatives of the parties.

The Operator's data centre personnel will power off the Hardware, where so provided by the
Contract and the Terms of Services. If the Subscriber has not given a prior notice to the Operator’'s
data centre personnel as to how its Hardware should be powered off, it will be powered off by such
method, as will be considered reasonable by the Operator’s data centre personnel. In the latter
case, the Subscriber shall be solely responsible for correct performance of the Software, as
installed on the accommodated Hardware, after such power-off.

Time and place of transfer of the Hardware shall be designated by the Operator.

In course of redelivery of the Hardware to the Subscriber, an Operator’s authorized officer shall
hand over the Hardware to the Subscriber’ against the Hardware Re-Delivery Statement.

Any Installation or uninstallation of Hardware in the data centre shall be by the Operator’s efforts
only.

13. REQUIREMENTS TO HARDWARE ACCOMMODATED IN THE OPERATOR’S DATA
CENTRE

The Subscriber's Hardware shall be subject to expert examination by an Operator’'s technical
representative, who may require its replacement or modification, if appropriate.
The Subscriber's Server Hardware shall be enclosed and prepared for accommodation in a 19"
server rack or cabinet. 1 Unit (1U) shall be equal to H 45 mm, W 475 mm (19"). Depth shall not
exceed 750 mm, weight of 1U hardware shall not exceed 30 kg.
The Subscriber shall provide the Operator with all standard accessories necessary for
accommodation of the Hardware in a rack, such as 760 mm skids, power cables or power adapters
for EU socket, F type (Schuko), as per CEE 7/4, 7/7, 7/16, 7/17, if a hardware connector is other
than C14 under the IEC, and other accessories for rack mounting of hardware.
Any Server Hardware in non-commercial enclosures and any heavily dusted Hardware will not be
accepted for accommodation. The Hardware accommodated by the Subscriber shall meet technical
requirements and requirements to electrical safety, as applicable to hardware accommodated at
communications nodes, and be accompanied by conformance certificates issued by the Russian
Gosstandard.
Power consumed by each Hardware unit shall not exceed three thousand (3,000) Watts per each
power unit separately. If the Subscriber's hardware consumes more power, the Operator may
power off such hardware.
The Hardware shall provide for its connection to an Ethernet router via a copper twisted pair (RJ45
connector) of at least Cat5e class according to GOST R 53246-2008 and GOST R 53245-2008. In
case of any alternative connectivity options, all interface converters shall be provided by the
Subscriber.
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The Subscriber shall perform the actions specified by the Operator's data centre technical
personnel to configure Hardware network interfaces.

The correct performance (not more than 1% loss of all IP packages) of Ethernet router ports is
guaranteed at peak load not exceeding 70% of the installed port capacity. No data transmission
errors shall be registered at the router port rented by the Subscriber after its connection. High level
of errors (more than 10% of all IP packages) at the router port shall constitute the basis for
suspension of the Services.

14. ACCESS TO HARDWARE AND SUBSCRIBER VISITS OF DATA CENTRE

The Subscriber may have its Hardware accommodated under the Contract in the Operator’'s data

centre undergo routine or other operations.

The operations mentioned in clause 14 hereof may be conducted by the Subscriber’s technical

specialists having knowledge adequate for unassisted (by the Operator’s personnel) performance of

the required operations.

The Subscriber may have physical access to the Hardware accommodated under the Contract in

the Operator’s data centre during business days from 9:00 to 18:00, subject to at least a twenty-four

(24) hours prior request and total time not exceeding Ten (10) hours per month. Business days

shall mean calendar days of a year, other than weekends (Saturday, Sunday) and public holidays

(subject to any weekends and public holidays carried over according to the applicable Russian laws

and Ordinances of the Russian Government).

The Subscriber may have urgent access (at any time without limitations) to the Hardware

accommodated under the Contract in the Operator's data centre subject to at least a 30 minutes

prior notice to be given before the Subscriber’s arrival and a separate fee to be paid by the

Subscriber.

Access to the Hardware may be provided to not more than two representatives of the same

Subscriber at a time. The Subscriber’s access may be limited

® where the date of its visit of the Operator’s data centre falls on a weekend (public holiday);

® where any of the circumstances specified in clause 8 of the Contract occur;

® where routine scheduled maintenance is conducted and/or emergency occurred in the
Operator’s data centre;

®* where a Subscriber’'s representative has no power of attorney from the Subscriber to do
operations with the Hardware.

The duration of Subscriber's operations in the Operator's data centre shall not exceed seven

consecutive hours. If the time required for completion of operations is exceeded, the Subscriber

shall pay for additional time subject to charge rates.

The Subscriber is permitted to do the following in the Operator’s data centre:

®* make operations with its own Hardware only without interfering with operation of surrounding
equipment;

® accommodate the Hardware in a rack; do switching, by efforts of a duty engineer;

® receive technical advice from Hardware Colocation Service specialists of the Technical Support
Service in case of any difficulties with customization of the Hardware;

® customize and repair its Hardware in a dedicated place only, as will be designated by the
Operator in its data centre.

The Subscriber is not allowed to do the following in the Operator’'s data centre:

®* make any connection to equipment not owned by the Subscriber;

® change Hardware switching;

® enable or disable any data centre utility equipment;

® smoke and be under the influence of alcohol.

Subject to agreement with the Operator, the Operator may provide the Subscriber with console

access to the Hardware without the need to uninstall the Hardware (rental of a KVM-over-IP

switch).

15. HARDWARE AND SERVICES STATUS MONITORING SERVICE

The monitoring service means regular testing of accessibility of hardware and services
accommodated in the Operator’s data centre only.

The hardware and services to be monitored shall be specified in a Subscriber's request. The
following services can be monitored: FTP, HTTP, HTTPS, SSH, POP3, SMTP, IMAP, DNS,
MySQL, PING, TCP, UDP. The Operator shall provide the Subscriber with an IP address of the
server from which testing will be run, and issue additional instructions to the Subscriber regarding
customization of services for their testing. If such instructions are not fulfilled, monitoring will be
suspended.
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The Operator shall inform the Subscriber of any critical changes in hardware and/or service status
on a 24/7 basis by sending an SMS to a mobile phone or by sending an e-mail message to the
Subscriber, as prescribed by these Terms of Services.

An SMS is sent only upon confirmation by the Subscriber of its mobile phone number. This
confirmation shall be done by sending a test SMS to the Subscriber’'s designated mobile phone
number with a unique identification code. If the Subscriber fails to communicate to the Operator the
identification number specified in the message or communicates its incorrectly, the SMS notification
service will not be provided. Sending will be done to one mobile phone number only.

The Subscriber may refuse from receiving of e-mail or SMS notifications at any time. For this
purpose, it shall inform the Operator to such effect via the technical support service. The Operator
will disable the notification function within 24 hours during normal business. The resources will be
monitored at the main IP address assigned to the Subscriber by the Operator only.

The hardware status will be tested by regular sending of an ICMP message to the Subscriber’s
hardware at 5-minute intervals and, if status has changed, at one-minute intervals. Hardware status
change after 10 test attempts shall mean the discovery of a problem, unless the hardware has any
tested services. If the hardware has any tested services, such services shall be tested. A notice
shall be sent in case of hardware status change for “on”, “unavailable”, “back up and running”. The
repeated testing shall occur each 120 minutes. The Operator may disable repeated sending of
messages, if information about the problem has been communicated to the user by any other
communication means.

Status of services shall be tested regularly. In case of normal status, service is tested each 10
minutes, upon any change in service status - each 2 minutes. Service status change after two
testing attempts shall mean the discovery of a service problem. If all services of the designated
hardware are recognized problematic, the hardware shall be tested.

A notice shall be sent in case of service status change for “warning”, “unknown status”, “critical
error’, “back up and running”. The repeated sending shall occur each 60 minutes. The Operator
may disable repeated sending of messages, if information about the problem has been
communicated to the user by any other communication means.

The monitoring system history contains records of 21 most recent changes in status of hardware
and services in order to detect any blinking (regular change of status). If hardware or service
blinking is detected, sending of messages shall be temporary suspended. Sending of messages
shall be resumed, if blinking disappears after analysis of the latest changes.

Messages are sent on a 24/7 basis. The Operator does not warrant that SMS messages will reach
the Subscriber, since this procedure is beyond the Operator’s control. The Operator shall not be
responsible for any monitoring system actuation resulted from technical or routine operations,
suspension of the Services under a contract and any other actions of the Operator and third parties
under the Contract and the Terms of Services.

The Operator may disable the monitoring service upon the following:

e Hardware or Service status blinking is detected;

¢ sending of more than 20 SMS per hour;

¢ the hardware or a service is in problem detection status for a long time (more than 4 days).

The Operator shall not be liable for effects of any SMS non-delivery to the Subscriber in case of
failures of mobile communications providers to deliver such messages by any reasons.

16. RENTAL OF MICROSOFT SOFTWARE.
The service of rental of Microsoft software (the “Service”) is the provision of remote access to
computer software (the “Product”) of Microsoft Ireland Operations Limited (“Proprietor”) subject to a
monthly fee.
Microsoft software is provided by the Operator under a license agreement with Microsoft SPLA,
which authorizes to use such software for commercial purposes.
Nothing in the Contract or the Terms of Services does or may constitute the transfer of exclusive
intellectual property rights of the Proprietor and/or the Operator.
By request of the Proprietor and/or the Operator, the Subscriber shall take measures necessary to
cancel any transfer of rights effected in violation of the proprietor’s (Microsoft) requirements.
The software rented by the Subscriber from the Operator may be installed on the Operator’s
hardware rented by the Subscriber only.
The Subscriber must not remove, alter or conceal any copyright notices, trademarks or other
notices of proprietary rights, as contained in the Proprietor’s Products;
The Subscriber must not reverse engineer, decompile and disassemble Proprietor's Products,
unless otherwise expressly provided by the applicable Russian laws.
The Subscriber assumes and agrees that neither the Operator, nor the Proprietor, not its affiliates
shall be liable and indemnify for any loss resulting from use of Services;
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The Proprietor and its affiliates do not provide technical support in respect of provision of Services;
The Subscriber consents to disclosure of information relating to the Operator about its name and
details in respect of corporate End Users or personal data in respect of individual End Users to the
Proprietor and its affiliates.

The Subscriber confirms and agrees that the Proprietor's Products are not fault tolerant. The
Proprietor’'s Products are not intended for use when a failure of such Proprietor’s Product can cause
death or serious injury to any person, or serious physical damage or harm to environment
(“hazardous use”). The Subscriber is not granted with the right to use the Proprietor’'s Products for
purposes or in connection with hazardous use, including, but not limited to, for application in
aviation or other public transport systems, nuclear power stations or chemical plants, medical
devices;

The Services are provided to the Subscriber subject to the limitations stipulated in Exhibit 1 to these
Terms of Services and the Proprietor's SPUR (Service Provider Use Rights) available at the
Proprietor's official website at https://www.microsoft.com/licensing/docs/view/Services-Provider-
Use-Rights-SPUR.

For purposes of obtaining the Services, the Subscriber shall provide the Operator within Two (2)
business days following the order of a Service with remote access to Subscriber's hardware and/or
software, as required for entering of registration details, which are used when the Subscriber
receives Services under these Terms of Services.

The Operator shall provide the Subscriber with remote access to the Proprietor's Products within
Two (2) business days following the delivery of Services. If the Subscriber fails to perform when due
the obligations under clause 16.13. of the Terms of Services, the period for delivery of Services
shall be shifted on a pro rata basis without any penalties and/or other limitations on the Operator.
The billing period for purposes of the Service fee shall be a calendar month (since 00:01 of the 1st
day of the month until 23:59 of the last day of the month).

The Service fee and cost shall be payable for the entire month when paying for the calendar month
in which actual use of the respective Services commenced and for the calendar month in which
their actual use terminated.

The Subscriber shall promptly provide the Operator and/or an independent auditor with any
information which the latter may reasonably request for purposes of inspection of compliance with
terms of licensing, including access to all servers on which Proprietor’s software is running and to
which the Subscriber is provided with remote access.

If any illegal use of Proprietor’s software is found by any inspection of compliance with these Terms
of Services, the Subscriber shall pay 125% of the price per each unpaid license (access to
software) at the Operator’s rates applicable by the time when such unauthorized use is found. Until
the Subscriber provides reasonable proof of other scope and time, the Operator may consider the
software not included in the list of Services provided to the Subscriber in the Billing Period of use of
Proprietor’s software has been being in place since the execution of the Contract.

If the Subscriber is provided with Services at the hardware to which the Operator has no
administrative access rights, the Subscriber shall be liable for any illegal use of software and other
violations of licensing regulations at such hardware.

The Subscriber shall be liable for any violation of licensing regulations, including for any improper
exercising of the license migration right in respect of Software Assurance.

The Subscriber is aware of the list of software which licenses may be migrated via Software
Assurance, and software for which no such right is available (e.g. Windows Server and Office).

The Subscriber shall inform the Operator of the intention to allocate any Proprietor’s software using
the right to migrate licenses for Software Assurance and submit the License Mobility Verification
Form within Ten (10) calendar days following such allocation, and shall give a written notice to the
Operator (by a simple letter or e-mail) of a permit obtained from the Proprietor under such License
Mobility Verification Form.

The Operator may inform the Proprietor of any violations of licensing terms by the Subscriber or an
end user.

17. “REMOTE HANDS” SERVICE AND STORAGE OF SPARE PARTS KIT
The Subscriber by agreement with the Operator may store on the Operator’s technical site the
Spare Parts Kit for the Subscriber’'s hardware accommodated under the Contract and these Terms
of Services.
This service is free of charge and is delivered if technically available.
The Subscriber may at any time pick up, replace, use the stored equipment.
The Operator may require the Subscriber to reduce the scope of the stored Spare Parts Kit on a
temporary or permanent basis, and the Subscriber in such case shall perform such request within
Ten (10) business days.
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The Subscriber shall by own efforts monitor the scope, quantity and range of components of the

Spare Parts Kit stored by the Operator.

The Subscriber may request inventory taking of the Spare Parts Kit stored by the Subscriber, but

not more than once per week.

The Operator warrants that no third parties have access to the stored Spare Parts Kit.

If the Contract is terminated, or the Services are suspended, the Subscriber shall pick up the stored

Spare Parts Kit within one calendar month following the termination of the Contract or suspension

of the Services. If the Subscriber upon expiry of such time fails to pick up the stored Spare Parts

Kit, the Operator may dispose of or use at its discretion the same without any reimbursement to the

Subscriber.

The Subscriber may use third party services of delivery of the Spare Parts Kit to the Operator for its

storage or replacement. In such case, the Operator will accept nominally the same by quantity, but

not by any other properties, and will not be a party responsible for the transfer or storage of the

Spare Parts Kit, and will not sign any acceptance documents. The responsibility for management of

the delivery of the Spare Parts Kit to the Operator shall rest with the Subscriber.

The Operator, by a subscriber’s request and subject to availability and instructions from the

Subscriber, and at the Subscriber’'s expense, will pack and send the replaced components of the

Spare Parts Kit to the address specified by the Subscriber. All packing and sending costs in this

respect shall be borne by the Subscriber.

The Operator may by a Subscriber’s request transfer the Spare Parts Kit to third parties.

The Subscriber may request physical actions (“Actions”) with Subscriber's hardware by efforts of

the Operator’'s Technical Support in order to recover the same after a failure, modernization or

reconfiguration of assemblies, components and units of the Subscriber’'s hardware, provided that

the Operator has the respective Subscriber’s Spare Parts Kit.

The Actions set out in clause 17.12. are conditioned upon:

® availability of any Subscriber’s active Services;

® the Subscriber's nominal agreement that the results of the Actions may differ from those
expected due to specifics of the Actions;

® the appropriate skills and experience of the Operator's personnel on duty, and detailed
instructions provided by the Subscriber;

® no other Actions scheduled for performance at the Operator’s technical site and no continuing
(active) emergency situations;

® the Subscriber’s physical impossibility to do the Actions by own efforts within reasonable time;

® the subscriber has no arrears with payment for the Operator’s Services.

Total duration of the Actions shall not exceed 1 hour of uninterrupted work. Otherwise, the task

shall be divided by the Subscriber into smaller Actions.

The Subscriber may schedule the date and time of the Actions within the accuracy of 5 minutes (the

“Scheduled Actions”). Start time of the Actions shall be specified according to the Moscow Time.

Before proceeding to the Scheduled Actions, the Operator shall test the prompt connection link with

the Subscriber. In case of failure, the Operator will cancel the Actions.

The Operator shall inform nominally the Subscriber of successful or unsuccessful completion of the

Actions upon their completion only.

The Operator using all its skills and abilities shall do the Actions subject to maintenance of integrity

of the Subscriber’s Spare Parts Kit and the hardware, but it will not be liable for any damage thereto

in course of the Actions.

If any specifics are found in course of the Actions and cause the Operator to terminate the Actions

until the result is achieved, the Operator shall promptly inform the Subscriber of such specifics, and

the latter, in its turn, shall make changes to instructions for such Actions and/or schedule new

deadlines for such Actions.

If the Subscriber has no any parts, assemblies or units within the Spare Parts Kit required to

complete the Actions, the Subscriber may request the Operator's Spare Parts Kit for use. If the

Operator has physical possibility to provide the Subscriber with the respective required components

of the Spare Parts Kit, the Subscriber shall pay for the time of their use to the Operator or otherwise

compensate for their cost.

Under no circumstances the Operator will fulfil any Subscriber’s requests which are explicitly aimed

at physical destruction of data, damage to the Spare Parts Kit or Hardware of the Subscriber.

Upon completion of the actions, the Operator shall keep the replaced Hardware as part of the

Subscriber’'s Spare Parts Kit with the respective note of date and time, place of replacement, other

information provided to the Operator by the Subscriber, and the Subscriber shall pick up the

demounted hardware within 1 calendar month after replacement.

18. THE SERVICE OF PAYMENT FOR SERVICES BY REGULAR AUTOMATIC PAYMENTS
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The Service of payment for services by regular automatic payments (“Autopay”) allows the

Subscriber to pay for the Operator's services under the Contract by regular automatic money

transfers in favor of the Operator using Bank Cards. Once Autopay is activated, funds will be

transferred from the Bank Card at the Operator's Requests at such times and in such amounts as

will be required for proper fulfilment of the Subscriber's obligation to pay for services under the

Contract.

An Operator’s request for money transfer (“Request”) containing the amount to be transferred shall

be sent to the Payment System, and then the Payment System shall transfer funds from the

Subscriber's Bank Card account to the Operator's settlement account.

Any Requests sent by the Operator to the Payment System are a recommendation to make a

payment and shall not bind the Bank to execute the Payment.

The Subscriber may have Autopay activated for (connected to) one Bank Card at a time only.

Activation of Autopay in the manner provided for by these Regulations for the use of Autopay shall

be subject to availability of the Operator’s technical possibility, the Payment System, the Issuing

Bank. The Operator, the Payment System, the Bank shall not be responsible for for any

impossibility to activate Autopay, and the Operator does not guarantee that transactions with a

Bank Card may be performed.

The Operator neither stores, nor processes any Subscriber’'s personal data, and it neither stores,

nor processes any Subscriber's Bank Cards data as part of Autopay. The Operator uses partially

hidden numbers of Bank Cards when binding them for purposes of accounting and displaying them

to the Subscriber. When executing Requests, the Operator uses an impersonal electronic key

issued to the Operator by the Payment System in course of the card binding.

Autopay shall be activated (connected) in the Dashboard at the Operator's Website. To pay for the

Services, the Subscriber shall set a flag indicating that a bank card is bound to activate automatic

payments for its card and click the “Continue” button. In case of successful payment, the Bank Card

used for payment will be recognized bound.

The performance of the actions under clause 18.7. hereof shall be recognized as an equivalent of

the Subscriber's handwritten signature.

By activating Autopay, the Subscriber:

¢ agrees unconditionally with all terms and conditions hereof;

* consents to pay for the Operator's Services in accordance with the terms and conditions hereof;

¢ guarantees that he is the Card Holder, that he consciously, correctly and completely specifies all
the required details of the Bank Card when activating (connecting) Autopay.

The Operator shall fulfill Requests 5 days prior to the termination of the Service under the Contract.

The Operator shall fulfil successful Requests no more than once every 24 hours for each Service

separately. In the event of any errors during performance of Requests, the Operator shall perform

repeated Requests in 24 hours.

A transfer of no more than RUB 100,000 (one hundred thousand) per transaction may be made

from a Bank Card only.

The Subscriber is aware of and agrees that certain restrictions (daily or monthly limits, limitations on

the use of cards in certain regions, etc.) may be set by the Issuing Bank and are beyond the control

of the Operator.

The Subscriber may deactivate (refuse from) Autopay in the Subscriber's Dashboard by deleting

the bound Bank Card.

The Operator may revoke the binding of the Bank Card, if the Payment System during execution of

a Request reports any errors which make further use of the bound Bank Card impossible

(revocation of the card by the issuing bank, loss or theft of the Bank Card, etc.). In such case, the

Operator shall give a formal notice to the Subscriber that the binding was revoked.

The Operator may revoke the binding of the card at the direct request of the Subscriber when the

Subscriber contacts the Operator's technical support under the Contract.

The Operator, the Payment System, the Bank shall not be responsible for any Autopay

performance failure.

The use of Autopay shall not release the Subscriber from its obligations under the Contact. In case

of Autopay inoperability, the Subscriber shall use other methods of fulfilling its obligations under the

Contract.

The Operator may refuse to provide Autopay to the Subscriber upon:

® any breach of the Contract and these Terms of Services;

® binding the Bank Card to the Contract without the express permission of the Card Holder;

® receipt of regular payment system's responses to the Operator's Requests that the funds
available in the bank account of the bound Bank Card are insufficient;

® attempts to bound a stolen or lost Bank Card;
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® any other cases, which, in the opinion of the Payment System or the Operator, may be
considered as fraudulent.

19. PRIVATE NETWORKING (VLAN) SERVICE
A private network is built using the Operator's data network equipment (DTN) by using network
traffic tagging protocols (labels) in accordance with IEEE 802.1q, 802.1q Tunneling, MPLS, etc.
The connections and the requirements described in clauses 13.6.-13.8 hereof shall apply to pair the
Subscriber's equipment and DTN.
In private networks, final physical interfaces of the DTN network equipment shall transmit untagged
(native) packets, unless otherwise specified separately. The Operator shall terminate the
Subscriber's private networks on the DTN physical ports to which only the Subscriber's equipment
is connected, unless otherwise provided by clause 19.5. of the Terms of Services.
When building private networks, the Subscriber shall independently monitor the formation of any
loopback connections in private networks, and the Operator, upon detection thereof, shall
immediately disable (ErrorDisabled) the physical port on which a loopback connection is detected.
In such case, the port will be switched on only after the Subscriber confirms that the loop
connection has been eliminated, during working hours of Operator’s authorized employees.
When connecting third party equipment to a private network, the Subscriber shall to give permission
from such parties to such connection.
In the Subscriber's Hardware to which the Subscriber's private network was previously connected is
being removed, the Operator shall deconfigure the DTN port, and the Subscriber shall no longer be
authorized to use this port for building a private network.
To connect the Subscriber's equipment to a private network, the Subscriber shall provide
information sufficient to perform DTN physical connection and configuration, namely: the Hardware
number and the port number on this Hardware of the Subscriber, the number of the Subscriber's
private network. If the Subscriber does not have any private networks by the time the equipment is
connected, then this private network number shall be assigned by the Operator from the pool of free
private network numbers.
If the Subscriber's Hardware is disconnected from a private network, the Subscriber shall indicate
the number of the Hardware from which the private network shall be removed, and the number of
the private network. If no more Subscriber’'s equipment is left in the specified network, the Operator
may withdraw the private network number to the pool of free numbers of private networks.
The Operator shall at its discretion determine how the traffic should flow through DTN within a
private network, and in this respect the Operator shall not make any other impact, filtering,
modification of packets transmitted through private networks, other than the appropriate tagging of
packets in accordance with clause 19.1 hereof.
The maximum bandwidth of a private network shall be defined as the lowest maximum speed of the
Operator's DTN physical ports between which a connection exists.

20. AUTONOMOUS SYSTEMS AND IP NETWORKS ROUTING SERVICE
The Subscriber's IP addresses shall be announced from the Subscriber's Autonomous System or
the Operator's Autonomous System.
Announcements shall be made according the same routing policy as in case of other Operator’s
networks, and the Operator may change the routing policy of the Autonomous System at its
discretion.
IP addresses and Autonomous Systems shall be registered in the name of the Subscriber and
properly documented in the RIR (Regional Internet Registry).
If the Operator detects a discrepancy between the Subscriber’'s ownership of the IP address or the
Autonomous System, the Operator may stop routing the Subscriber's Autonomous System.
If the Autonomous System is routed by the Operator, the cost of routing services shall be
determined by the Contract and is formed as the product of the number of all announced IP address
prefixes and the Autonomous System and the cost of routing an object. An object in this article shall
mean each contiguous block of IP addresses or the Autonomous System.
The transmission of network traffic to or from the Subscriber's IP addresses shall be according to
the terms and conditions of the Contract and these Terms of Services. The Subscriber confirms that
it shall be responsible to the Operator for actions in the Internet using routable blocks of IP
addresses and/or Autonomous Systems of the Subscriber.
The Subscriber may send a request to the Operator for modification of the Routing Policy in respect
of Subscriber's objects in the Internet, provided that such modification will not affect the routing of
the Operator's networks.
Traffic routing may be changed due to circumstances beyond the control of the Operator (by order
of the authorities of the Russian Federation and according to any other requirements binding upon
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the Operator). In this case, the Operator shall not be responsible for any effects of modification of
the Routing Policy for the Subscriber.

21. DDoS PROTECTION SERVICE
For purposes of security of its network and Subscribers’ network, the Operator shall use basic
protection against DDoS attacks aimed at the Subscriber's equipment in order to overload the
communication channels of both the Subscriber and the Operator as a whole. If a DDoS attack is
detected, the Operator may drop (Block) traffic directed to the Subscriber and issue
recommendations for dropping such traffic to higher-level telecom operators by placing a respective
announcement (blackhole BGP community) in the announced prefixes. The announcement shall be
made for up to 20 minutes and then removed. In case of repeated attacks, the Operator shall repeat
the traffic blocking procedure.
Attack detection shall be recorded in any of the following cases:
® the Subscriber's IP address receives incoming traffic from more than 25,000 new unique IP
addresses per second;
® the total bandwidth of the subscriber's connected network equipment is 25% lower than the total
network traffic directed to the Subscriber's address;
* more than 250,000 IP packets per second are recorded on any of the subscriber's IP addresses.
At the request of the Subscriber, the Operator shall provide DDoS-protected IP addresses (An
active DDoS protection service is created), incoming traffic to which is filtered from unwanted
packets to the 3rd level of the OSI model. The filtered traffic shall be accounted and billed in
accordance with the Contract. Cleaned incoming traffic shall be accounted.

22. METHODS OF ACCOUNTING THE SERVICES CONSUMED IN COURSE OF SERVICE
DELIVERY

Internet traffic can be accounted using the following methods:

e Burstable billing: calculation of the channel load within the allocated band based on the
calculation of the 95th percentile (95% quantile of the standard normal distribution) for the billing
period, in time samples of 5 minutes, taking into account the prevailing Traffic Direction;

® Flatrate: A communication channel in which the volume of traffic passing through the channel is
not charged either by volume or by Direction and is limited by its Capacity;

® Fair Use: The method of traffic billing, where the Operator does not limit the Subscriber’'s use of
the channel either by Directions or by Volume and does not rate the traffic, while expecting the
Subscriber to use the Channel fairly, reasonably in order to achieve the previously agreed goals
of the Subscriber. The Subscriber undertakes not to unnecessarily load the channel capacities
provided to him without a clear need, not to load the channel with excessive traffic. By providing
such a communication channel, the Operator reserves the right to require the subscriber to
reduce the load on the channel or independently limit the bandwidth of such channel without
explaining the reasons, and the Subscriber, in turn, unconditionally agrees with such a right;

® Accounting by traffic volume: traffic is accounted by directions within the provided limits in the
billing period and does not depend on the channel bandwidth. The Operator charges the traffic in
accordance with the Contract. If the limits of the traffic included in the cost of the channel are
exhausted, the Operator shall not limit the communication channel, while excess traffic shall be
charged by the Operator in accordance with the Contract, and the Subscriber undertakes to pay
for the excess volumes;

® Shared (Common Channel): Parallel (shared) use of the same dedicated communication
channel between several subscribers. The Subscriber agrees that when using such a billing
method, the channel capacity may differ downwards from the declared one due to the impact on
the channel of other Operator's subscribers at various periods of time and indefinite duration.

All traffic shall be accounted, including network headers, service information, including channel-
forming traffic, traffic of ICMP, ARP protocols, but not limited to, including broadcast traffic of the
Operator, including traffic directed to the Subscriber but not delivered to him due to the operation of
network filtering means located after the statistics collection point. The point for collecting statistics
for accounting purposes may be the port of the Operator's equipment directed towards the
Subscriber's Hardware. If the traffic of several ports shall be accounted, the Operator shall
aggregate this traffic for total accounting. The operator may arrange the collection of traffic statistics
on its routing equipment (accounting by IP addresses), while, due to the distribution of service
traffic, the volume of accounted traffic may differ from the traffic readings on the port.

When using services that require electrical power, the power consumed shall be recorded as the
sum of the rated power of the power sources of the Subscriber's equipment connected to the
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Operator power grid. The accounting shall not include power sources that are used as backup
(which, if temporarily disconnected, shall not result in loss of Hardware functionality).

When using storage media, the available capacity shall be determined against the nominal values
specified by the media manufacturer, however the actual capacity available to the Subscriber may
be less than the declared one due to the fact that a part of the media capacity is used to store
service information (file system, etc.).

23. TERMS OF TEST PERIOD AVAILABILITY
The test period may be provided to the Subscriber at his request for each type of Services
separately. In such case, the Subscriber will receive full-featured Services in the same way as in
case of commercial operation.
The test period may be made available to the Subscriber solely to check whether the Operator's
Services conform to Subscriber’'s tasks and goals solved through the Operator's Services. The
Subscriber guarantees that in course of testing the Services, the Services or work provided by the
Operator will not be used to gain any commercial or other benefits for the Subscriber.
If in course of the Test Period the Operator finds out that the Subscriber uses the Services to gain
any commercial or other benefits for the Subscriber, the Operator may refuse to provide the
Subscriber with the Test Period for the Services and issue an invoice for the entire period of using
the Services in the Test Period.
During the Test Period, the Subscriber shall comply with the terms and conditions of the Contract,
other than clause 3.3.2.
The Operator may refuse to provide the Test Period at its own discretion and suspend the Services,
if the Operator finds out any breach of the Contract and the Russian laws.
The Subscriber may refuse to use the Operator's Services at any time by giving a formal notice to
the Operator.
The Operator does not guarantee the safety of the Subscriber's information that was placed during
the testing process on the resources allocated by the Operator to the Subscriber for the Test
Period.
The end date of the Test Period shall be set by the operator. Before this date, the Subscriber shall
decide whether it will continue using or refuse to use the Operator's Services.
The test period shall not cover any third-party services provided to the Subscriber by the Operator
(software rental, administration services, etc.) and any one-time services provided by the Operator
to the Subscriber.
The composition of the Services used by the Subscriber within the Test Period may be changed as
agreed by the Operator, while the duration of the Test Period shall be set by the Operator.

24. ADDITIONAL TERMS

The Operator may unilaterally modify these Terms of Services in order to improve and/or change
the range of the services offered, subject to a prior notice to the Subscriber by e-mail to the
Subscriber's contact address specified in the Contract and/or the Operator's accounting system, at
least 30 (thirty) days before the changes become effective.

Any Operator's waiver in case of a breach by the Subscriber or its users of the Contract, these
Operator's Terms of Services and/or the applicable laws shall not prevent the Operator from taking
the respective actions to protect its interest in future or shall not constitute the Operator’s waiver of
its rights in case of any similar breaches in future.
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Exhibit 1
to Terms of Services to Schedule 1

to the Data Centre Service Contract

END USER LICENSE TERMS
TERMS AND CONDITIONS REGARDING USE OF MICROSOFT SOFTWARE

This document governs the use of Microsoft software, which may include associated media, printed
materials, and “online” or electronic documentation (individually and collectively, “Products”) provided by
LLC "System service" (hereinafter referred to as “Customer”). Customer does not own the Products and the
use thereof is subject to certain rights and limitations of which Customer must inform you. Your right to use
the Products is subject to the terms of your agreement with Customer, and to your understanding of,
compliance with, and consent to the following terms and conditions, which Customer does not have
authority to vary, alter, or amend.

1. DEFINITIONS.

“Client Software” means software that allows a Device to access or utilize the services or functionality
provided by the Server Software.

“Device” means each of a computer, workstation, terminal, handheld PC, pager, telephone, personal digital
assistant, “smart phone,” server or other electronic device. “Server Software” means software that provides
services or functionality on a computer acting as a server.

“Software Documentation” means any end user document included with server software.

“Redistribution Software” means the software described in Paragraph 4 (“Use of Redistribution Software”)
below.

2. OWNERSHIP OF PRODUCTS.

The Products are licensed to Customer from an affiliate of the Microsoft Corporation (collectively
“Microsoft”). All title and intellectual property rights in and to the Products (and the constituent elements
thereof, including but not limited to any images, photographs, animations, video, audio, music, text and
“applets” incorporated into the Products) are owned by Microsoft or its suppliers. The Products are
protected by copyright laws and international copyright treaties, as well as other intellectual property laws
and treaties. Your possession, access, or use of the Products does not transfer any ownership of the
Products or any intellectual property rights to you.

3. USE OF CLIENT SOFTWARE.

You may use the Client Software installed on your Devices by Customer only in accordance with the
instructions, and only in connection with the services, provided to you by Customer. The terms of this
document permanently and irrevocably supersede the terms of any Microsoft End User License Agreement
that may be presented in electronic form during your use of the Client Software.

4. USE OF REDISTRIBUTION SOFTWARE.

In connection with the services provided to you by Customer, you may have access to certain “sample,”
“redistributable” and/or software development (“SDK”) software code and tools (individually and collectively
“Redistribution Software”).

YOU MAY NOT USE, MODIFY, COPY, AND/OR DISTRIBUTE ANY REDISTRIBUTION SOFTWARE
UNLESS YOU EXPRESSLY AGREE TO AND COMPLY WITH CERTAIN ADDITIONAL TERMS
CONTAINED IN THE SERVICES PROVIDER USE RIGHTS (“SPUR”) APPLICABLE TO CUSTOMER,
WHICH TERMS MUST BE PROVIDED TO YOU BY CUSTOMER.
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Microsoft does not permit you to use any Redistribution Software unless you expressly agree to and comply
with such additional terms, as provided to you by Customer.

5. COPIES.

You may not make any copies of the Products; provided, however, that you may (a) make one copy of
Client Software on your Device as expressly authorized by Customer; and (b) you may make copies of
certain Redistribution Software in accordance with Paragraph 4 (Use of Redistribution Software). You must
erase or destroy all such Client Software and/or Redistribution Software upon termination or cancellation of
your agreement with Customer, upon notice from Customer or upon transfer of your Device to another
person or entity, whichever occurs first. You may not copy any printed materials accompanying the
Products.

6. LIMITATIONS ON REVERSE ENGINEERING, DECOMPILATION AND DISASSEMBLY.

You may not reverse engineer, decompile, or disassemble the Products, except and only to the extent that
applicable law, notwithstanding this limitation, expressly permits such activity.

7. NO RENTAL.

You may not rent, lease, lend, pledge, or directly or indirectly transfer or distribute the Products to any third
party, and may not permit any third party to have access to and/or use the functionality of the Products
except for the sole purpose of accessing the functionality of the Products in the form of software services in
accordance with the terms of this agreement and any agreement between you and Customer.

8. TERMINATION.

Without prejudice to any other rights, Customer may terminate your rights to use the Products if you fail to
comply with these terms and conditions. In the event of termination or cancellation of your agreement with
Customer or Customer’s agreement with Microsoft under which the Products are licensed, you must stop
using and/or accessing the Products, and destroy all copies of the Products and all of their component
parts.

9. NO WARRANTIES, LIABILITIES OR REMEDIES BY MICROSOFT.

ANY WARRANTIES, LIABILITY FOR DAMAGES AND REMEDIES, IF ANY, ARE PROVIDED SOLELY BY
CUSTOMER AND NOT BY MICROSOFT, ITS AFFILIATES OR SUBSIDIARIES.

10. PRODUCT SUPPORT.

Any support for the Products is provided to you by Customer and is not provided by Microsoft, its affiliates
or subsidiaries.

11. NOT FAULT TOLERANT.

THE PRODUCTS MAY CONTAIN TECHNOLOGY THAT IS NOT FAULT TOLERANT AND ARE NOT
DESIGNED, MANUFACTURED, OR INTENDED FOR USE IN ENVIRONMENTS OR APPLICATIONS IN
WHICH THE FAILURE OF THE PRODUCTS COULD LEAD TO DEATH, PERSONAL INJURY, OR
SEVERE PHYSICAL, PROPERTY OR ENVIRONMENTAL DAMAGE.

12. EXPORT RESTRICTIONS.
The Products are subject to U.S. export jurisdiction. Customer must comply with all applicable laws
including the U.S. Export Administration Regulations, the International Traffic in Arms Regulations, as well
as end-user, end-use and destination restrictions issued by U.S. and other governments. For additional
information, see http://www.microsoft.com/exporting/.

13. LIABILITY FOR BREACH.

In addition to any liability you may have to Customer, you agree that you will also be legally responsible
directly to Microsoft for any breach of these terms and conditions.
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